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and premium comparisons, but its dissemination is limited and sometimes expensive
because of its hard copy format.

The marketing of insurance over the Internet also offers regulators an additional opportunity
to actively monitor market conduct. Regulators, like consumers, can "surf" the Web, looking
for suspicious solicitation activity. Ordinarily, regulators must wait to be made aware of
market conduct problems through consumer complaints (outside normal market conduct
audits). The Internet is a more pro-active approach to such audit efforts.

The ease and speed of Internet communications mean that regulators could more frequently
monitor insurer compliance with regulatory procedures and time frames. Once appropriate
record keeping requirements are in place, "spot checking," "surprise audits,” and other tools
could be as simple to implement as an exchange of E-mail. This could instill greater
compliance efforts in insurers with chronic service problems.

Industry

Producers and insurers recognize the vast capabilities of the Internet and the ability to
provide information to prospective clients, in a format that more closely fit their clients' needs.
The Internet allows their information to be easily and continuously available, to post a
"presence" that accurately portrays the variety of products and services; and to provide a
convenient way for consumers to contact them for follow-up.

The relatively low cost of electronic communication, compared to that of hard copy mailings,
telephone solicitations, etc., should provide potential cost savings for agents and companies
that use the Internet effectively.

Insurance companies are already taking advantage of the electronic commerce available
through the Internet by establishing home pages on the Internet. With these home pages,
insurance companies are opening new distribution channels which could eventually
incorporate all facets of the insurance transaction, from initial contact with the consumer to
collection of premium, issuance of the policy, and the payment of benefits. The Internet is
recognized by agents and companies as potentially more efficient than many traditional
marketing methods.

The Internet allows companies to service existing markets and expand into previously
untapped markets. Huge marketing possibilities are more easily possible on the Internet,
allowing agents or insurers to post their information in such a way that it will be found by
people pursuing related interests, such as crop insurance information by farmers, and fine
arts coverage by art collectors, etc.

In addition to sales, insurance companies are finding the Internet a means by which to better
educate consumers on the different type of insurance available and the benefits of such
insurance. Insurance companies can also utilize the Internet to service current policyholders
by offering online claim assistance, complaint handling and answering general inquiries.
Finally, the Internet offers companies the opportunity to expand its communication with its
agents. The Internet offers insurance companies the opportunity to offer these services with
greater speed and efficiency and at a lower cost.
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Selling Insurance Over The Internet

Electronic commerce, for now, favors the sale of goods as opposed to services, such as
insurance. This disparity can be tied to a variety of issues, including technology acceptance
by consumers, security and regulatory concerns surrounding insurance sales on the Internet.
Unlike the sale of a book or article of clothing, the sale of an insurance policy involves
complicated contractual language, the transmission of sometimes confidential information
and a relationship of good faith on behalf of the buyer and the seller.

Current methods by which insurance sales can occur over the Internet are either single
source or via insurance malls.

Single Source Sale Sites

Single source sale sites are comprised of a single insurance company or agency marketing
its products over the Internet through the establishment of a home page. When developing a
home page for a single source sale site, insurance companies can use their home pages as
a promotional tool, to direct consumers to their existing agents or as another distribution
channel. A survey conducted by the LIMRA International, Inc. revealed that two thirds of the
companies use their home pages for name recognition. Eight percent of the companies
indicated they use their home pages for lead generation for their agents while only one
company indicated direct sales was the main purpose of its home page.

A single source sale site is a method of marketing insurance over the Internet which
enables the consumer to select and purchase his/her insurance directly from an insurance
company. This type of insurance marketing over the Internet will presumably provide the
consumer with all the steps necessary to purchase insurance; from filling out an application
online to payment of the premium and receipt of the policy online.

Insurers' and producers' home pages can offer marketing and/or educational information
about a company and its products. For instance, a home page may explain the benefits of
life insurance or explain different auto coverages.

In addition to simply providing information, some sites will go a step further and offer online
requests for quotation (RFQ) forms. RFQ's typically involve a questionnaire which the
consumer must answer in order to obtain a quotation. Once this information is obtained the
consumer can obtain an instant quote for insurance. RFQ's allow the consumer to obtain
information directly and relatively quickly. If a consumer wishes to obtain more information
on a particular product or make a purchase, insurers could provide a list of agents that may
be contacted to complete the transaction. In addition to providing a quote to the consumer,
RFQ forms provide the company with valuable statistics on the profiles of the individuals
visiting the site and the type of insurance being requested.

Insurance companies may also develop home pages that work in conjunction with their
agents. These sites offer general information on products and help educate consumers
about their insurance needs. Similar to sites which provide RFQ's, these sites direct
consumers to existing agents in order to obtain quotes, more information about a particular
product and to make a purchase. Insurance companies using this arrangement may be
selling a more complex insurance product, such as whole life insurance. When referring a
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consumer to an agent, the typical referral is to the agent's phone number and address.
However, some sites may refer a potential consumer to an agent.

Just as insurance companies are establishing home pages for single source site sales,
insurance agents are likewise establishing home pages for direct sales over the Internet.
Currently, these home pages provide general insurance information to the consumer In the
future, many of these home pages, along with the single source sites of insurance
companies, will presumably offer all of the features necessary to complete the sale and
delivery of an insurance policy.

Insurance Malls

Insurance malls are sale sites that offer the products of more than one seller. Vertical
insurance malls offer the products of multiple sellers from the same industry, while
horizontal malls offer the products of multiple sellers from multiple industries. Because of the
diversity of products offered at both types of malls, these malls attract a wide diversity of
consumers and have the potential to become true electronic markets.

One of the key features of insurance malls is their ability to provide consumers with access
to a wide variety of products and comparisons of these products. These Insurance malls are
designed to provide consumers with one or more purchase alternatives by matching
consumer profiles against company underwriting criteria and present a list of alternative
companies from which the consumer may selects. The consumer can then review policy
information, pricing, and other aspects of various offerings from companies participating in
the mall.

Apart from being wholly geared to focusing on cost comparison and sales, many sites are
educational. Insurance malls also present information about the different types of insurance
available, insurance companies, and ratings of these companies. Such malls may also
provide a brief description of insurance terms and information on state insurance laws.

A third category are malls which combine sales-oriented information with consumer-oriented
information. These sites provide the consumer with the same information available in a site
geared to consumer education; however, they also provide the consumer with the ability to
fill out complete RFQ forms. In addition these insurance malls may also offer a list of agents
as well as hyperlinks to the home pages of these agents or to other insurance Internet
resources on the Internet.

Quote Services

In still another Internet twist, agents wanting to add online quotes to their websites can sign-
up with an independent quote service. Adding a quote service to an agent's website allows
consumers to obtain an instant insurance quote by choosing type and amount of coverage
desired. In most cases, the consumer is actually ‘hyperlinked” from the agent’s website to
the quote service site where sophisticated software produces the online quote. When
completed, the customer is returned to the agent’s site. Quote choices can be limited to
specific companies and products offered by the agent. Services are usually sold to agents
on a subscription basis or in some cases piece-meal.
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Service of Insurance Over the Internet

The more transactions a consumer has with a company via a certain medium, the more
bound the consumer becomes to the company and the medium of communication. Unlike
consumers in other industries, consumers who use the Internet may have increased
interaction with their insurance companies -- with noted benefits. A typical insurance
consumer, without Internet service, only interacts with his/her insurance carrier on four
occasions: 1) when he/she purchases the insurance policy, 2) when he/she pays the
insurance premium, 3) when he/she makes a claim on the policy, and 4) when he/she
changes coverage or other contract provisions such as a beneficiary. Consumers may,
therefore, be more likely to use this medium to make their initial purchase of insurance if all
facets of the insurance transaction are available over the Internet.

Many websites are already increasing the interaction insurance companies have with
consumers by offering educational information. It has been stated that these types of
interactions not only increase the general public's understanding of insurance but also create
a familiarity and level of comfort in terms of a company's online services.

Another method of increasing consumer familiarity and confidence in a company's online
services might be its provision of complaint and claim services over the Internet. Because
the processing of claims, complaints and policyholder services is probably the most
important aspect of the insurance transaction for consumers, providing them online might be
an added benefit.

The increased use and demand for services over the Internet should be a constant reminder
to insurance companies and regulators that an increasing number of consumers have a
strong desire to access more information that is relevant to their individual interests and
needs, insurance services being among them. Once all facets of the insurance transaction
are available over the Internet, consumers may begin to use this medium to make their initial
purchase of insurance. And as capabilities increase, so should insurance commerce on the
Internet.

Company/Agent Communications

The Internet also is a tool which could enhance company and agent communication. With
the use of the Internet, agents can have a continuous line of communication to their
insurance companies. This could enhance the educational level of agents and thus enhance
the information agents pass on to consumers during the sales process. In addition, the
Internet has the potential to permit the electronic transmission of policy forms; thus cutting
down on the cost of the application and policy issuance process.

Legal Aspects of Selling Insurance Over The Internet

The Internet is full of risk for the insurer and consumer alike. The growth rate of this media
has people and regulators worried that it could go unchecked. This has led to much rumor
and speculation about Web laws and restrictions. The NAIC (National Association of
Insurance Commissioners) and other insurance-oriented associations have been actively
discussing and weighing the regulatory issues. The fact is, there is regulation and it is
being regulated.
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What is being regulated? The same sales, legal and business conduct issues that are
regulated offline:

Advertising, sales and marketing
Licensing requirements

Forms and rates

Disclosures and restrictions
Complaint handling

Consumer privacy rights
Replacement activities
Settlement rules

Records retention

Security

Unfortunately, many agents and insurers alike are lulled into believing that “no one is
watching” . There are details and infractions on some websites that would never have gone
to a consumer in hard copy. However, the process of uncovering these sites is the same as
in the hard copy world — “it’s just a matter of time”.

Let's look at some of the areas where electronic insurance sales demand current and future
regulatory presence. Information that follows was presented by the NAIC in a white paper
titted The Marketing of Insurance Over the Internet, 1998.

Countersighature Reqguirements and Other Non-resident Solicitation Restrictions

The countersignature of a resident agent is required in some states in order for a non-
resident agent to transact business within the given state. The resident agent signature is
referred to as a countersignature.

Countersignatures impede the sale of insurance through traditional and electronic means.
Countersignature requirements were originally intended to protect consumers under the
assumption that the resident agent would be more knowledgeable about the state laws and
would provide a valuable service to policyholders by reviewing the policy for compliance with
state law. They were developed in a time when state jurisdiction was a concern. It is
generally agreed that this requirement has served its usefulness and now only serves as a
protectionist of resident agents’ commissions.

Some states also have laws, regulations or other requirements that specify that a non-
resident producer must be accompanied by a resident producer to solicit insurance. While
originally implemented to protect consumers, the utility of this type of requirement has
passed.

Most E-commerce experts believe countersignature requirements should be eliminated, as
should any requirement for a resident agent to physically accompany a nonresident agent
when visiting a potential policyholder.

Signature Requirements

The traditional “wet” signature is used to signify several actions. It is used as a formal symbol
of intent to denote an individual's agreement to terms and conditions set forth in a document
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— “by my signature set forth below | hereby agree...”, or to acknowledge receipt of the item(s)
in question. It is also used to convey that the signer is indeed who he/she purports to be
(authentication). This latter use may be equated to a “notarized signature.”

The terms electronic and digital signatures tend to be used interchangeably but there are
significant differences. An “electronic signature” may be any symbol or mark originated
electronically with an intent to authenticate an action. A “digital signature” is a methodology
of signing an electronic document to ensure its integrity during transmission utilizing “public
key cryptography.” The individual sending a document signs and encrypts it with a private
key that only he/she possesses. Once so encrypted, the resulting document is termed a
“digital signature.” A recipient of the document uses a public key (which may be in the
possession of multiple parties) to decrypt the document. Verification of the authenticity of the
digital signature is facilitated when the signature includes a “digital certificate” issued by a
“certification authority” or CA. The digital certificate is issued only after the identity of the
signer seeking the certificate is verified by the CA, and, in this way, is analogous to the
function performed by a notary public. The digital certificate carries the name of the
subscriber and the subscriber’s private key.

Public key cryptography provides the foundation for network security through encryption and
digital signatures. Together these provide the following capabilities fundamental to
conducting secure electronic commerce transactions: confidentiality (data is obscured and
protected from view or access by unauthorized parties); access control (data can only be
accessed and decrypted by those specifically identified when the data is encrypted);
authentication (users can securely identify themselves to other users and servers on a
network without sending secret information about themselves); data integrity (the verifier of a
digital signature can easily determine if the digitally signed data has been altered since it was
signed); arlld non-repudiation (users who digitally sign data cannot successfully deny signing
that data).

Requirements that documents be “signed” are found in all lines of insurance. Following is a
partial list of the types of “in-writing” requirements that provides some examples of the types
of signature requirements that now exist:

With respect to life and health lines, insurers are generally prohibited from asserting that
an applicant materially misrepresented facts unless the facts are contained in an
application signed by the applicant and attached to the policy. This effectively requires all
underwritten policies to be accompanied by a signed application.

Some health insurance policies, including Medicare supplement insurance, may not be
issued unless the applicant has signed the application. The purpose of the signature
requirement is to protect consumers by evidencing they have read the materials
accompanying the solicitation.

Property and casualty forms evidencing coverage offers must be made in writing by the
insurer and often accepted or rejected by the insured in writing. Such coverage includes,
but is not limited to: uninsured/underinsured motorist; personal injury protection; medical
payments; deductibles; tort thresholds; extended reporting periods on claims made
coverages and fraud disclosure statements. The rejection in writing has been interpreted

! Entrust Overview. Chris Voice. Entrust Technologies, Octover
22, 1998. Page 1.

Preferred Practices -- Copyright O 2004
103

Home / Search



to require the applicant or insured’s signature.

Before electronic signatures can work, we must determining what constitutes a valid
signature. A review of each requirement for signature should be undertaken to determine if
the requirement is necessary for consumer protection. “Electronic authentication” such as
that provided by digital signatures utilizing the public key cryptography approach described
above, allows commercially acceptable and reasonable security measures to take the place
of “ wet” signature requirements for the purpose of accommodating electronic commerce.
Authorities like the National Association of Insurance Commissioners (NAIC) recommend
that electronic authentication be an acceptable form of signature. However, limiting
acceptable signatures to digital or digitized electronic signatures may exclude other
reasonable means of authenticating one’s identity. Therefore, electronic authentication
strives to allow any reasonable type of technology to fulfill the basic purpose of a “wet”
signature requirement (i.e., the authentication of the signer).

A working group assembled by NAIC recommends that, where possible, the legal definition
of “signature” be redefined to include all verifiable electronic signatures as follows:

1. Signatures

In cases where a written signature, or other means of authentication, is required, the use of
electronic means, which may include an electronic signature, to authenticate the identity of
the party(ies) involved shall be acceptable as long as:

The means of electronic authentication is uniformly applied to the consumer; and

The electronic authentication is unique to the signer, is verifiable, and neither the
signature nor the document to which it is affixed can be altered once signed.

2. Electronic Authentication

Electronic authentication should be permitted wherever “signatures” are required, including
processes such as application and claim submittal. A review of authentication requirements
in all insurance transactions should be conducted to identify and remove inhibitors to
electronic commerce. For example, when a consumer shops for private passenger
automobile insurance, he/she may be required by state law to submit a separate form to
verify that he/she was offered such benefits as uninsured or underinsured motorist coverage,
certain levels of deductibles, or a warning that insurance fraud is illegal. With electronic
commerce, separate forms, each signed or authenticated by the consumer, may not be
necessary or even feasible. If the consumer is shopping on a web site he/she should be
permitted to view a page that discusses and offers uninsured/underinsured motorist
coverage and warns that insurance fraud is illegal. To continue with the online application,
the consumer would have to select a link at the bottom of the page and be asked to verify
that he/she had read and understood the previous page or pages. This process, with some
means of authentication that it was the consumer who indeed “clicked” the “OK” button, could
take the place of separate forms, being authenticated by the consumer in a way very much
like signing separate forms.

The following list of documents are typically required to be accompanied by a “signature”:

Policy application
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Warranties

Release of confidential medical information
License applications

Beneficiary changes

Uninsured motorists coverage
Earthquake offers

Fraud prevention

Life illustrations

Claims forms

Proof-of-loss

Financial filings (Form A, B, D, etc.)
Disclosures for consumer protection
Change in coverage

Life insurance insurable interest concerns

3. Delivery of Documents

The delivery of complete documents refers to transmissions between insurers and regulators
as well as the receipt of insurance policies, notices and any other documents relating to the
sale of insurance, by the insured, owner and other third parties that may have a pecuniary
interest.

The major concerns with electronic commerce and document delivery are the ability of
regulators to verify that the policy or other insurance documents involved in a sale of
insurance from an insurer were actually delivered to the consumer in the sale transaction,
are maintained by the insurer in either electronic or paper format and are available to the
consumer within a reasonable time upon either electronic or written request by the
consumer. Records retention systems will allow regulators to verify the content of a policy or
other insurance document through inspection of the policy or document, and such systems
must also reasonably accommodate requests from insureds for copies of their policies or
insurance documents.

In the arena of electronic commerce, many consumers will want policies and other insurance
documents delivered electronically. Moreover, there are clearly advantages to electronic
delivery for the consumer, mainly in the speed with which the delivery can occur. While the
insurer must let the consumer know prior to the purchase of the policy how it will be
delivered, laws and regulations need to allow for electronic delivery.

There is a special area where notice requirements deserve special attention. For various
lines of insurance, the delivery and receipt of a notice of cancellation is important not only to
the insurer and the policyholder, but various other parties that may have a pecuniary interest
in the insurance contract. For example, cancellation of an auto insurance policy may not only
affect the policyholder, but third party victims of the policyholder's negligence. Further,
mortgage holders have an interest in property polices. The issue is whether the notice has
been delivered by the insurer and whether the notice has been received by the policyholder
or other party with a pecuniary interest in the policy that is entitle to receive such notice. Free
look periods for life insurance are also an issue.
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Following is a list of some current document delivery requirements:

Many states require insurers to deliver hard copy (paper) versions of documents,
including policies, positional letters from claims, billing notices, cancellation/non-renewal
notices, certificates of insurance.

Some proof of mailing requirements specify registered or certified mail from United States
Postal Service or a verifiable courier service.
1)

Some states have proof of coverage laws that may be unique to different coverages.

Document delivery through electronic means should be permitted if agreed upon by the
insurer and the applicant, policyholder, certificate holder, or other parties involved in the
transaction, but the burden is on the insurer to meet all existing requirements for policy
delivery regardless of the method in which the policy or other insurance documents are
actually delivered to the insured. In addition, any policy or other insurance document
delivered to an insured during the insurance transaction must be maintained by the insurer in
either electronic or paper format and the insurer must be able, in a reasonable time period, to
provide an electronic or paper copy of the policy or other insurance document to the insured
upon written or electronic request by the insured.

The NAIC working group recommends that states review and, if necessary, amend existing
laws, regulations and processes to recognize electronic notification as a valid way to notify a
policyholder, given that both parties agree to the method, and receipt of the notice by the
insured is verified to the extent required by law, and acceptable records are maintained. For
purposes of delivery, and other communications required or permitted by a state and its
attendant regulations, delivery and communication by electronic or other verifiable means
shall not be precluded where agreed to by the parties

Once again, it is preferable to specify the parameters for document delivery rather than trying
to predict all of the ways in which policies may be delivered electronically in the future,
developing requirements for each method of delivery.

4. Format of Documents

Format of documents refers to stylistic presentation requirements including font size,
margins, paper color and paper size.

Insurers are burdened by requirements that relate to font size, paper color, or other
requirements that are related to presentation on printed documents that may not be able to
be met electronically. For example, some states have required workers compensation
notices to be on non-standard sized paper and printed in red.

Because of the wide variety of operations that users can perform upon displayed and printed
text in the modern PC environment, it is impractical to hold originators responsible to insure
that textual content is displayed or printed with a specific font or size, or on a specific page
size or color. On the other hand, protection of the consumer is the paramount concern.

Therefore, to promote electronic commerce, it is recommended that existing law specifying
font type and size for printed documents be interpreted for electronically transmitted or
displayed documents as using a font with characters which are clearly discernable and
understandable to a person conversant in the written language presented, with as nearly as
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possible, in the given font, the same relative character sizes for different parts of the
document as are specified by current law. Any web site containing documents covered by
such laws should offer a readily-selectable large print display option for the benefit of
persons whose eyesight is diminished due to aging or for other reasons.

5. Electronic Payments

Electronic payment includes, but is not limited to any electronic means of securing payment
that is acceptable to all parties involved; such as, wire transfers, smart cards, phone cards,
electronic fund transfers, electronic checks, credit cards or debit cards.

The following text details various impediments to electronic payments that appear in state
laws, regulations or processes:

(1) Premiums

Currently, the principal statutory impediment to the use of electronic forms of premium
payment involves payment by credit card. Requirements for insurers may vary with the line of
insurance. Some state laws, regulations or processes totally prohibit the use of a credit card
for payment of life or property/casualty insurance premiums or allow those payments only if
the card is issued by a bank that is domiciled in the state.

In some states, an insurer which offers a credit card payment option must offer additional
payment options, such as advance payment by check or the “bill me” option. In addition,
certain states require that, if payment by credit card is made available to some insureds, it
must be made available to all insureds on a nondiscriminatory basis.

(2) Claim Payments

Certain state statutes, which formerly required claims to be paid by check or draft, have
expanded permitting forms of payment to include electronic funds transfer. Such statutes
arguably prohibit newer forms of electronic payment, such as electronic checks.

(3) Settlement Refunds

Refunds directed by insurance commissioners almost always require insurers to issue a
check to the insured rather than a credit to his/her premium account or bank account. The
most recent example is a Michigan Insurance Department directive to insurers, which stated
that crediting an insured’s premium account rather than issuing a check was in violation of
the spirit and intent of the mandated refund in the state.

(4) Payment of Taxes and Fees

Some states authorize the System for Electronic Rate Form Filings (SERFF) and permit
the commissioner to accept filings in electronic form. Some states accept SERFF filings but
nevertheless require that a check in payment of filing or retaliatory fees be mailed to the
department of insurance.

With the implementation of the Producer Information Network (PIN), the processing of
agent appointments and licenses may be done electronically. A barrier to the implementation
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of PIN, however, is the requirement in some states that a check in the amount of the fee be
paid before the transaction may be completed.

A few states affirmatively authorize the insurance commissioner (or more commonly, the
commissioner of revenue) to require or accept payments of fees or taxes by electronic
funds transfer (EFT). This would suggest that the removal of statutory or regulatory barriers
prohibiting payments by EFT are insufficient to allow such form of payment; specific
authorization is apparently necessary. Additionally, as discussed earlier with respect to
claims payments, newer forms of electronic payment, such as electronic checks, may not be
permitted even under these EFT enabling statutes.

For electronic commerce to be as effective as possible within the insurance industry, the use
of various electronic means, such as credit cards, debit cards, electronic funds transfer (EFT)
or other means of electronic payment that is acceptable to both the insurer and the insured
and is verifiable in order to meet the “Proof of Payment” requirements under the statutes
must be allowed. Insurance consumers will demand that electronic payments be facilitated
when using electronic systems to purchase and receive insurance products. To this end,
regulators should eliminate prohibitions or restrictions against electronic payments to the
fullest extent possible. This issue should be dealt with on a nondiscriminatory basis.

The NAIC working group received comment that some insurers may be reluctant to accept
premium payment by credit card because there are limitations on how merchants pass fees
paid to the credit card company back to the credit card users. The working group did not
confirm this, but if true, it is a barrier to credit cards as a form of electronic commerce in
premium payments. Any restrictions on pass through of credit card fees are most likely
governed by banking laws and regulations. Insurance regulators may wish to review the
interaction of banking and insurance regulation in their states as they review various forms of
electronic commerce for premium payment. Therefore, the working group notes that pass-
through issues resulting from the use of electronic payment options should also be
considered.

Note:

A Connecticut statute applying to the Commissioner of Revenue Services might serve as a
model for payment of fees by insurers to insurance departments. The statute gives the
Commissioner the authority to require “the filing, by computer transmission or by employing
new technology as it is developed, of any return, statement or other document that is
required by law or regulation to be filed with said commissioner ...and permits any person “to
pay any tax, to which such return, statement or other document pertains, by electronic funds
transfer...and further permits the Commissioner to “prescribe alternative methods for the
signing, subscribing or verifying of such return” and “permit the payment of any tax...by use
of any new technology as it is developed.”

6. Records Retention

Records retention encompasses the requirements for length of retention and method for
storing company records. Records retention laws, requiring insurers to maintain hard copy
(paper) documents for a period of years, are found in many states.

Rather than attempting to specify technical requirements for electronic records retention
systems, which will continue to evolve rapidly, the NAIC working group recommends that
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regulators clearly enunciate the basis for records retention requirements and place the
burden solely on the insurer to meet those purposes with whatever system is chosen.
Following is sample language taken from the NAIC Market Conduct Record Retention Model
Regulation:

“Records required to be retained ...may be maintained in paper, photograph, microprocess,
magnetic, mechanical or electronic media, or by any process which accurately reproduces or
forms a durable medium for the reproduction of a record. A company shall be in compliance
with this section if it can produce the data which was contained on the original document. In
cases where there is no paper document, a company shall be in compliance if it can produce
information or data which accurately represents a record of communications between the
insured and the company or accurately reflects a transaction or event.”

7. Disclosure of License Status

License status disclosure ensures that consumers have a means of readily identifying
whether an insurer or producer is authorized to transact insurance in the consumer’s location
and for the insurance products being considered.

Some states currently have disclosure standards that contain stylistic requirements such as
font size or other characteristics like the use of strong, bold or emphasis tags, or the use of
specific heading levels.

Existing standards that apply to this type of consumer notification should apply to electronic
transactions, however, additional standards should not be imposed on electronic or Internet-
based transactions that do not exist for other means of delivery.

Disclosure standards should, at a minimum, continue to require disclosures to be prominently
displayed and easily readable. Disclosure standards should not contain stylistic requirements
that could cause impediments to electronic commerce.

To ensure that consumers are provided the data needed to make informed decisions on
purchasing insurance, the NAIC working group recommends that an insurer's web site
should provide a disclaimer containing the following information: a listing of states and
product lines it is authorized to conduct insurance business in; the specific name of the
insurer, if it is an affiliate of a large group of insurers and the name, phone number and
address for the state insurance department consumer representative that can be contacted
for licensure confirmation. The working group also recommends that a producer’'s web site
provide a list of product lines and insurers that it is soliciting for, the complete producer name
(as registered with the state insurance department), the corporate name if applicable, the
trade name if applicable, the certificate of qualification number and the complete business
mailing address and telephone numbers.

8. Advertising

To advertise is to make a public announcement, regardless of the media used, to proclaim
the qualities or advantages of an insurance product or service for the purpose of increasing
sales.

The regulation of advertising can be a problem for insurers and producers regardless of
advertising medium. The Internet complicates this issue because an individual can access an
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insurer or producer web site from any location. This feature makes requirements for filing and
prior approval of advertising material difficult or impossible for insurers to meet. Further, the
fact that an insurer or producer maintains a web site, or other electronic presence, does not,
in and of itself, necessarily mean that the insurer is “advertising” insurance products or
transacting the business of insurance within a state. Similar concerns exist with national
media advertisements.

The NAIC working group recommends that filing and prior approval of advertising be
eliminated as an inefficient use of scarce regulatory resources. The working group believes
that retrospective review of advertising through market conduct examination or other state
regulatory review processes will adequately and efficiently protect consumer’s interests.
Further, Unfair Trade Practices Acts provide sufficient relief for consumers regardless of the
medium used.

9. Compensation

For purposes of this discussion, compensation is something of value provided to an
individual or business as payment for a service rendered.

A problem has been identified that hinders insurer development of electronic commerce
solutions. If an insurer or producer enters into an arrangement with a third party service
provider where the third party service provider is compensated based on a percentage of
premium, there is a technical violation of state insurance law. The third party vendor is
considered to be a “producer” under many state laws and must be licensed to sell insurance.
This gets in the way of insurers and producers entering into this type of service arrangement
or causes the parties to engage in creative financing to get around the law that was intended
to prevent commission sharing arrangements with non-licensed insurance entities.

10. Code and Regulation Clean-up

Many existing statutes and regulations unnecessarily hinder the growth of electronic
commerce. These statutes and regulations have evolved over periods of many years, and
are presumed to hinder the growth of electronic commerce out of a lack of anticipation of its
needs, rather than out of any intention to hold back its development.

Examples of this problem are statutes and regulations worded in such a way as to require
traditional mailing of notifications, and thus precluding some form of electronic mailing which
would include verifiable receipt. Another example is statutes and regulations worded in such
a way as to require hand-written signatures, and thus precluding some otherwise acceptable
form of electronic signature.

Rehabilitating these statutes and regulations one at a time might take as long as the original
enactments, and would be extremely costly in time and resources. The recommended
approach by many is to enact legislation which globally allows the interpretation of existing
statutes and regulations in such a way as to embrace electronic commerce technology. For
example, legislation can be enacted to allow all statutory and regulatory requirements for a
handwritten signature on a paper document to be optionally satisfied by a verifiable
electronic signature on an electronically transmitted document.

The State of Arkansas recently enacted legislation that may be useful to other states looking
for a quick way to clean-up existing statutes and regulations to make them more compatible
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with industry and regulatory uses of electronic commerce. In short, the new statute allows
the Commissioner to interpret the words “print,” “printed,” and “printing,” among others, to
include an electronic printing or form.

11. Proof of Coverage
The ability to verify that specified coverage is in force for a given insured or risk.

In many instances, particularly with automobile, homeowners’ and health insurance,
individuals are called upon to prove that they have a specific type of coverage in effect.
Often, states specify the format of a proof-of-coverage form. This form can then, as an
example, be used to verify automobile coverage to register the car or when stopped by a
peace officer.

If proof-of-coverage is required by other codes and is maintained electronically, experts
agree that the proof-of-coverage must be producible in an acceptable format to satisfy the
other requirements.

12: Privacy Issues
Following are some areas that may be considered in an analysis of privacy:

Underwriting issues related to medical information — The NAIC Health Information
Privacy Model Act deals with these issues.

Access to personal information collected including personal information, financial
information, claim information and health information

Regulator access to insurer information — There is much controversy today concerning
insurers turning internal documents requested by regulators for monitoring purposes only
to have it procured by a plaintiffs attorney in a class action filing against the insurer.

The NAIC domestic violence model acts deal with issues related to the issuance of
insurance policies and discrimination for victims of domestic violence.

Compliance of electronic commerce with current federal and state laws dealing with
privacy issues.

Access to information contained in documents supporting rate and policy form filings.
Access to statistical information that advisory or statistical organizations compile for
insurance regulators to assist with providing industry statistical data.

Miscellaneous Legal Impediments

There are several areas not identified in the sections above that affect an insurer’s ability to
employ electronic commerce. The following list discusses various miscellaneous
impediments to electronic commerce that appear in state laws, regulations and processes:

Approval of Electronic Policy Forms - The issue here is how can insurance regulators
address “electronic” policy forms. These are forms that are stored in component parts
and only become a complete contract when assembled for an individual policyholder.
Recommendation: SERFF should, in a future iteration, be able to access insurer web
sites to review electronic form features and notices.

Underwriting Issues - The issue here is access to underwriting information addressed by
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the Health Privacy Models. The tendency is to require consumers to give their approval
before an insurer can gain access to confidential health information. See consent
authorization.

Binding authority issues. Similar to proof-of-coverage.

Overcoming lack of consumer trust in institutions and/or producers.

Consumer complaints. Is it possible to link insurer electronic sites with state sites so the
consumer can hot-link to the DOI.

Mortgages — original certificates of insurance. Add to proof-of-coverage area.

Advantages and Disadvantages of Insurance
Sales and Service Over the Internet

Consumer Advantages

Consumers already have the ability to search the Internet for life and auto insurance quotes
on the Internet via numerous home pages and other Worldwide Web Sites provided by or on
behalf of insurers and agents. Some Internet sites are interactive and permit the consumer
to provide certain information and allow the agent or insurer to determine eligibility for
coverages.

In addition to obtaining quotes, consumers currently have the ability, from at least one auto
insurer, to complete the entire transaction online. Another auto insurer provides consumers
the opportunity to complete the application online and then forwards the application to an
agent located near the consumer to complete the transaction.

Consumers may also browse the Internet to locate agents and insurers in their area. This
provides consumers the ability to narrow their search for a particular agent, insurance
company or specific type of insurance coverage. In many cases, agents advertise the
names of insurers they represent and the types of coverage they most commonly provide.

A particular advantage to consumers appears to be accessibility. Often times, consumers
may not have the time nor the opportunity to shop for insurance during normal work hours.
The Internet increases the opportunities for these consumers to shop after hours and in most
cases, a quote can be received within minutes or the next day. The quote arrives
electronically, which eliminates the need to personally interact with an agent, which some
consumers prefer.

Consumers using the Internet for the purchase of insurance have the ability to contact their
agent or insurer 24 hours a day. Depending on the Internet site's capabilities and response
time, this is likely to substantially enhance consumer service by eliminating the delays in
obtaining policy information and service. While some insurers already provide 24-hour
service via telephone, the Internet has the potential to increase this practice.

Consumers already have the ability from at least one company to review their account status
to determine when and how much they need to pay for their existing policy. After checking
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how much is due, they can make a payment to the company online. This service eliminates
the two step process of calling the company to find out how much is owed and then mailing a
payment. Online payment could potentially prevent cancellations as this can be done at any
hour of the day without the delay of the postal service.

Many major insurers have indicated they will be able to deliver insurance products and
services via the Internet in a more cost effective environment. This may result in lower a
overall lower cost of premiums to all consumers if a substantial number who are willing to
purchase coverage and interact with an agent or insurer electronically.

Consumer Disadvantages

The most significant disadvantage to some consumers may be the lack of personal
interaction with an agent. Agents are generally trained to assist consumers in determining
the type and amount of coverage that should be purchased to adequately insure their needs.
Some consumers may focus on how much coverage they want to purchase, rather than how
much coverage they actually need. Since many consumers may not be well versed in the
purchase of insurance, they may end up "ordering" insurance, rather than purchasing
insurance that fits. Unfortunately, "ordering" insurance is not a practice that would be
unique to Internet sales.

Many consumers are not acquainted with insurance laws and regulations. This includes, but
may not be limited to familiarity with the requirements for insurer and producer/agent
licensing, producer appointment, policy form filing and approval for products sold in the
admitted market, and qualifications for sales in the surplus lines and reinsurance markets.
Because the location and actual identity of the producer and/or agent is not always obvious,
consumers may not in all Internet transactions be able to determine whether they are doing
business with regulated producers and insurers, or are purchasing insurance products that
have been approved by state regulators. Or worse, could learn they purchased a fictitious
policy. This could result in a variety of consumer issues where the desired level of regulatory
protection may not be available to consumers.

Some consumers lack the financial ability to purchase computer hardware or software, and
access the Internet. Even in today's environment where accessing the Internet is becoming
increasingly more affordable, the lowest cost access can be unaffordable for some
consumers. If insurers offer lower premiums to Internet access users, certain consumers will
not benefit from those savings unless they have Internet access from another source such as
a Public Library. Inadequacies in the telecommunications infrastructure also limits some
consumers access to the Internet, especially in the rural areas of the country.

Even though Internet marketing of insurance products and services is growing at a rapid rate,
there are only a limited number of insurers presently offering electronic quotes. At least for
now, this may limit the number of comparisons or quotations a consumer may obtain
electronically.

Requlator Advantages

Industry and consumers will have electronic accessibility to those regulators who have a
presence on the Internet. This will permit regulators to respond to inquiries or consumer
complaints in a quicker fashion and more efficient manner. Regulators can provide the
insurance industry with electronic access to compliance information; guidelines; license
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applications and fees, information bulletin boards; e-mail; and, of course, faster response
time to industry requests for information.

Those state regulators with Internet access will have the ability to directly monitor Internet
sales and solicitation activity. There are approximately 35 state insurance regulatory
agencies currently online, along with the National Association of Insurance Commissioners
(NAIC). The NAIC has an extensive Web site at http://www.naic.org that serves as a
communication link between insurance regulators, consumers and the industry. The site
also provides links to all 35 of the state insurance regulatory agencies that have active Web
sites, providing users with direct access to insurance regulators in each jurisdiction.

Many agent and insurer home pages currently contain a hyperlink to the NAIC and State
Insurance Departments. This provides consumers with electronic access to those
regulators and in turn, will provide those regulators with a better ability to respond to industry
and consumer needs in a more timely and manageable manner.

The insurance industry has recently gained Internet access to the NAIC Producer Data Base
(PDB) through the Insurance Regulatory Information Network (IRIN). For those states
participating in PDB, industry will have electronic access to agent licensing information. This
will substantially reduce the number of phone calls and written requests state insurance
departments currently receive from industry for verification of good standing and/or licensing
status and prior administrative actions. Time previously spent by regulators responding to
these requests may instead be spent issuing licenses in a more timely manner.

In addition, the Internet has the potential to permit the electronic transmission of policy
forms; thus cutting down on the cost of the application and policy issuance process.

Requlator Disadvantages

Some state regulators do not currently have adequate Internet access making it very difficult
to monitor electronic commerce or investigate consumer complaints related to Internet
insurance sales and service or monitor unlicensed activity. This impairs the ability of state
regulators to provide adequate consumer protections.

It may become very difficult for regulators to monitor potentially increasing unlicensed
activity. This severely impairs the ability of state regulators to provide adequate consumer
protections.

Someone intending to commit insurance fraud could create an Internet presence, and
complete a number of sales (collecting premium) and subsequently terminate the illicit
Internet presence. In these cases, regulators may have difficulty obtaining sufficient
evidence that a violation of state law has occurred in order to take and/or prosecute for fraud.
Unless there is a specific tie to an insurer and/or licensed agent, it may become very difficult
to restore policy benefits.

Industry Advantages

The most significant advantage of the Internet to industry is the ability to communicate and
transact business electronically which could substantially reduce administrative costs, and
increase profits and bring more innovative and less expensive services to a wider audience.
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Insurers will also have the ability to communicate and deliver marketing materials to their
producers electronically, including rate manuals, underwriting guidelines, applications,
company procedures and advertising guidelines. to name a few.

Consumers who commonly use the Internet or similar electronic providers for the purchase of
other products and services could search for competitive insurance quotes and seek out an
agent or insurer that best fits their personal needs. Consequently, the Internet could
substantially enhance marketing potential for those agents and insurers willing to be on the
cutting edge of this new marketing opportunity.

Automation vendors are currently designing web sites that are integrated with agency
management systems. This will permit policyholders to access their agent or insurer
electronically to examine their premium billing status, determine the type and amount of
coverage, make changes on their policy, request quotes and obtain information about other
coverages. The insurance industry views this as an opportunity to operate a “virtual"
insurance agency that is accessible to policyholders and consumers 24 hours a day.

The industry will also be able to electronically access most state insurance regulators to
obtain compliance information such as license applications and guidelines, applicable fees,
interpretation of certain state laws, communicate by e-mail with insurance department staff
and respond to consumer complaints in a more timely manner. There are those in the
insurance industry who believe the Internet will enhance their ability to improve regulatory
compliance and reduce exposure to potential market conduct violations.

Agent and insurer access to the NAIC Producer Data Base will allow on-line verification of
the license status of agents on a state-by-state basis, as well as access to producer
demographics, lines of authority, prior administrative actions taken by insurance and NASD
regulators and NASD exam results. In the near future, industry will also have access to
agent appointment information and will have the ability through the Producer Information
Network (PIN) to electronically appoint and terminate agents or producers. This should
enhance the ability of the industry to comply more efficiently with various state agent
licensing and appointment requirements.

The National Council on Compensation Insurance, Inc. (NCCI) currently provides, via its
Web site, carriers, agents, employers and regulators alike with worker's compensation
related safety and educational materials as well as information on its products and services.

NCCI's Web site will be expanded to facilitate access to key NCCI products and services.
NCCI's Web site will also provide the door through which applications and deposit premiums
can be submitted to the worker's compensation residual market in NCCI plan administered
jurisdictions.

In the current paper environment, agents and insurers have expressed frustration and
concern regarding the binder or effective date of coverage. Those agents who choose to
transmit residual market applications electronically will receive immediate notification and
verification that coverage is bound per the requested effective date. The NCCI system will
also facilitate electronic payment of premiums.
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Industry Disadvantages

An issue for the insurance industry is remaining in compliance with insurance regulations
while engaging in Internet-based sales and services. The Internet is global, and therefore
insurance offerings can appear anywhere, including states or countries where the insurance
company or agent may not be authorized to do business. Thus the insurance industry needs
to be cognizant of state regulatory requirements in regards to licensing of agents and
insurers, approval or filing of insurance products.

In most states, insurers may only issue a policy through a licensed agent. Insurers, are
expressing concerns that their producers may be offering policies in states where they are
not approved, Insurers, therefore, need to make particularly sure that their web sites clearly
disclose where their products are intended to be offered, to insure they are only soliciting
business or making representations where they have authority to transact business.

Based on recent surveys conducted by the NAIC, most states consider electronic solicitation
of insurance no different from solicitation through any other media. Therefore, in most
states, agents and insurers must first be authorized or licensed to transact business before
soliciting insurance to consumers in that state.

In using the Internet, there may be some question as to where an insurance transaction
may have occurred. When an agent or insurer solicits insurance electronically, does the
transaction occur in the state in which the agent is located, or in the state in which the
consumer is located? The majority of states have indicated in recent NAIC surveys that they
believe the transaction occurred in the state in which the consumer resides.

Some in the insurance industry have also expressed a concern that without an agent present
in a face-to-face contact with the consumer, it may become more difficult to qualify the
applicant for insurance. Inadequate medical records and other sources of information about
the consumer may impair an underwriter's ability to determine eligibility without actual contact
and verification by the agent.

The rapid growth in development of Internet web sites for agents leaves some insurers with
concerns regarding specific state advertising laws and regulations. Agents may be
advertising specific insurance products and services without authority from the insurer and in
violation of these laws and regulations. Furthermore, in a recent NAIC survey of state
insurance departments, Internet advertising is considered subject to regulatory approval in
many states.

Because agents must be licensed and in most cases appointed by insurers in those states in

which the agent transacts business, licensing costs will increase for some insurers who
permit their agents through the Internet to solicit business in all states.

Security and Privacy Issues

Security and privacy concerns are nothing new in the insurance industry. However, the
possiblity of widescale Internet sales and servicing “raises the bar” considerably. Why is this
more of a problem online? Simply because data on the Internet has, up to now, proved to be
vulnerable to eavesdropping and outright piracy.
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The Internet is a perfect target for someone with skills and the technology for these
individuals is progressing at a rapid pace. Ads for “investigative programs” now allow
access to almosy any personal computer, any file, every keystroke, at anytme — without
needing physical access!

Secure websites have added protection, but even these are susceptible to attack. Let’s look
at what the Internet industry is doing to mitigate these issues:

Security

Consumers and insurers may be hesitant to engage in insurance transactions over the
Internet due to concerns about security. While numerous security safeguards are currently
available for use on the Internet, they have not been widely assimilated and used. One
reason is their perceived limited reliability and a general lack of insurance industry and
consumer confidence in the overall security and reliability of Internet transactions, particularly
with regard to using credit cards (and other payment systems) over the Internet. Current
security safeguards also have a limited scope of use due to a lack of industry standards.
Many of these safeguards are not currently supported by the various popular applications,
servers, web browsers, and e-mail systems. However, as will be discussed below, the
computer industry is quickly moving to alleviate the security problems with Internet
transactions.

Because of the rapidly advancing nature of Internet security safeguards, it may be too early
to think about regulation of Internet transactions with regard to security concerns in any
substantive way. It is an emerging technology, and how it will develop cannot be totally
predicted. Thus, it can be argued that regulation should not be unduly burdensome lest it
impede the innovation and growth that has been seen thus far achieved. At the same time,
however, it is important for regulators to weigh consumer protections while not impeding
innovation as they consider what regulatory role needs to be played regarding security over
the Internet.

There are three primary points in Internet insurance transactions in which security is an
issue.

1. The privacy and confidentiality of personal information transmitted between an applicant
and an insurer.

2. The alteration of information provided by the consumer/applicant by a third party such as
the agent or another party with access to the file.

3. The tampering by unauthorized individuals with insurers' home pages which may affect
the accuracy of information consumers receive regarding insurance sales over the
Internet.

Security concerns are multi-faceted. One aspect refers to the concern that information
transferred from the applicant to the company or agent could be read and misappropriated
by a third party. This concern includes misappropriation of personal information and credit
card (or other payment system) information. Another dimension of security is authentication,
ensuring the identity of the sender and the recipient. A third aspect is data integrity, ensuring
that information transmitted is not altered in the transmission process by third parties or
accidentally altered by some anomaly in the transmission process.
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Security concerns will likely be resolved by technical solutions from developed by the
computer industry. The various players in the computer industry are cooperating to develop
industry standards and protocols. Most producers of Internet products, such as servers and
web browsers, are upgrading their products to be compatible with the various security
standards and protocols being developed.

Security measures currently in use by the Internet community include firewalls, encryption
technologies, and good management practices (passwords, digital certificates, tokens, etc.).
A discussion of these topics is outside the scope of this paper, though its importance cannot
be overstated. Anyone seriously considering availing themselves of the opportunities
provided by electronic commerce would be well advised to learn as much as possible about
these issues, and to deploy the best techniques and technologies available.

Encryption is probably the most efficient and potentially universal method of Internet
security. Its purpose is to ensure privacy by keeping data from being read if it is intercepted
by an unintended third party. Any message that is encrypted must be decrypted (i.e.
transformed back into its original intelligible form) before it can be read. Encryption and
decryption require the use of secret information shared between the parties to the message,
usually referred to as a key. Most people are familiar with the method of encryption referred
to as secret key or symmetric encryption. Secret key encryption involves both the sender
and the receiver using the same secret key to encrypt and decrypt a message.

Public key encryption is a slightly more complex method. Both the sender and the receiver
get a pair of keys, one referred to as a public key and the other referred to as a private key.
Each party's public key is published while the private key is kept secret and not published.
This is significant because the need for the sender and receiver to share or transmit secret
information is eliminated since only the public key is ever transmitted or shared. For
example, if a consumer wishes to send information to an insurer, the consumer looks up the
insurer's public key and uses it to encrypt his or her private information before transmitting it
to the insurer. The insurer then uses its private key to decrypt the consumer's information.
Even if the consumers encrypted information is intercepted or copied, only the insurer can
decrypt it. At this time, there does not appear to be an established industry_wide standard for
public key encryption.

The security concerns regarding compromise of the transmittal process between the
applicant and the insurer or agent can be broken down into two elements: (1) authentication,
defined as the verification of the identity of the sender and receiver and (2) data integrity or
the alteration of information during the transmission process. Data integrity addresses both
concerns of intentional alteration by the insurer, agent, or a third party and accidental
alteration that might have an impact on the insurance application process. It should be noted
that the transmission process will likely consist of information being sent and received by
both parties. Thus, we are also concerned with company information sent to the consumer
being altered. For example, a quote of $200 per month could be received as $20 per month,
either intentionally or accidentally.

The computer industry is also developing technical solutions to address authentication and
data integrity concerns. These technical solutions are referred to as "digital signatures" and
"digital certificates.”" Used in tandem, they allow the person receiving a message to be
confident of both the identity of the sender and the integrity of the message.
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A digital signature is used to "sign" a transmitted message to be transmitted. To create a
digital signature for a message to be transmitted on the Internet, the sender creates a
message digest using a hash function. The message digest serves as a "digital fingerprint" of
the message. The message digest is then encrypted using the sender's private key to
become a digital signature. The digital signature is transmitted attached to the encrypted
message data. The receiver can decrypt the message digest using the sender's public key
and apply the same hash function to verify the message's integrity after transmission. Thus,
the receiver knows that the message has not been altered in transmission and data integrity
is ensured. The receiver also knows that the message was sent by someone with access to
the private key that purports to be that of the sender.

To verify that the digital signature is in fact sent by the sender, and not some third party who
has obtained a public-private key pair through some form of fraud or other means, the digital
signature can include a digital certificate. A digital certificate irrevocably binds a person's
or entity's identity to a public key or group of public keys. In effect, it becomes an electronic
equivalent to a driver's license, passport, or other evidence of identification.

A digital certificate is issued by a "certificate authority." A certificate authority is a trusted third
party that provides secure mathematical computations that result in unique individual digital
certificates that cannot be duplicated. A certificate authority has the burden of verifying the
identity of a person or entity requesting a digital certificate. Once a person's identity is
verified, the certificate authority can issue a digital certificate. The typical digital certificate is
issued by the certification authority and signed with its private key. The certificate will verify
the owner's name, public key, expiration date of the public key, name of the issuing
certification authority, serial number or register number, and the digital signature of the
issuing certification authority. In any given consumer insurance transaction, the consumer
would have a digital certificate, along with the insurer, the server, and a financial intermediary
(if any). Thus, the identity of each of the parties that would have access to the message can
be verified and authentication of the identity of the parties is ensured.

Other security concerns involve agent and industry tampering with an insurer's home pages,
affecting the consumers perception of the reliability of the information presented, and
subjecting the insurer to possible legal exposure should the changes be made to policy
language and the like.

A separate security concern for Internet sales is that unauthorized individuals will tamper with
insurers' home pages. For example, an unaffiliated third party could add a hypertext link to
an insurer's homepage. When a consumer clicks on that link, he or she will leave the
insurer's domain and any text or information presented will be provided solely by the
unaffiliated third party. If security measures, such as those discussed above, are in place, the
possibility of entering into bogus transactions with an unaffiliated third party engaging in this
practice becomes unlikely. Clearly, if the practice of tampering with home pages becomes
common, it will affect consumers' perception of the reliability of insurance information
provided over the Internet. After discussing this problem with a number of individuals from
the industry, the solution seems to rest with developing technical security measures and
continuous homepage monitoring by the person or entity maintaining the homepage.

Private Information

The first step in analyzing privacy concerns regarding personal information transmitted from
an applicant to an insurer is to define the scope of the personal information that might be
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transmitted. Generally, the following information is requested from an applicant: (1) name; (2)
address; (3) sex; (4) date of birth; (5) type of product to be purchased; and (6) payment
information (i.e. credit card number or other payment source). Depending on the type of
insurance being solicited, other information could include: (1) detailed health information; (2)
detailed financial information; (3) type of automobile(s) applicant owns, applicant's
automobile financing arrangements, and the applicant's driving record; (4) family information;
and/or (5) specific information regarding property owned by the potential insured (i.e. home,
boat, recreational vehicles, jewelry and other valuables).

The privacy concerns deal with how information is used once it has been received by the
recipient, presumably an insurer or agent. These concerns are present with all types of
insurance transactions; however, privacy concerns are heightened with Internet sales due to
the aggregate dissemination of data that is facilitated by the efficient and interactive nature of
the Internet.

Online Communications

Online communications are communications over telephone or cable networks using
computers. Examples of online communications include connecting to the Internet through
an Internet Service Provider (ISP), connecting to a commercial online service such as
America Online, CompuServe, or Prodigy, dialing into a computer bulletin board service
(BBS). Increasingly, the differences between ISPs, the commercial services, and BBSs are
blurring. The larger commercial services and many BBSs now provide Internet access. The
Internet raises some unique privacy concerns. Information sent over this vast network may
pass through dozens of different computer systems on the way to its destination. A different
system operator known as a sysop may manage each of these systems, and each system
may be capable of capturing and storing online communications. Furthermore, the online
activities of Internet users can potentially be monitored, both by their own service provider
and by the sysops of any sites on the Internet that they visit. ISPs, commercial services, and
BBSs are managed by sysops who may have different attitudes toward online privacy.
Additionally, there are a tremendous variety of activities provided by all types of online
services, each of which may raise specific privacy concerns. The vast information flow
created by the Internet has been driving much of the public attention to privacy. The Internet-
privacy principles will have a significant impact on the insurance industry. The insurance
business is moving to the Internet and the primary principles of privacy on the Internet are
becoming a common denominator for businesses in any sector, on-line or off-line, and will
probably serve as guidelines for litigation challenges in the future.

Level of Privacy

Often the level of privacy one can expect from an online activity will be clear from the nature
of that activity. Sometimes, however, an activity that appears to be private may not be. There
are virtually no online activities or services that guarantee an absolute right of privacy.

Public Activities

Many online activities are open to public inspection. Engaging in these types of activities
does not normally create an expectation of privacy. In fact, according to federal law, it is not
illegal for anyone to view or disclose an electronic communication if the communication is
"readily accessible" to the public. A message that is posted to a public newsgroup or forum is
available for anyone to view, copy, and store. One’s name, e-mail address, and information
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about his service provider are usually available for inspection as part of the message itself.
Most public postings made on the Internet are archived in searchable databases.

Other public activities may allow one’'s message to be sent to multiple recipients. Online
newsletters, for example, are usually sent to a mailing list of subscribers. If one wishes to
privately reply to a message posted in an online newsletter, he should be sure that he
addresses it specifically to that person's address, not to the newsletter address. Otherwise,
he might find that his message has been sent to everyone on the newsletter mailing list. The
consumer should not expect that his service account information would be kept private. Most
services provide online "member directories" which publicly list all subscribers to the service.
Some of these directories may list additional personal information. Even individuals with
direct Internet accounts may be identified with commands such as "finger," which let anyone
with Internet access find out who else is online. Most service providers will allow users to
have their information removed from these directories upon request. Some service providers
may sell their membership lists to direct marketers.

Semi-Private Activities

Often the presence of security or access safeguards on certain forums or services can lead
users to believe that communications made within these services are private. For example,
some bulletin board services maintain forums that are restricted to users who have a
password. While communications made in these forums may initially be read only by the
members with access, there is nothing preventing those members from recording the
communications and later transmitting them elsewhere. One example of this kind of activity is
the real-time "chat" conference, in which participants type live messages directly to the
computer screens of other participants. Often the service provider describes these activities
as private. However, chat line users may capture, store, and transmit these communications
to others outside the chat service. Additionally, these activities are subject to the same
monitoring exceptions, which apply to "private” e-mail.

Private Services

Virtually all-online services offer some sort of “private” activity, which allows subscribers to
send personal e-mail messages to others. The federal Electronic Communications Privacy
Act (ECPA) makes it unlawful for anyone to read or disclose the contents of an electronic
communication. This law applies to e-mail messages. However, there are three important

exceptions to the ECPA.

The online service may view private e-mail if it suspects the sender is attempting to
damage the system or harm another user. Random monitoring of e-mail is prohibited.
The service may legally view and disclose private e-mail if either the sender or the
recipient of the message consents to the inspection or disclosure. Many commercial
services require a consent agreement from new members when signing up for the
service.

If an employer owns the e-mail system, the employer may inspect the contents of
employee e-mail on the system. Therefore, any e-mail sent from a business location is
probably not private. Several court cases have determined that employers have a right
to monitor e-mail messages of their employees.
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Once a sysop has intercepted e-mail for any of these lawful reasons, the sysop generally
may not disclose the contents to anyone other than the addressee. Certain exceptions to this
disclosure prohibition exist. These exceptions include

When any party to the message consents to disclosure

When disclosure is ordered by a court

When the message appears to involve the commission of a crime (in which case
disclosure is limited to the appropriate law enforcement officials)

A sysop does not violate the ECPA if the message is accidentally sent to the wrong person.
The sysop may be responsible for damages caused by negligence in operating the service.
Law enforcement officials may access or disclose electronic communications only after
receiving a court-ordered search warrant. Only certain officials may apply for this order, and
a detailed procedure is set forth in the ECPA for granting the order. These provisions are
relaxed for messages that have been stored in a system for over 180 days.

The consumer’s e-mail message may be handled by several different online services during
delivery. The sysop of each of these systems may view e-mail under the above exceptions to
the ECPA. Additionally, the message may be intercepted if either the sender or recipient
consents. So even if one does not consent himself, the person he sent the e-mail to may
have consented to the disclosure of the message.

Tracking and Recording Activity

Many types of online activities do not involve sending e-mail messages between parties.
Internet users may retrieve information or documents from sites on the World Wide Web. Or
users may simply browse these services without any other interaction. Many users expect
that such activities are anonymous. They are not. It is possible to record many online
activities including which newsgroups or files a subscriber has accessed and which web sites
a subscriber has visited. This information can be collected both by a subscriber's own service
provider and by the sysops of remote sites which a subscriber visits.

When one is surfing the web, many web sites deposit data about his visit, called cookies, on
his hard drive When he returns to that site, the cookies data will reveal that he has been
there before. The web site might offer him products or ads tailored to his interests, based on
the contents of the cookies data. Records of subscriber browsing patterns, also known as
transaction-generated information, are a potentially valuable source of revenue for online
services. This information is useful to direct marketers as a basis for developing highly
targeted lists of online users with similar likes and behaviors. It may also create the potential
for junk e-mail and other marketing uses. Additionally, this information may be embarrassing
for users who have accessed sensitive or controversial materials online.

The practice of collecting browsing patterns is increasing. Online users should be aware that
this practice poses a significant threat to online privacy. Additionally, online users should
educate themselves about what information is transmitted to remote computers by the
software that they use to browse remote sites. Most World Wide Web browsers invisibly
provide web site operators with information about a user's service provider, and with
information about the location of other web sites a user has visited. Some web browsers are
programmed to transmit a user's e-mail address to each web site a user visits. Users who
access the Internet from work should know that employers are increasingly monitoring the
Internet sites that an employee visits. In order for law enforcement officials to gain access to

Preferred Practices -- Copyright O 2004
122

Home / Search



subscriber transactional records, they must obtain a court order demonstrating that the
records are relevant to an ongoing criminal investigation.

Many of the commercial online services will automatically download graphics and program
upgrades to the user's home computer. News reports have documented the fact that certain
online services have admitted to both accidental and intentional "prying" into the memory of
home computers signing on to the service. In some cases, personal files have been copied
and collected by the online services. It is difficult to detect these types of intrusions. The
online user should be aware of this potential privacy abuse, and investigate new services
thoroughly before signing on.

Protecting Internet Privacy

The consumer should be aware that at any step along the way, his online messages could
be intercepted, and his activities monitored, in the world of cyberspace. One should create
passwords with nonsensical combinations of upper and lower case letters, numbers and
symbols. He should change his password frequently, and never write it down or give it to
someone else. He should not let others watch him log in. One should never leave his
computer logged in unattended. One should contact the sysop of any online service he
intends to use and ask for its privacy policy. Most of the commercial services have written
privacy policies that are provided to new subscribers. One should carefully read all
messages, which appear on initial login. Many sysops notify online users in login messages
that e-mail is subject to inspection. Many services require new subscribers to allow e-mail to
be monitored as part of the sign-up process. All sysops should have a well defined, written
policy concerning privacy. Those that do not should be avoided. When one is "surfing the
web," he should look for the privacy policies posted on the web sites he visits. If he is not
satisfied with the policy, or if there is no policy posted, he should not spend time on that site.

One should investigate new services before using them. He can post a question about a new
service in a dependable forum or newsgroup. Bad reputations get around quickly in
cyberspace, so if others have had negative experiences with a service, he should get the
message. One should assume that his online communications are not private unless he uses
powerful encryption. He should not send sensitive personal information (phone number,
password, address, credit card number, vacation dates) by chat lines, forum postings, e-mail
or in his online biography. Consumers must be cautious of "start-up” software that makes an
initial connection to the service for him. Often these programs require one to provide credit
card numbers, checking account numbers, Social Security numbers, or other personal
information, and then upload this information automatically to the service. Also, these
programs may be able to access records in one’s computer without his knowledge.

Public postings made on the Internet are often archived and saved for posterity. It is possible
to search and discover the postings an individual has made to Usenet newsgroups. This
information can be used to create profiles of individuals for a variety of purposes, such as
employment background checks and direct marketing. Online activities leave electronic
footprints for others to see both at his own service provider and at any remote sites he visits.
His own service provider can determine what commands he has executed and track, which
sites he visits. Web site operators can often track the activities one engages in on their site,
particularly at sites, which ask him to "register" or otherwise provide personal information.
Some web browsing software transmits less information to remote sites than other software.
One can avoid leaving tracks when he sends e-mail messages by using anonymous
remailers. If one’s online service allows him to compile a list of favorite newsgroups, or lets
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him range newsgroups by priority, he should be aware that his sysop can monitor that list. He
should not place controversial or sensitive newsgroups in this list if he wants to avoid being
connected to particular issues. The consumer should know that if he publishes information
on a personal web page, direct marketers and others may collect his address, phone
number, e-mail address and other information that he provides. One should take advantage
of privacy protection tools. There are several technologies, which help online users protect
their privacy. Some of these are encryption, anonymous remailers and memory protection
software.
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CHAPTER FOUR

4 | PRIVACY PRACTICES

As we previously mentioned, protecting a client’s privacy is an ethical
responsibility and an area of increasing liability for insurance agents.
The concern by clients is that highly personal health and financial
information you collect in the process of selling insurance will get in the hands of groups who
might use this data to exploit them. As a result, new legislation has passed that requires
certain disclosures be made to your clients whenever non-public
(personal) data is being shared with other parties. Also, they must be
given the opportunity to restrict its use.

Privacy is an additional concern in the area of online services. In the
previous chapter we discussed many issues surrounding your e-
conduct, including the use of firewalls and passwords to protect
client data. Protecting privacy from unauthorized electronic
advertising . . . spamming . . . is a related topic we will explore.

New legislation and agents requirements have also surfaced in the telemarketing arena
where unsolicited faxes and phone calls to your clients or prospects are meeting with stiff
invasion of privacy resistance by consumers, supported by substantial federal and state
violation penalties.

Why Is Client Privacy An Issue Today?

There are many reasons. First and foremost is the fact that the sharing of information has
become complicated. The United States is in the midst of a revolution in information
technology. Gone are days of a customer’s financial and health records being locked in a file
room at the rear of the office. New electronic distribution channels of providing and servicing
insurance products have created exposure of personal financial information and health
histories. And, the way we get our health care is changing from one-on-one, patient/doctor
relationships, to large, integrated health networks where many levels of employees have
access to records. In a sense, a new by-product of trying to control health-care and
insurance costs using technology and centralization has resulted in a profound potential for
abuse of privacy.

In a nutshell, today, entire networks distribute and / or disclose the data you collect on your
clients with a variety of affiliates and third parties; all the while, putting you and other agents
in the path of tighter and more responsible privacy rules.

Telemarketing abuses and e-mail/fax spamming speak for themselves. Who of us actually
enjoys evening phone calls, dozens of nuisance e-mails or unwanted faxes eating up our
paper and toner?

Information Sharing Problems

Some have a problem understanding why the sharing of client information is a problem.
After all, wouldn't it be to the client's benefit for a central database to itemize a history of

Preferred Practices -- Copyright O 2004
125

Home / Search



medications and comprehensive medical records? For example, what if you were involved in
a car accident far from home and unconscious by the time you arrived at the local hospital?
The emergency room doctor might conceivably access a special computer link; plug-in your
social security number and instantly learn about your specific allergies, medical conditions
and medications. Life-saving therapies might be administered faster and costly re-testing for
certain information might be avoided. Sounds great, right?

Unfortunately, not everyone will use this kind of information as it was intended. For example,
what if the same medical records were retrieved by a prospective employer. Could he use
the health and financial information in making a decision not to hire you? Insurers
themselves have been accused of privacy invasion when they use personal financial
information, like FICO scores (a system to determine a consumer’s credit worthiness), to
raise insurance premiums or rank insurability based on the types of credit cards, catalogs or
cars a prospect owns and uses.

Also, consider cases where records have fallen into the wrong hands. Are the
consequences of exploiting personal information sufficient to deter someone from the
temptation? Think it doesn’t happen? Think again. In Nevada, for example, a woman
purchased a used computer and discovered that it still contained the prescription records of
the customers of the pharmacy that had previously owned the computer. The pharmacy
database included names, addresses, social security numbers, and a list of all the medicines
the customers had purchased. What happens to the data on your old computers? In
another case, a 30-year FBI veteran was put on administrative leave when, without his
permission, his pharmacy released information about his treatment for depression. Or, how
about a 1999 incident in which the health insurance claims forms of thousands of patients
blew out of a truck on its way to a recycling center in East Hartford, Connecticut.

In all these instances, client privacy could be breached. In response, legislation has passed
to address the better handling of client privacy; especially by making the “caretakers” of this
information more responsible. As you might guess, insurers, financial institutions and health
care corporations have been at the head of the responsibility list since they wield incredible
influence over detailed records related to age, health, finances and lifestyle.

Agent Responsibility

Agents are also involved in the current privacy debate because under the definition of this
privacy legislation, you are referred to as a “financial institution” or “covered entity”. As such,
you must comply with sweeping and complex rules and standards including HIPAA, the
Gramm-Leach-Bliley Act, the Federal Medical Privacy Rule, the Patriot Act and the Terrorism
Risk Insurance Act. In addition, there are new Federal Trade Commission "Do Not Call"
rules and more anti-spamming legislation that affect every agent.

To complicate matters more, your individual state may pass privacy legislation that exceeds
or conflicts with these requirements. So, you may fall under double standards. For
example, the privacy rules under HIPAA state that items such as a person’s name, address,
social security number and payment history are protected “health information” subject to an
opt-in standard. Therefore, HIPAA would prohibit any sharing of this information with a third
party unless an express release is signed by your client. Many states, however, would
consider these same items as “financial information” subject to opt-out standards where the
sharing of client information is allowed until he “opts-out”.
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Can you see where disputes might surface? And, the penalties for a mistake or not
complying can be stiff, ranging from $100 to $25,000 per incident; and, even prison terms of
up to one year. Violation of FTC "Do Not Call Rules" can be as high as $11,000 per call!

Failure to provide a required notice is also
a violation of agency rules subject to
enforcement by your State Department of
Insurance, and enforcement action under
federal and state unfair trade practices
rules. In addition, an individual whose
information has been shared in violation of
the rules or called/faxed without
permission may bring their own, private
civil action against you.

For these reasons and more, this chapter
will attempt to provide as much information
as possible to help you understand the
many client privacy requirements. First we
will give you a thorough understanding of
Privacy and Telemarketing Issues and
the reason they are important in today’s
business world. Next we will explore the
two major areas where these matters
effect your business most. Protecting
Financial Information Privacy and
Protecting Health Information Privacy.
Finally, we have devoted sections to
answer specific questions on how
insurance agents might comply with new
privacy and telemarketing rules.

Social Security Numbers

Social Security numbers are the key to
much of the insurance, financial, medical
and other personal information that most
people would like to keep confidential.
Yet, the numbers are so widely used, by
business and government, that they
have acquired a special status as a
security risk.

With a SSN, an identity thief can access
bank accounts and establish new ones.

New privacy laws are requiring
businesses to cease the use of SSNs for
referencing customers if they are
requested to do so in writing. The same
laws prohibit the public display of SSNs
on ID cards, mailed documents or as
passwords to a website.

Keep in mind when reading this information, that even though you see a lot of legislative
activity today, privacy laws in the United States are truly in their infancy. Experts say we are
years behind most European countries. More rules can be expected.

Always consult proper counsel such as an attorney or vour carrier before using any
information from this course in personal or client matters.

Understanding Privacy Issues

The Importance of Privacy

The reasoning behind the enacting of state and national privacy rules includes the assertion
that privacy is a fundamental right of the citizenry. It is considered as essential to individual
and collective freedom. All fifty states recognize a common law or statutory right to privacy.
A few states include the right to privacy in their respective constitutions.

From the founding of the United States, privacy has played a fundamental role in the
structure and content of America’s laws. As stated in the Federal Register: December 28,
2000, Volume 65, Number 250:
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“Throughout our nation's history, we have placed the rights of the individual at the forefront of
our democracy. In the Declaration of Independence, we asserted the “unalienable right” to
“life, liberty and the pursuit of happiness.”

Many of the most basic protections in the Constitution of the United States are imbued with
an attempt to protect individual privacy while balancing it against the larger social purposes
of the nation.

To take but one example, the Fourth Amendment to the United States Constitution
guarantees that

“the right of the people to be secure in their persons, houses, papers and effects, against
unreasonable searches and seizures, shall not be violated.”

By referring to the need for security of “persons” as well as “papers and effects” the Fourth
Amendment suggests enduring values in American law that relate to privacy. The need for
security of persons is consistent with obtaining patient consent before performing invasive
medical procedures. The need for security in papers and effects underscores the
importance of protecting information about the person, contained in sources such as
personal diaries, medical records, or elsewhere. As is generally true for the right of privacy
in information, the right is not absolute. The test instead is what constitutes an
“unreasonable” search of the papers and effects.

The United States Supreme Court recognized two different kinds of interests within a
constitutionally protected “zone of privacy” in a New York case, Whalen v. Roe, 429 U.S. 589
(1977). In this case, a New York statute that created a database of persons who obtained
drugs that were available both lawfully and unlawfully. One of the interests said to be
protected in the zone of privacy is “the individual interest in avoiding disclosure of personal
matters.”

However, an individual's right to privacy in information about himself is not considered an
absolute right under United States law. For example, the right to privacy does not prevent
the reporting of communicable diseases to public health agencies, or stop law enforcement
from obtaining information as long as due process is observed.

It is largely held that each individual has some rights to control personal and sensitive
information about himself. In particular, medical and health information may be among the
most sensitive type of information. People do not want their medical and health information
to be publicly available, where anyone from neighbors, relatives, employers and the
government could review it.

Mental health information may be the most sensitive type of medical or health information.
Mental health treatment may include records of reflections of a patient's most intimate
thoughts, words and emotions. The Supreme Court held in Jaffee v. Redmond, 116 S. Ct.
1923 (1996), that statements made to a therapist during a counseling sessions were
protected against civil discovery under the Federal Rules of Evidence. Within its opinion, the
Court noted that some form of psychotherapist-patient privilege has been adopted by all fifty
states. The Supreme Court stated that it “serves the public interest by facilitating the
appropriate treatment for individuals suffering the effects of a mental or emotional problem.
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The mental health of our citizenry, no less than its physical health, is a public good of
transcendent importance.”

The Right of Privacy

Privacy has become a prominent issue in every part of the American and international
economy in the last few years. Legislators have been introducing many privacy bills. Laws
already in place are being reinforced with new regulations and deadlines. The process of
underwriting and gathering client information go hand in hand. The Internet, consolidation in
financial services, and the electronic transfer of medical and financial client data have
sparked new privacy concerns. Privacy is a fundamental human right recognized in the UN
Declaration of Human Rights, the International Covenant on Civil and Political Rights and in
many other international and regional treaties. Privacy underpins human dignity and other
key values such as freedom of association and freedom of speech. It has become one of the
most important human rights issues of the modern age.

Nearly every country in the world recognizes a right of privacy explicitly in their Constitution.
At a minimum, these provisions include rights of inviolability of the home and secrecy of
communications. Most recently written Constitutions such as South Africa and Hungary's
include specific rights to access and control one's personal information. In many of the
countries where privacy is not explicitly recognized in the Constitution, such as the United
States, Ireland and India, the courts have found that right in other provisions. In many
countries, international agreements that recognize privacy rights such as the International
Covenant on Civil and Political Rights or the European Convention on Human Rights have
been adopted into law.

Of all the human rights in the international catalogue, privacy is perhaps the most difficult to
define and circumscribe. Privacy has roots deep in history. The Bible has numerous
references to privacy. There was also substantive protection of privacy in early Hebrew
culture, Classical Greece and ancient China. These protections mostly focused on the right
to solitude. Definitions of privacy vary widely according to context and environment. In many
countries, the concept has been fused with Data Protection, which interprets privacy in terms
of management of personal information. Outside this rather strict context, privacy protection
is frequently seen as a way of drawing the line at how far society can intrude into a person's
affairs. It can be divided into the following areas:

Information Privacy, which involves the establishment of rules governing the collection
and handling of personal data such as credit information and medical records

Bodily privacy, which concerns the protection of people's physical selves against
invasive procedures such as drug testing and cavity searches

Privacy of communications, which covers the security and privacy of malil, telephones,
email and other forms of communication

Territorial privacy, which concerns the setting of limits on intrusion into the domestic
and other environments such as the workplace or public space

Insurance Risk Appraisal

No one is more affected by the consumer’s privacy concerns than the insurers. Insurance is
based on the concept of a group of people sharing the risks and the costs of unexpected
events. Risk appraisal helps the company determine the appropriate cost to cover one’s risk
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profile—or his fair share. It prevents him from having to pay the same as someone with a
less favorable risk profile. Risk appraisal is necessary to allow the company to offer
coverage at an affordable price, and in some cases, to offer coverage at all. However,
nothing can be accomplished in the risk appraisal arena without the use of personal financial
and health information supplied by consumers. It is to the advantage of BOTH that this
information be collected with as little restriction as possible and protected with best efforts.

Think about it. A world without risk appraisal would mean everyone would pay the same
price. Even if a consumer would be considered a "good risk," he would end up paying more
than the appropriate amount for his risk level. That is because he and every other policy
owner would have to absorb the extra risk and costs associated with those who have less
favorable risk profiles. These extra costs would drive up the cost of insurance for everyone.
Risk appraisal is especially important to the policy owner because it protects the value of his
insurance. It ensures that the underwriter will only issue appropriate amounts of insurance, at
the appropriate price, to people who fall within established guidelines. It also ensures that the
underwriter’s risk appraisal guidelines and goals remain consistent over time. Risk appraisal
safeguards against compromising the value of customers' insurance and the financial
stability of the company. A thorough risk appraisal process helps the consumer in several
ways.

Lower Cost — He is often able to purchase a policy as a member of the most favorable
risk group, which means the best price—he pays only his fair share.

Locked-in Risk Classification - Once the risk classification has been determined for
one’s policy, it cannot be changed due to deterioration in his health.

Quality Coverage - A thorough risk appraisal process is a hallmark of a strong company.
One can be confident he is receiving the finest-quality coverage for his money.
Non-Cancelable Coverage - Once a policy is issued, the company cannot cancel it due
to a deterioration of your health. By participating in the risk appraisal process, and
supplying accurate information, he can secure insurance coverage that can be with him
for the rest of his life.

Early Warning - The risk appraisal process might alert one to potential or existing health
problems that he otherwise may not have known about.

The risk appraisal process allows the underwriter to determine the state of the client’s health,
his financial situation and, if necessary, whether his job and hobbies impact his application. It
is critical for insurers to ask for and collect information from the client about himself. The
underwriter treats all of this information as personal and sensitive. And, just as the client has
a responsibility to provide the underwriter with this information, the underwriter also has a
responsibility to ensure that it is handled carefully and with confidentiality. The professional
underwriter has established procedures in every step of the application and risk appraisal
processes to help maintain the consumer’s privacy. He is committed to maintaining the
confidentiality of all of the information that he receives from his clients.

Understanding Consumer Concerns

The most important compliance issue for the insurance industry over the next ten years will
most likely be privacy. The quest for greater privacy is a natural reaction to the information
age. Privacy is a basic human right that is being reasserted. Consumers are demanding a
choice in how information is used. The National Association of Insurance Commissioners
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believes that consumers are concerned about all types of marketing activities. They are
concerned about activities related to their financial or health information.

The Internet holds tremendous potential for reducing healthcare costs and opening the door
for patients to take a more active role in the administration of their healthcare. The same
systems, which streamline the processing of healthcare information and afford easy, timely
access to personal health information, also open new doors to the misuse of sensitive
information. It is not hard to see how personal health information given to a physician or
other healthcare provider, would be sought by insurers, employers or even advertisers. It is
the doctor and patient’'s fears of this potential misuse that is the Achilles Heel of online
healthcare services. Unfortunately, countless abuses of personal information by e-commerce
companies have created an environment of open distrust of online services.

Privacy advocates’ numbers have exploded in the past two years in response to corporate
abuses. The fact that corporate America openly spends hundreds of millions to lobby against
new privacy legislation adds to consumer distrust. But, privacy concerns in the world of e-
commerce pale in comparison to a patient's perception that his or her personal health
information could be revealed to someone without consent. The damage that could occur
from misuse could be devastating to an individual, causing great personal harm. No wonder
indeed, that doctor and patient acceptance of Internet technologies will depend on the
perception that information that is entrusted to the healthcare system will be protected by
stringent standards.

A report by the American Medical Association says the majority of today’s health information
web sites do not comply with their own stated privacy standards, and fail to protect personal
health information of their visitors. As e-health moves beyond information sites to more direct
healthcare functions, privacy will become even more important. Building confidence in the
online experience is critical to the future success of e-health. Privacy failures will stifle
physician and patient enthusiasm for the online health industry.

Personal Health Information

Even though the consumer is concerned about activities related to both his health and
financial information, he desires a greater level of protection for his personal health
information. Health records are among the most sensitive data that are acquired, used, and
disclosed by the government and the private sector. Health information reveals a great deal
of personal facts about individuals which may lead to stigma and discrimination when
possessed and misused by government officials, employers, insurers, and by friends and
family. The increasing potential for disclosure of this information within a rapidly developing
national health information infrastructure, facilitated by massive computerization of records
and other technological developments, presents significant risks to individual privacy.

Despite the highly sensitive nature of individual health information, protecting the privacy and
security of these records has been historically de-emphasized when compared with statutory
protections allotted to other types of personal information such as banking and investment
records, consumer spending information, tax information, and video rental records. There are
many reasons for the de-emphasis of health information privacy, including economic and
political theories. However, modern legal developments are likely to improve privacy and
security protection. As we develop a national health information infrastructure, the
importance of privacy and security become crucial.
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Health information privacy, of course, is a two-edged sword. While it is important in
respecting the autonomy and dignity of individuals, excessive amounts of privacy can impede
many of the goals of the health care system. Health information creates unprecedented
opportunities to benefit individuals and communities. Health care professionals can use
computerized data to improve clinical care for patients. Health service researchers can better
assess the quality of services. Government and health service managers can gain
administrative efficiencies. Health insurers, including Medicare and Medicaid, can prevent
fraud and abuse. Public health authorities can improve surveillance and epidemiological
investigations within the community.

In each of these areas, overly restrictive health information privacy and security protections
may thwart legitimate and important uses of identifiable health data that benefit society.
Though privacy is certainly necessary, legal protection should strike a reasonable balance
between individual rights and the collective goods of health information. Today, society is
witnessing tremendous changes in both the collection and use of health information and in
the environment in which it resides. The transition from fee-for-service health care to
managed care has led to a demand for an unprecedented depth and breadth of personal
information by a growing number of players. At the same time, the environment for
information is moving rapidly from paper forms and files to electronic media, giving
organizations a greater ability to tie formerly distinct information together and send it easily
through different sources.

Personal health information can be used to hurt consumers in various ways. Consumers
realize that their health information can be used against them when they are trying to qualify
for a loan or mortgage. It can also be used against one when he is applying for a job, or
cause termination of employment. An individual with a medical condition requires treatment
with a very high-priced prescription drug. After his insurance company receives the claim for
reimbursement, his doctor receives numerous calls from pharmaceutical companies trying to
convince him to change the medication to a drug that their company produces. Other
patients have received marketing calls for products related to their iliness, even though they
had not disclosed this information to anyone other than their insurance company.

Because of these consumer concerns, the National Association of Insurance Commissioners
(NAIC) has decided to treat health information differently from financial information. This will
be done by using an “opt-in” standard for individually identifiable health information, and by
enforcing marketing restrictions. It is critical for underwriters to be thinking about the future,
and making privacy compliance a significant factor in planning for the future. It is also
important for them to begin developing a privacy compliance program.

Studies have shown that health web sites understand the consumer’s concern about the
privacy of their personal health information. These web sites have tried to establish privacy
policies, but there is inconsistency between the privacy policies, and they fall short of truly
safeguarding consumers. Visitors to health web sites are seeking to manage their health
better. The risks of doing this, however, are that they are not anonymous, even if they think
they are, and their personal health information is probably not adequately protected. To
make matters worse, health web sites disclaim liability for the actions of third parties, which
negates the privacy policies.
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Personal Financial Information

Banks, insurance companies, and brokerage firms operating as one are known as financial
institutions. They offer benefits such as consolidated account statements and lower fees. At
the same time, the ability of these companies to merge customer data from several sources
and even sell it to third parties represents a real risk to one’s privacy. Consumer information
kept in the files of financial institutions is some of the most sensitive, personal information
imaginable. In the past, there were few restrictions on a financial institution's ability to share
or even sell one’s personal information. Title V of GLBA (Gramm-Leach-Bliley Act) gives the
consumer some minimal rights to protect his financial privacy.

The GBLA requires that a financial institution give the consumer notice of three things:

Privacy Policy: The financial institution must tell one the kinds of information it collects
about him and how it uses that information.

Right to Opt-Out: The financial institution must explain one’s ability to prevent the sale
of his customer data to third parties.

Safeguards: Financial institutions are required to develop policies to prevent fraudulent
access to confidential financial information. These policies must be disclosed to the
consumer.

The deadline for financial institutions to comply with new privacy regulations under Title V of
the Gramm-Leach-Bliley Act was July 1, 2001. In preparation for these new requirements,
financial services professionals spent hours attending seminars, pouring over the legislation
and reading clarifications from the office of the Comptroller of the Currency. The law
contained extensive federal requirements governing the disclosure of consumer information
by banks and other private entities. Differing requirements created some confusion because
satisfying one set of requirements does not necessarily amount to compliance with another.

Consumers continue to express concern over the availability and distribution of their personal
financial information. Relieving their concerns may not be as simple as complying with the
letter of the law. While consumers may have been only vaguely aware of debate in
Washington leading up to the new legislation, they find it impossible to ignore one of its by-
products. A typical consumer's home mailbox has been stuffed with privacy notices from
banks, credit card companies, brokerage and investment firms, and other finance
companies. While financial institutions have notified consumers, it's ongoing communication
and education that are the key to long-term consumer confidence. Effective communication
requires a certain amount of empathy, and the ability to see a situation from another point of
view. Financial service companies must continue to develop their privacy policies keeping
their customers at the forefront. Financial service companies should ask themselves how
their customers might react to the following issue:

The quantity of a customer's personal financial information the business collects
How the business uses the information

Whether that information is transferred to affiliates or other parties

Which other entities receive that information

What happens to the information once it is handed over to another party

Preferred Practices -- Copyright O 2004
133

Home / Search



Financial service companies that deal with a customer's nonpublic financial information
should make every effort to explain their privacy policy in plain language. Failing to
understand the volatility of sentiment surrounding privacy may endanger the public trust that
financial institutions have worked diligently to earn and maintain. Eroding consumer trust
could constrict the flow of vital credit information, and this in turn would have a negative
impact, not only on financial institutions, but also on consumers. When lending institutions
have an accurate and complete picture of creditworthiness, they reduce their risk in lending,
which ultimately reduces the cost of credit. Consumers can shop for the best rates among
many lenders who can quickly access the applicant's financial information. This increases
competition among lenders and also helps to drive rates down for consumers. The ability to
monitor information also helps financial institutions spot fraudulent activity, and identify
unusual transactions or unacceptable risks. When fraud does occur, immediate access to
information helps investigators limit loss and apprehend criminals.

Availability of consistent and accurate information has enabled investors to buy loans of
similar credit quality that are packaged and sold as asset-backed securities. Access to this
information allows investors to judge with more confidence the risks and potential return of
their investment. The secondary mortgage market is one example of successful secondary
markets that provide liquidity, spread the risk among a large pool of investors, and lower the
price of loans. According to at least one estimate, the secondary loan market has lowered
the price of mortgages in the U.S. by a full two percentage points in comparison to other
countries.

Secondary markets for automobile loans and credit card receivables are producing similar
results. Investors in pools of security backed assets hold more than 50% of all revolving
credit and over 30% of all non-mortgage consumer credit, currently totaling approximately
$436 billion. The advent of online financial transactions heightened consumer demands that
financial service companies handle and exchange nonpublic financial information
responsibly. Technology has opened the door for new, more specialized financial products
and services, but in order to successfully take advantage of those opportunities, banks must
reassure consumers that the bank-customer relationship -- and the expectation of privacy
that is an essential part of that relationship -- will be honored as much on the Internet as it is
in the branch office.

Customers enjoy the benefits and convenience that an information-based marketplace
makes possible, such as fast credit approval or financial products tailored to their specific
needs. In the past, consumers may have enjoyed these benefits without understanding what
is required to handle nonpublic financial information responsibly. The new privacy regulations
may prompt consumers to make more informed choices about how their personal financial
information is used. At the same time, the rules are moving financial institutions to
demonstrate they take privacy protection seriously. Education and privacy protection are
both vital because consumers and financial service companies have too much to gain from a
marketplace where information can be exchanged quickly, accurately and securely.

Privacy Requlations

We will discussing these regulations in detail in later sections. For now, it is important to
familiarize yourself with their names and purpose since we refer to them often:
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HIPPA — Administrative Simplification

The final rule for the Standards for Privacy of Individually Identifiable Health Information,
known as the Privacy Rule, implements the privacy requirements of the “Administrative
Simplification” provisions of the Health Insurance Portability and Accountability Act (HIPAA)
of 1996. The Privacy Rule applies to health plans, health care clearinghouses and certain
health care providers. It also includes standards regarding the rights of individuals regarding
their health information, the procedures for exercising these rights and the authorized and
required uses of the information.

The type of health information that is protected by the Privacy Rule is information that

Relates to a person’s physical or mental health, the provision of health care, or the
payment of health care;

Identifies or could be used to identify, the person who is the subject of the information;
May be created or received by a covered entity; and

Is transmitted or maintained in any medium.

The reasoning behind the enacting of national health privacy rules includes the assertion that
privacy is a fundamental right of the citizenry. It is considered as essential to individual and
collective freedom.

There is clear indication that this information could impact agents. This we will discuss later.

The Gramm-Leach-Bliley Act

The Gramm-Leach-Bliley Act (GLBA) is a comprehensive law regulating the use of customer
information by financial institutions. GLBA'’s privacy regulations went into effect on November
13, 2000. The deadline for full compliance was July 1, 2001. These provisions apply to
insurance agents, brokers and companies. HIPAA and Gramm-Leach-Bliley Act are both
statutes dealing with the financial privacy statue. The legislation applies to all financial
institutions. These include all that are involved in:

Traditional banking activities such as lending

Investment-oriented activities such as providing investment advice or underwriting
securities offerings,

Insuring, guaranteeing, or indemnifying against loss, harm, damage, illness, disability or
death

Providing and issuing annuities

Acting as principal, agent, or broker for these activities

The Gramm-Leach-Bliley Act (GLBA) has issued privacy regulations for all insurers. The
Federal Trade Commission has given examples of businesses that could be covered with
these privacy regulations. These include retailers who issue their own credit cards, real
estate and personal property appraisers, tax preparers, automobile dealerships who lease
automobiles, developers of financial software, career counselors providing advice for
employees in the financial services industry and business that print and sell checks for
consumers. Most insurers will be included within these provisions. These regulations and
provisions not only apply to health insurance, but any other line of insurance. For non-health

Preferred Practices -- Copyright O 2004
135

Home / Search



lines of business, the GLBA may contain the only federal privacy restrictions on medical
information.

The rules of the GLBA apply to any person or entity that is authorized to conduct business
under state insurance codes. The GLBA establishes a federal standard of privacy of
protection. Individual states may provide greater consumer privacy protection. An insurance
producer that is licensed by a State’s department of insurance does not have to comply with
GLBA privacy notice requirements if

He is an employee, agent or other representative of another licensed agent

If his affiliates provide the required notices

He does not disclose any non-public information to any person other than his employer or
those affiliated with him

This agent exception relieves any agency from compliance with GLBA notification burdens if
the agency limits its information sharing to insurance companies for which they are acting
as agent. If the agent shares the information with anyone other than an insurance company,
the agent must provide separate notices and opt out opportunities as required by the rules. If
an agent, for a fee, provides any other services to any institution such as financial,
investment or economic advisory services relating to an insurance product, that individual
becomes the agent's customer and must be provided with all required notices about the
agent's privacy policy.

The rule provides that an independent agent sharing information with multiple insurance
companies in order to obtain the best price quote for a client does not need to provide
notices to the client. It is the responsibility of each insurance company to comply with the
notice requirements as to that client. The client will be considered a consumer of each
company to whom the client's information is provided, and if the client purchases coverage
from one of the companies, the client becomes the customer of that company.

However, if the agent discloses or plans to disclose that information to anyone other than the
companies, the agent must send that client all required notices and provide the client with
the opportunity to opt out. Each agency's operations are different, and because the law is
designed to reflect all of the different types of information-sharing in the marketplace, there is
no one single privacy notice agencies can use to comply with the federal law. Each agency
will need to develop its own internal privacy policy and consumer privacy notice.

The agent exception benefits agencies that have exclusive agency relationships with an
insurer, such as life insurance agents. It may be better for the agencies to be covered by that
company’s GLBA privacy policy. The agent exception also benefits agents that are involved
in the more traditional types of agency activities. This would include those who do not share
protected information with third parties after a sale is complete. If an agent submits an
individual’'s application to a number of different insurance companies, that individual is not a
customer until an application is accepted and the individual becomes a policyholder of the
insurance company.

Any agent wanting to take advantage of this exception should be sure that its appointment
contracts require the insurer to be in compliance with its GLBA obligations.

Again, the impacts of this legislation are far-reaching for agents and we will discuss it in
greater length in a later chapter.
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The Federal Medical Privacy Rule

In April 2001, President Bush approved The Federal Medical Privacy Rule. This rule imposed
a major shift in health care ethics applicable to patient consent. For the first time in our
nation's history, the federal government is going to decide for each and every citizen who can
access his or her personal health information, including genetic information. The concept of
informed consent has been defined as a person's agreement to allow personal data to be
provided for research and statistical purposes. The individual's agreement to share
information has been based on full exposure to the facts the person needs to make the
decision intelligently. Informed consent has described a condition appropriate only when
patients have a clear choice, and have not been subject to penalties for failure to provide the
data sought. The federal medical privacy rule does not meet this definition of consent.

The Patriot Act and The Terrorism Risk Insurance Act

On April 24, 2002, the Patriot Act became law. The Act, put in place after September 11,
addresses terrorism and money-laundering activities. The intent is for businesses to know
their customer better than ever before by verifying their identities. Industry experts agree
that the Patriot Act is clearly directed at financial institutions such as banks and security
brokers.

The Terrorism Risk Insurance Act was signed into law on 11/26/02. It's primary intent was to
act as a federal backstop for certain acts of terrorism. In other words, the federal
government is willing to share the risk of loss from foreign terrorist attacks with the insurance
industry. The Act is triggered when the Secretary of State and the Attorney General certify
that an event is indeed an act of terrorism.

Like all forms of government backing, there are exclusions which insurers and possibly
agents must disclose. These will be discussed in the chapter titled Loss Control Conduct.

Other than these exclusions, neither of these acts impose specific duties or responsibilities
on independent insurance agents. However, this does not mean agents do not have a moral
obligation to be aware of claim activity that could be providing a source of revenue for
terrorists or help their company comply. As the primary point of contact for policyholders,
agents are clearly in the path of knowing much sooner than others.

Federal Communication Commission "Do Not Call" (DNC) Rules

The Telephone Consumer Protection Act of 1991 has been amended by the FCC's published
Do Not Call (DNC) rules issued on 7/25/03. These new rules could have a significant
impact on insurance agents in the areas of telemarketing and fax solicitations.

Starting 10/1/03, people using the telephone to solicit business will have to purchase the
national do-not-call (DNC) list and use it to scrub or filter out their calling lists within 90
days of making telemarketing calls. Other rules of the original act; like maintaining your own
DNC list, attention to calling hours and identifying your company, remain intact.

The new DNC rules apply to all calls -- intrastate and interstate -- and all telephone

solicitations which are defined as any
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"Telephone call or message
for the purpose of encouraging
the purchase or rental of,
investment in, property, goods,
or services, which is
transmitted to any person .. ."

Sample Do Not Call Policy

(In addition to a DNC Policy such as this, there
are compliance and legal issues you should
review with a competent professional).

The rules do not cover calls
that are made to conduct
surveys or provide information.
However, mixed purpose
calls, such as surveys or
informational calls that also
solicit the purchase of goods
or services, are covered by the

ABC Insurance wishes to comply with the Federal
Trade Commission (FTC) and Federal
Communications Commission (FCC) regulations
regarding consumer requests not to receive future
telephone solicitations from our Company or who
have placed their names on the National Do Not
Call (DNC) List.

rules.

Our Company has trained its employees engaged
Established Business in telephone marketing on these policies and
Relationship: The rules do procedures and we require these employees to

follow them at all times. Our Company has a policy

exempt calls to those whom an
agent has an established
business relationship (EBR).
Such a relationship is
considered while an agent is
doing business, e.g., during
the life of an insurance policy,
and for 18 months after the
last payment or the last goods

and disciplining and will discipline employees who
fail to abide by these procedures.

Our Company utilizes two different do not call
procedures: 1) It maintains a Company-specific
list, and removes all numbers requested to be
removed; and 2) It acceses the national DNC List
and removes all numbers appearing on it from the

and services provided. Company's call list.

If someone calls an agent to (If your state has its own DNCLIst you would add

inquire about potential that you access the State DNC list and use it to
business an  established remove numbers from your Company List as well).
business relationship is

automatically created for a
period of three months.
Someone merely calling for directions to your office or asking about your business hours
does not establish a business relationship. In other words, you would need to know if they
are on a DNC list before telemarketing to them.

Of course, if any person, even if they are listed on the national DNC list, gives you written
authorization to call them its ok to do so. This consent is good until revoked, so it usurps the
EBR time limits. Retaining these consent forms is important if any complaints arise.

Complying With DNC Rules: Merely knowing the rules and or not calling someone is not
complete compliance. The DNC rules require that the following steps be taken before
making telemarketing calls:

If you plan to telemarket, you must establish and implement a written DNC policy and
make it available on request.
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Train personnel and possible subcontractors who call for you on your written DNC
policy.

Maintain a company-specific DNC list for five years. People who request their name be
added should be added within 30 days or less.

Identify yourself and company when calling, including address or telephone number.

In addition to these rules, all businesses making telemarketing calls will have to generate
caller identification (caller-id). The number displayed must be a number that is answered
during normal business hours and that can receive a DNC request. The number may be
answered by an automated system as long as a DNC request can be made.

Accessing _The DNC List: The national DNC list will be downloadable online at
www.telemarketing.donotcall.gov. Only phone numbers are provided. The cost is $25 per
area code per year with the first five area codes free of charge. Fee-splitting between users
is prohibited. And, each separate corporation that uses the list must purchase it separately.
Every business making telemarketing calls must register on the national registry website. If
and outside telemarketing vendor is used, your name and information must still be registered
on the website. In others, a vendor who is calling for 15 different agents must show that all
15 have registered and paid DNC fees; the telemarketeer cannot just register once and use
the list for all 15 clients. Also, if you are buying a scrubbed list from a list company, you
must register your name and pay fees DNC fees or the list company may do this on your
behalf.

State DNC Lists and Reguirements: Many states have enacted their own DNC list
procedure. Some are completely independent from the federal system, others are
uploading their list data to the federal DNC. The FTC and FCC are working toward a single
source system, however, this might take several years. Until that time, it would be wise to
comply with both state and federal procedures by buying both lists. And, while some states
are uploading their list to the federal list, they may also have a separate DNC fee and
registration that must be met. Special, more restrictive rules may also apply surrounding
state requirements for EBR (Existing Business Relationship) that may not be exempted by
federal rules.

Safe Harbor Provision: Liability may be limited or avoided if you have called someone in
violation of DNC rules if you have followed the compliance rules above, including the
establishment and training of your own, written DNC policy. Monitoring and enforcement of
these rules is critical, and it is assumed that frequent or outrageous abuses will be pursued.

Violation penalties: Federal and civil remedies for DNC violation are significant:

Each call in violation of your company-specific policy or the national DNC list is subject
to a penalty of $11,000.

Federal courts, through State Attorney Generals, may commence actions for violation of
the Telephone Consumer Protection Act of 1991 for $500 per violation, plus
unspecified damages. Also, state courts may get involved for varying amounts.

Private lawsuits in the amount of $500 are permitted and punitive damages are
possible for willful violation of DNC rules.
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Fax Spamming

As of the writing of this course, amendments to the Telephone Consumer Protection Act of
1991 were in place to severely limit unsolicited faxes without written consent from
recipients. The measure was published in the Federal Register on July 25, giving affected
parties just 30 days to comply with the new rules.

However, the Washington, D.C.-based American Society of Association Executives
immediately filed a request for a stay with the FCC to prevent the legislation from going into
effect, along with a call for an “emergency clarification” of the rules. The FCC evidently got
the message. The stay, which lasts until Jan. 1, 2005, is meant to allow associations more
time to obtain written permission from those to whom they wish to send faxes. It also gives
the agency time to consider petitions for reconsideration and other filings received from
ASAE and other concerned parties.

For now and through 2004, organizations can continue to send faxes as usual under a
longstanding qualification that allows such communications to be sent to recipients who have
an established business relationship with the sender.

If the new rule is implemented in its current form, faxed notices could result in fines as high
as $11,000 per fax.

E-mail Spamming

E-mail spam costs U.S. companies and government more than $10 billion in lost productivity
and additional equipment, manpower and software. A majority of states and the federal
government are reacting with new anti-spam legislation.

In California, for instance, the state attorney general and spam recipients can now sue
advertisers and spam senders who use misleading information in an e-mail subject line,
invalid reply addresses or disguised paths of transmission. The limit for civil judgments
against spammers is $1,000 per message or $1 million per incident.

Companies can send bulk messages only if recipients have given their permission, or if
there’s an existing business relationship. In that case, the law requires that consumers must
be able to opt out of future messages.

But even though individuals could sue, experts say it would be a mistake for spam victims to
count on a windfall solution. The problem is that the Internet crosses state and national
boundaries. Extradition from another state is unlikely in a civil case.

Even with national laws, if the spammer is offshore, how can that be enforced? Probably the
best solution is for consumers to refuse to buy from spamming companies.

Additional Legislation

Other legislation that could affect your clients right to privacy include The Privacy Act (1974),
The Freedom of Information Act, Federal Substance Abuse Confidentiality Requirements,
Employee Retirement Income Security Act of 1974, The Family Educational Rights and
Privacy Act, Federally Funded Health programs (Medicaid, Medicare, etc), Food, Drug and
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Cosmetic Act, Clinical Laboratory Improvement Amendments, Federal Disability
Nondiscrimination Laws, Fair Credit Reporting Act and more!

As you can see, there is much you need to know about collecting and transmitting
information from a prospect. This will be further discussed in later sections.

Advantages of Privacy Compliance

Simplification: The magnitude of changes mandated through privacy regulations has had a
significant impact on health care organizations and insurers alike. Accomplishing this change
successfully has required a process that facilitates advanced planning so that an
organization can become completely accountable for the management of a patient's health
care information. The smart organizations have used the task of moving towards compliance
as an opportunity to improve their effectiveness. This has resulted in the benefits of
administrative simplification.

Increased Security: The growing concern over increasingly malevolent hacker attacks and
viruses, as well as the need to meet government privacy regulations, has many companies
searching for solace in outsourced security services. Viruses such as Code Red, the Love
Bug, and Nimda have caused billions of dollars in damage to companies' systems.
Researchers estimate that the Love Bug, which hit in 2000, cost businesses $8.75 billion in
lost productivity and cleanup efforts. Any company that deals with proprietary customer data
has to be concerned with these and other security threats. The Health Insurance Portability
and Accountability Act of 1996 is pushing health-care companies to tighten the security of
their patient information. The act's primary objectives are to provide better access to health
insurance, limit fraud and abuse, and reduce administrative costs for health-care and
insurance providers. Companies that rely heavily on the Internet need to be acutely aware of
security issues. As an added protection, some corporations have hired senior security
personnel to conduct an internal risk assessment. While the financial-services and health-
care industries are at the forefront of heightened Internet security, others will likely follow.
The price of performing a risk assessment and adding managed security services is small
when compared with the cost of losing customer confidence

Disadvantages of Privacy Compliance

Even with all the emphasis on privacy issues, the American people still do not have true
medical privacy. In reality, they weaken one’s ability to restrict access to his medical records,
and increase the federal government’'s power to access one’s personal health information
without his consent. Every doctor and other health care practitioner are required to share
patients’ records with the federal government without patient consent. Medical records can
be disclosed for many reasons. Some of these are:

Public health surveillance and activities

Law enforcement activities

Research

FDA monitoring

Judicial and administrative proceedings

Oversight of the health care system

Licensing

U.S. public health officials working with foreign governments
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After one’s medical records are disclosed to a third party other than a business associate,
the final rule no longer protects the information. There is nothing that prohibits the federal
government, state governments, or private parties from using the patient information listed
above without patient consent. This can be compiled into large databases of information. The
privacy rule does not apply to information that was collected or stored in databases without
consent prior to February 26, 2003.

Patients are not guaranteed the right to restrict access to their records. Health care providers
may refuse to treat a patient if he will not give consent to share his medical records. Any
doctor can use those records to treat other patients without one’s consent. Patients will be
given limited information about when and to whom their medical records were disclosed for
most health care activities. There is no penalty for disclosing information in one’s medical
record. Consequently, patients have no rights for any kind of action even if they believe that
their medical privacy has been violated. Identifiable health information such as banking of
blood, sperm or body tissue is not protected by the privacy rule, because it is not considered
to be health care under this rule. These items include genetic information, and lack of privacy
protection in these areas could have far-reaching effects.

With the Internet, it is easy to transfer electronic medical records. The medical privacy rule
promotes the development of a national health information network through standardized
codes for all health care services throughout the United States. The privacy spotlight will
glare on the health-care industry as providers and insurers scramble to comply with new
regulations governing the confidentiality of patient data. While some fight to delay or dilute
those regulations, there are some who champion even broader efforts to protect patient
confidentiality. Medical experts contend that to maintain trust in the doctor-patient
relationship, lawmakers must pass more-comprehensive legislation to ensure the privacy of
health records. They know that an essential to that caring relationship must be a trust that
health-care professionals will protect the confidentiality of patient information. Health-care
providers, insurers, and transaction processors must comply with new patient-data privacy
regulations included in the Health Insurance Portability and Accountability Act by June 2003.

Opt-Out, Opt-In and Client Privacy

Definition of “Opt-Out”

“Opt-out” is the process of having one’s personal information removed from databases and
lists that are often sold for marketing purposes. Personal information is collected on
individuals in a variety of ways such as when they are applying for a credit card, telephone
service, or entering contests. Credit bureaus also sell information for marketing purposes. If
the consumer has active accounts with a brokerage house, credit card company, or
insurance company, he will receive a privacy notice from these institutions. The term
"financial institution" includes companies such as payday loan companies, collection
agencies, and travel agents. For this reason, it is particularly important for the consumer to
carefully review all preprinted notices that he receives in the mail or electronic mail
messages.

Federal law now gives one some minimal rights to protect his personal financial information.
The law gives him the right to prevent a company he does business with from sharing or
selling certain sensitive information to non-affiliated third parties. The term "opt-out" means
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that unless and until the consumer informs his bank, credit card company, insurance
company, or brokerage firm that he does not want them to share or sell his customer data to
other companies, they are free to do so.

Controversies Concerning Opt-In

When this law was debated in Congress, consumer advocates argued unsuccessfully for an
opt-in provision. This stronger standard would have prevented the sharing or sale of the
customer data unless the consumer affirmatively consented. The opt-in standard did not
prevail. Therefore the burden is on the consumer to protect his financial privacy.

Opt-in does not enhance consumer privacy. Since it is the consumer who makes the final
and binding decision regarding the use, non-use, or misuse of his personal information under
either “opt-in” or “opt-out”, there is no privacy advantage to “opt-in”. Neither approach
provides the consumer with greater or lesser rights than the other. If this argument is valid,
and both “opt-in” and “opt-out” fully reflect consumer preferences regarding the use of their
personal information, then all the other arguments are invalid — sellers would receive the
same amount of information under either approach. Thus, implementing “opt-in” would not
impose any additional costs on either producers or consumers, as compared with
implementing “opt-out”. However, the choice of scheme — “opt-in” or “opt-out” — does distort
consumer preferences by imposing transaction costs on one choice or the other. After
acknowledging that transaction costs cause both “opt-in” and “opt-out” schemes to reflect
imperfectly the “true” privacy preferences of the consumer, the policy debate can move
forward and tackle the next question. Does “opt-in” or "opt-out” reflect the true preferences of
the consumer better? Presumably, transaction costs under “opt-in” lead consumers to
provide less information than their true privacy preferences would suggest; conversely,
transaction costs under “opt-out” lead consumers to provide too much information. The
structure of the seller-producer relationship suggests one reason why “opt-in” might
represent the consumer’s true privacy preference better. The seller can adjust the level of
transaction costs involved in “opting” in or out, whereas the consumer cannot. Since the
seller has an obvious interest in collecting information, it has an incentive to make it easy and
simple to opt in, under an “opt-in” system, and an incentive to make it difficult and time-
consuming to opt out, under an “opt-out” system. Whatever regulations exist to make opting
out easier, the seller has an incentive to push the envelope, to make opting out as difficult as
possible within the letter of the law. Thus, transaction costs under an “opt-out” scheme are
likely to be higher than under an “opt-in” scheme, and the outcome under “opt-out” is likely to
be concomitantly farther away from the correct outcome than under “opt-in”.

Opt-in reduces consumer privacy by hampering efforts to fight fraud and identity-theft.
Since an “opt-in” approach reduces the amount of information available to sellers regarding
the consumer’s preferences, spending habits and typical behavior patterns, it hampers
sellers’ efforts to detect unusual purchases and alert the consumer to possible fraud. This
makes it easier for criminals to assume false identities and engage in other fraudulent
behavior at the expense of law-abiding consumers. Not only is this an invasion of privacy in
itself, but also the rectification of the situation often requires the consumer to provide
personal information about himself. This is a valid point, which, under an “opt-in” scheme,
producers might wish to present to consumers in order to convince them to permit use of
their personal information. Under an “opt-out” scheme, this point could be presented to
consumers to deter them from exercising their “opt-out” option.
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Opt-in imposes significant costs on sellers, which are then passed on to consumers. Opt-
in increases the costs to a seller of expanding its range of services, because of the
necessary expenditure of resources to obtain consumer permission to use the additional
personal information that enables the better service. Opt-in also increases marketing costs
because, instead of sending promotional materials to a neatly identifiable population
segment that is likely to find such materials useful, the seller must send the promotional
materials blindly to broader population segments. Some believe that in the “distance
shopping” market through catalogs and online sales, enforcing an “opt-in” scheme will result
in increased costs, which will then be passed on to consumers. The data restrictions inherent
in the “opt-in” scheme would affect catalog marketing more than online marketing. This is
because the interactive nature of the Internet can counteract the lack of third-party
information about prospective customers. To properly understand the aggregate impact of an
“opt-in” scheme on sellers, one would need to look at the reliance of other industries on
catalogs, as opposed to more interactive means of marketing. One of the factors slowing the
growth of e-commerce, though, is consumer hesitation over conducting business online. In a
report to Congress on online privacy, the Federal Trade Commission presented surveys
showing the extent to which privacy concerns hamper the growth of e-commerce. Recent
survey data demonstrate that 92% of consumers are concerned and 67% are very
concerned about the misuse of their personal information online. Concerns about privacy
online reach even those not troubled by threats to privacy in the off-line world. Thus, 76% of
consumers who are not generally concerned about the misuse of their personal information,
fear privacy intrusions on the Internet. This apprehension likely translates into lost online
sales due to lack of confidence in how personal data will be handled. Indeed, surveys show
that those consumers most concerned about threats to their privacy online are the least likely
to engage in online commerce, and many consumers who have never made an online
purchase identify privacy concerns as a key reason for their inaction. There are benefits of
adopting and enforcing an “opt-in” scheme, in which consumers are assured that no one will
make use of their personal information without their prior and express consent. The resulting
burgeoning in e-commerce would reduce sellers’ costs, by enabling them to make more
extensive use of the efficiency inherent in interactive marketing tools such as the Internet.
This effect may offset, and perhaps even outweigh, the increase in costs attributable to the
data restriction effect.

Opt-in reduces the amount of competition in the market. By raising costs of operation,
“opt-in” will drive marginally profitable companies out of the market altogether. By requiring
new entrants to go through a laborious process of obtaining personal data permits from each
new consumer, “opt-in” creates a barrier to entry into the market. Market incumbents, on the
other hand, will benefit from an established consumer base that has already given permits.
Essentially, “opt-in” helps entrench market incumbents. Since consumers are more likely to
“opt-in” to companies they know and trust, such a scheme will favor large firms with
established brand names over smaller firms. Competition is most reduced in the industries
that rely the most on expensive means of obtaining permission, such as telephone or paper-
mail, rather than on website-notices and e-mail. As e-commerce continues to grow, and
technology becomes more pervasive, there is likely to be a shift from the former to the latter,
and a reduction in the height of the entry barrier. A new entrant, though forced to beseech
consumers for information-permission, could do so inexpensively through mass e-mailing.

Opt-in costs to sellers will be passed on disproportionately to less wealthy
consumers. A study of distance shopping in the apparel market (catalogs, online purchases)

reveals that inner city and rural consumers are significantly more reliant on distance
shopping than the average U.S. household. These populations will be hit hardest by
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increased prices or decreased discounts which will result from implementation of “opt-in”, as
companies seek to recoup the increased costs of providing the “distance shopping” option.
These are also the consumers who can least afford such price hikes.

Control of Personal Information

Now, we face the question of consumers’ rights to financial privacy, an issue that was
brought to the forefront by recent federal legislation, the Financial Services Modernization
Act, also known as the Gramm-Leach-Bliley Act. At the core of this, as well as most other
privacy debates, is the issue of control of personal information. Who ultimately determines
how personal information flows, and how it is used? Is it the individual who is the subject of
the data or the company that compiles that data?

The Gramme-Leach-Bliley Act (GLB) enables financial institutions such as banks to affiliate
with insurance companies and brokerage firms under one corporate roof. A major incentive
for these industries to affiliate with one another is the ability to share and intermingle their
customer data. Industry representatives sell their services as merged industries providing
one-stop shopping for their customers, and offering benefits like consolidated statements and
total relationship pricing. But there are also profound privacy implications of the federal
legislation. One’s financial information can now be shared with the affiliated insurance
company for use in making decisions about coverage and rates. Sensitive health information
held by insurance companies might be shared with affiliated banking and brokerage firms.
Moreover, comprehensive data profiles can be compiled by combining the customer data of
the affiliated banks, insurance companies and investment firms, creating dossiers of
unprecedented depth and specificity.

The federal law does provide some small degree of control to consumers. Financial
institutions are required to provide customers an "opt-out" opportunity before selling
customer data to unaffiliated third parties. But until and unless the customer says "no" to
third party sharing of their data, the bank is free to sell it. However, the law says nothing
about obtaining consent for affiliate sharing, leaving consumers no opportunity to prevent
the compilation of detailed profiles of their sensitive financial, health-related and investment
data. Many consumers feel strongly that information they must supply to a financial institution
to open a bank account, get a car loan, a mortgage, an insurance policy or a mutual fund
should be used for that one purpose alone. The information consumers must give to financial
institutions is the sort that most people would never think to share, even with close family
members, let alone strangers. This includes Social Security number, income, account
balances, net worth, debt level, payment history, alimony or child support payments, and
bankruptcies. Also included in a consumer’s file may be incidental personal information such
as health status, buying patterns, political affiliations, and charitable donations.

Even if “opt-in” never becomes the law in individual states; some consumers will try to protect
their privacy by following the opt-out procedures. Writing letters and filling out forms would be
no easy task for a busy consumer who has, two major credit cards, several checking and
savings accounts, a mortgage, a car loan, a couple of insurance policies and a brokerage
account. Some experts believe that it is likely that financial institutions will obtain implied
consent because most individuals will simply not respond to the opt-out notices. Perhaps
they are too sick, too tired, too confused, or just uninformed to respond to the opt-out notices.

The issue of control does not end there. Even a well-intentioned, consumer-conscious
financial institution loses control over how the information is used once it shares or sells its
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customer data. Industry can offer little to no assurance that information will not end up, for
instance, in the hands of unscrupulous telemarketers selling fraudulent investments. The
elder population is a prime target of deceptive marketing, because they are unlikely to
respond to all opt-out notices. Nor do consumers have any assurance that the opt-out
procedure will not increase the already rising tide of identity theft crimes, where minimal
consumer information such as a name and Social Security number are sufficient to allow
crooks to impersonate the innocent consumer. Opt-in is the better choice for businesses as
long as the company merely wants to sell its products and services and has no interest in
making money off the sale of confidential customer data.

Some companies may use the notice as a marketing opportunity. Instead of referring to the
consumer’s rights under the law, there may be statements at the beginning of the notice such
as these: "Because we respect your privacy...” or "In order to provide you with the best
services..." However, the rights described in the notices are the consumer’s under federal
law and companies are required by law to give the notice. The notices are a combination of
one’s opt-out rights under two federal laws -- the Financial Services Modernization Act (also
known as Gramm-Leach-Bliley, or GLB, after the Congressmen who introduced it) and the
Fair Credit Reporting Act (FCRA). The notice may not identify either of these laws by name,
so the consumer should be able to identify the words and phrases associated with each law.
An important difference is that GLB allows the consumer to opt-out of information sharing
only with non-affiliated third parties and not with a company’s affiliates. The FCRA allows
him to opt-out or prevent a company from sharing "creditworthiness" information with its
affiliates.

The Internet and Client Privacy

With the wealth of personal data stored on the web, privacy violations associated with e-
commerce activities have created a minefield of fraud, ethics, and legal issues for agents,
insureds and insurers alike.

The real danger for many companies is that information processes and data that are used by
Web sites often originate in marketing departments, are implemented by information
technicians and change frequently. Often, they do not receive the scrutiny of the company’s
policy, legal and business operations staffs, where compliance with privacy laws may be
viewed more cautiously.

Online Communications

Online communications are communications over telephone, satellite or cable networks
using computers. Examples of online communications include connecting to the Internet
through an Internet Service Provider (ISP), connecting to a commercial online service such
as America Online, CompuServe, or Prodigy, dialing into a computer bulletin board service
(BBS). Increasingly, the differences between ISPs, the commercial services, and BBSs are
blurring. The larger commercial services and many BBSs now provide Internet access.

The Internet raises some unique privacy concerns. Information sent over this vast network
may pass through dozens of different computer systems on the way to its destination. A
different system operator known as a sysop may manage each of these systems, and each
system may be capable of capturing and storing online communications. Furthermore, the
online activities of Internet users can potentially be monitored, both by their own service
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provider and by the sysops of any sites on the Internet that they visit. ISPs, commercial
services, and BBSs are managed by sysops who may have different attitudes toward online
privacy. Additionally, there are a tremendous variety of activities provided by all types of
online services, each of which may raise specific privacy concerns. The vast information flow
created by the Internet has been driving much of the public attention to privacy. The Internet-
privacy principles will have a significant impact on the insurance industry. The insurance
business is moving to the Internet and the primary principles of privacy on the Internet are
becoming a common denominator for businesses in any sector, on-line or off-line, and will
probably serve as guidelines for litigation challenges in the future.

Online Privacy

Often the level of privacy one can expect from an online activity will be clear from the nature
of that activity. Sometimes, however, an activity that appears to be private may not be. There
are virtually no online activities or services that guarantee an absolute right of privacy.

Many online activities are open to public inspection. Engaging in these types of activities
does not normally create an expectation of privacy. In fact, according to federal law, it is not
illegal for anyone to view or disclose an electronic communication if the communication is
readily accessible to the public. A message that is posted to a public newsgroup or forum is
available for anyone to view, copy, and store. One’s name, e-mail address, and information
about his service provider are usually available for inspection as part of the message itself.
Most public postings made on the Internet are archived in searchable databases.

Other public activities may allow one’s message to be sent to multiple recipients. Online
newsletters, for example, are usually sent to a mailing list of subscribers. If one wishes to
privately reply to a message posted in an online newsletter, he should be sure that he
addresses it specifically to that person's address, not to the newsletter address. Otherwise,
he might find that his message has been sent to everyone on the newsletter mailing list. The
consumer should not expect that his service account information would be kept private. Most
services provide online member directories which publicly list all subscribers to the service.
Some of these directories may list additional personal information. Even individuals with
direct Internet accounts may be identified with commands such as a finger, which let anyone
with Internet access find out who else is online. Most service providers will allow users to
have their information removed from these directories upon request. Some service providers
may sell their membership lists to direct marketers.

Often the presence of security or access safeguards on certain forums or services can lead
users to believe that communications made within these services are private. For example,
some bulletin board services maintain forums that are restricted to users who have a
password. While communications made in these forums may initially be read only by the
members with access, there is nothing preventing those members from recording the
communications and later transmitting them elsewhere. One example of this kind of activity is
the real-time chat conference, in which participants type live messages directly to the
computer screens of other participants. Often the service provider describes these activities
as private. However, chat line users may capture, store, and transmit these communications
to others outside the chat service. Additionally, these activities are subject to the same
monitoring exceptions, which apply to private e-mail.

Private Activity: Virtually all-online services offer some sort of private activity, which
allows subscribers to send personal e-mail messages to others. The federal Electronic
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Communications Privacy Act (ECPA) makes it unlawful for anyone to read or disclose the
contents of an electronic communication. This law applies to e-mail messages. However,
there are three important exceptions to the ECPA.

The online service may view private e-mail if it suspects the sender is attempting to
damage the system or harm another user. Random monitoring of e-mail is prohibited.
The service may legally view and disclose private e-malil if either the sender or the
recipient of the message consents to the inspection or disclosure. Many commercial
services require a consent agreement from new members when signing up for the
service.

If an employer owns the e-mail system, the employer may inspect the contents of
employee e-mail on the system. Therefore, any e-mail sent from a business location is
probably not private. Several court cases have determined that employers have a right
to monitor e-mail messages of their employees.

Once a sysop has intercepted e-mail for any of these lawful reasons, the sysop generally
may not disclose the contents to anyone other than the addressee. Certain exceptions to this
disclosure prohibition exist. These exceptions include

When any party to the message consents to disclosure

When disclosure is ordered by a court

When the message appears to involve the commission of a crime (in which case
disclosure is limited to the appropriate law enforcement officials)

A sysop does not violate the ECPA if the message is accidentally sent to the wrong person.
The sysop may be responsible for damages caused by negligence in operating the service.
Law enforcement officials may access or disclose electronic communications only after
receiving a court-ordered search warrant. Only certain officials may apply for this order, and
a detailed procedure is set forth in the ECPA for granting the order. These provisions are
relaxed for messages that have been stored in a system for over 180 days.

The consumer’s e-mail message may be handled by several different online services during
delivery. The sysop of each of these systems may view e-mail under the above exceptions to
the ECPA. Additionally, the message may be intercepted if either the sender or recipient
consents. So even if one does not consent himself, the person he sent the e-mail to may
have consented to the disclosure of the message.

Activity Tracking: Many types of online activities do not involve sending e-mail messages
between parties. Internet users may retrieve information or documents from sites on the
World Wide Web. Or users may simply browse these services without any other interaction.
Many users expect that such activities are anonymous. They are not. It is possible to record
many online activities including which newsgroups or files a subscriber has accessed and
which web sites a subscriber has visited. This information can be collected both by a
subscriber's own service provider and by the sysops of remote sites which a subscriber
visits.

When one is surfing the web, many web sites deposit data about his visit, called cookies, on
his hard drive When he returns to that site, the cookies data will reveal that he has been
there before. The web site might offer him products or ads tailored to his interests, based on
the contents of the cookies data. Records of subscriber browsing patterns, also known as
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transaction-generated information, are a potentially valuable source of revenue for online
services. This information is useful to direct marketers as a basis for developing highly
targeted lists of online users with similar likes and behaviors. It may also create the potential
for junk e-mail and other marketing uses. Additionally, this information may be embarrassing
for users who have accessed sensitive or controversial materials online.

The practice of collecting browsing patterns is increasing. Online users should be aware that
this practice poses a significant threat to online privacy. Additionally, online users should
educate themselves about what information is transmitted to remote computers by the
software that they use to browse remote sites. Most World Wide Web browsers invisibly
provide web site operators with information about a user's service provider, and with
information about the location of other web sites a user has visited. Some web browsers are
programmed to transmit a user's e-mail address to each web site a user visits. Users who
access the Internet from work should know that employers are increasingly monitoring the
Internet sites that an employee visits. In order for law enforcement officials to gain access to
subscriber transactional records, they must obtain a court order demonstrating that the
records are relevant to an ongoing criminal investigation.

Many of the commercial online services will automatically download graphics and program
upgrades to the user's home computer. News reports have documented the fact that certain
online services have admitted to both accidental and intentional "prying" into the memory of
home computers signing on to the service. In some cases, personal files have been copied
and collected by the online services. It is difficult to detect these types of intrusions. The
online user should be aware of this potential privacy abuse, and investigate new services
thoroughly before signing on.

Online Privacy Protection

Consumers and agents alike should be aware that at any step along the way, his online
messages could be intercepted, and his activities monitored, in the world of cyberspace. One
should create passwords with nonsensical combinations of upper and lower case letters,
numbers and symbols. He should change his password frequently, and never write it down
or give it to someone else. He should not let others watch him log in. One should never leave
his computer logged in unattended. One should contact the sysop of any online service he
intends to use and ask for its privacy policy. Most of the commercial services have written
privacy policies that are provided to new subscribers. One should carefully read all
messages, which appear on initial login. Many sysops notify online users in login messages
that e-mail is subject to inspection. Many services require new subscribers to allow e-mail to
be monitored as part of the sign-up process. All sysops should have a well defined, written
policy concerning privacy. Those that do not should be avoided. When one is surfing the
web, he should look for the privacy policies posted on the web sites he visits. If he is not
satisfied with the policy, or if there is no policy posted, he should not spend time on that site.

One should investigate new services before using them. He can post a question about a new
service in a dependable forum or newsgroup. Bad reputations get around quickly in
cyberspace, so if others have had negative experiences with a service, he should get the
message. One should assume that his online communications are not private unless he uses
powerful encryption. He should not send sensitive personal information (phone number,
password, address, credit card number, vacation dates) by chat lines, forum postings, e-mail
or in his online biography. Consumers must be cautious of "start-up" software that makes an
initial connection to the service for him. Often these programs require one to provide credit

Preferred Practices -- Copyright O 2004
149

Home / Search



card numbers, checking account numbers, Social Security numbers, or other personal
information, and then upload this information automatically to the service. Also, these
programs may be able to access records in one’s computer without his knowledge.

Public postings made on the Internet are often archived and saved for posterity. It is possible
to search and discover the postings an individual has made to Usenet newsgroups. This
information can be used to create profiles of individuals for a variety of purposes, such as
employment background checks and direct marketing. Online activities leave electronic
footprints for others to see both at his own service provider and at any remote sites he visits.
His own service provider can determine what commands he has executed and track, which
sites he visits. Web site operators can often track the activities one engages in on their site,
particularly at sites, which ask him to "register" or otherwise provide personal information.
Some web browsing software transmits less information to remote sites than other software.
One can avoid leaving tracks when he sends e-mail messages by using anonymous
remailers. If one’s online service allows him to compile a list of favorite newsgroups, or lets
him range newsgroups by priority, he should be aware that his sysop can monitor that list. He
should not place controversial or sensitive newsgroups in this list if he wants to avoid being
connected to particular issues. The consumer should know that if he publishes information
on a personal web page, direct marketers and others may collect his address, phone
number, e-mail address and other information that he provides. One should take advantage
of privacy protection tools. There are several technologies, which help online users protect
their privacy. Some of these are encryption, anonymous remailers and memory protection
software.

Encryption: This is a method of scrambling an e-mail message or file so that it is gibberish
to anyone who does not know how to unscramble it. The privacy advantage of encryption is
that anything encrypted is virtually inaccessible to anyone other than the designated
recipient. Thus, private information may be encrypted, and then transmitted, stored or
distributed without fear that outsiders will scrutinize it. An encrypted e-mail message cannot
be read by the online service sysop, or anyone else who has obtained the message legally or
illegally. Therefore, any message containing private or sensitive information should be
encrypted prior to communicating it online. Various strong encryption programs, such as
PGP (Pretty Good Privacy) are available online. Because encryption prevents unauthorized
access, law enforcement agencies have expressed concerns over the use of this technology,
and Congress has considered legislation to create a back door to allow law enforcement
officials to decipher encrypted messages. Users should be aware that the legal status of this
technology is still unsettled. Moreover, federal law limits exporting certain types of encryption
code or descriptive information to other countries. However, its use within the United States
is not currently restricted.

Preferred Practices -- Copyright O 2004
150

Home / Search



Remailers: Because it is relatively easy to determine the name and e-mail address of
anyone who posts messages or sends e-mail, the practice of using anonymous remailing
programs has become more common. These programs receive e-malil, strip off all identifying
information, and then forward the mail to the appropriate address. There are several
anonymous servers available on the Internet.

Software: Software security programs are now available which help prevent unauthorized
access to files on the home computer. For example, one program encrypts every directory
with a different password so that to access any directory one must log in first. Then, if an
online service provider tries to read any private files, it would be denied access. These
programs may include an audit trail that records all activity on the computer's drives.

The health care industry is currently moving toward linking institutions through a proposed
information infrastructure and communications networks. Linkages would allow transfer of
patient data from one care facility to another to coordinate services, and would allow collation
of clinical records of each patient over time among providers and at various health sites to
provide a longitudinal record, one that forms a cradle-to-grave view of a patient's health care
history. Electronically connecting the health care industry by an integrated system of
electronic communication networks would allow any entity within the health care system to
exchange information and process transactions with any other entity in the industry. As a
result of the linkage of computers, patient information will no longer be maintained,
accessed, or even necessarily originate with a single institution, but will instead travel among
a myriad of facilities. Smart cards have also been proposed as a means to computerize and
maintain health care information. Smart cards can function to store information, which can be
accessed when a patient presents the card to a health care practitioner, and/or as an access
control device, carrying out security functions to maintain a more secure and efficient access
control system for health care information computer systems.

A major focus of security and confidentiality measures for these systems is preventing
privacy invasion by trusted insiders. For online computer systems, security is generally
provided by use of user identification names and passwords, and by menus to control access
to computer system functions. Some systems also use audit trails to record significant events
on a system. However, technology alone cannot completely secure a system. Organizational
education, policies, and disciplinary actions supplement technical protection for
confidentiality. Smart cards can serve as an access control device, providing the security
functions that are normally carried out by the user.

All health care information systems, whether paper or computer, present confidentiality and
privacy problems. Computerization can reduce some concerns about privacy in patient data
and worsen others, but it also raises new problems. Computerization increases the quantity
and availability of data and enhances the ability to link the data, raising concerns about new
demands for information beyond those for which it was originally collected. The potential for
abuse of privacy by trusted insiders to a system is of particular concern. In addition, special
policy problems are raised by computerization. Proposed use of a unique patient identifier
assigned at birth and retained throughout a patient's lifetime raises concerns among privacy
advocates, who claim that if the Social Security number is used for this purpose, linkage of a
wide variety of information resulting in dossier type files on individuals would be possible.
Policies governing requirements for informed consent could be challenged as well, since
currently patients have limited access to their health care record and may have little choice in
consenting to its disclosure for certain purposes.
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The Online Revolution

The United States is in the midst of a revolution in information technology and health-care
delivery. Some are concerned that as clinical information systems and health-care
management resources are established in cyberspace, the Hippocratic foundations of patient
privacy, trust and confidentiality may be sacrificed to efficient processing of medical records
and insurance profiles. Though information technology may allow us to control health-care
costs and understand the true implications of managing disease, that same technology may
represent a very real threat to our civil liberties if it is not managed appropriately. There may
even be greater concern over the ability of insurance companies and employers to gain
access to comprehensive medical histories, and even to track people's information-seeking
habits as they browse insurance company homepages and coverage information on the
World Wide Web.

The spread of managed care from coast-to-coast is generating enormous economic
pressures to simplify health-care delivery through streamlined networks and to simplify the
filing of health insurance claims. Information technology will play a key role in these
advances. At the same time there is great concern as to how patient privacy might be
compromised as physicians, insurers and HMOs exchange information over vast Internet-
based computer networks. Computerized records are now the norm, and access granted to
insurance providers has meant a significant loss of physician control over detailed patient
information. As brokers of health care, insurers and managed-care organizations wield
incredible influence over the dissemination of patient information, HMO providers, for
example, need to know how sick their clients are in the aggregate, which requires detailed
data on each client. With medical information resources so interconnected, comprehensive
medical records could compromise patient privacy.

An accurate profile of a patient's mental health may be gleaned merely from a record of
medications they need -- even if they pay cash to avoid informing an insurer. Pharmacy
databases are often vast, and many chain pharmacies boast refill capabilities coast-to-coast.
Anything that is on a database somewhere can be found. If a patient were taking medication
specific for schizophrenia, for example, any pharmacist in the country who has access to
these databases would know. The same is true for drugs specific to the treatment of HIV
infection, or any other drug.

Databases

Just as pharmacy databases are useful for itemizing a patient's history of medications,
comprehensive medical records in centralized databases now store complete medical
histories that could have a major impact on the efficient and cost-effective delivery of health
care. If a person is involved in a car accident in a rural area far from home, and brought
unconscious to a nearby hospital, the emergency room doctors obtain his complete medical
record through a special computer link. With the push of a button, they learn about any
allergies, medical conditions and medications the person may have. Life-saving therapies
might be administered faster, and costly retesting for certain information might be avoided.

Physicians can say that it is in a patient's best interest to have detailed, computerized
medical records. And, of course, those records would be trusted and secured and treated as
carefully as their health. But we must find a way to make the whole system treat those
records as confidentially as a doctor is sworn to do. Questions that need to be considered
are:
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What avenues of abuse do having a person’s complete medical record in a centralized
database open up?

Could a complete medical record get into a prospective employer's hands?

Would prospective insurers balk at information regarding precautionary medical tests that
may be decades old?

Clients of private insurers fear that insurers will provide personal health information to
financial service providers, employers and marketing groups. They fear that employers will
use health information when making hiring decisions as they already do with credit reports
and other personal information.

Insurance companies have Web pages with detailed benefit information and various
coverage scenarios for people to explore. They also have the ability, through what is known
as a cookies file, to track the people who visit their Web sites and even to evaluate their
information-seeking habits. Cookies files are like off-ramps on the information superhighway
that record where a browser has visited. Consumers surfing potential health-care plans will
be learning about their health- care options and, conversely, the providers of this information
will have the reciprocal opportunity to learn more about the interests and needs of their
individual clients. Patrons of on-line systems should never forget that, while they are reading
information on their screens, the provider of that information may be learning as much about
them as they are about the provider. Ultimately, the office of the medical practitioner will have
to operate under the same laws governing most other office environments. Technology
should never compromise the trusted relationship between patients and physicians.

The Insurance Agent and Client Privacy

Protecting Confidentiality

The insurance industry has worked with personal information for a long time. One of its top
priorities has been to protect the confidentiality of that information. The insurance agent
understands that the consumer demand for new and affordable financial and insurance
products is met efficiently when the consumer is willing to share information. He also knows
that consumers desire to protect their privacy. The agent faces the challenge of reconciling
two demands:

Convenient, speedy service of new and affordable financial and insurance products
Protection of the consumer’s privacy

An insurer and agent should establish and maintain policies and practices to protect the
confidentiality and security of financial information. He should also provide customers with a
notice of his company’s privacy policies at the beginning of the business relationship and
continue to do so for at least once a year. Customers should be given the opportunity to
direct that financial information not be shared for marketing purposes, unless the products
and services being marketed are being offered through an affiliated institution.

Clients should be given access and correction rights to their financial information. The
insurance company should have a provision that affirms its right to share financial
information when it is necessary to issue contracts and to service its business.

Preferred Practices -- Copyright O 2004
153

Home / Search



The insurance industry believes that medical information should be subject to far greater
restrictions than financial information. Life insurers have a long history of dealing with highly
sensitive personal information. They have always protected consumers' medical information,
and they will not depart from that tradition. They recognize consumers have special concerns
regarding medical information. That is why the life insurance industry has adopted a broad
and definitive statement of principles regarding the confidentiality of policyholders' medical
records.

Nonpublic personal information is personally identifiable information that a consumer
gives to an agent or broker. It can also be information that an agent or broker obtains from a
transaction with the consumer or any service performed for the consumer. It can include a
list, description or other grouping of consumers.

GLBA (Grahmm Leach Bliley Act) requires that insurance agents and brokers respect the
privacy of consumers and customers by protecting the security and confidentiality of the
nonpublic personal information. GLBA does make a distinction between a consumer and a
customer. Every individual having dealings with an agent or broker is a consumer but only
consumers with a specific of ongoing relationship with the agent or broker are customers.
GLBA requires insurance agents to provide initial and annual privacy notices and opt out
notices to all customers. It also requires the agent to sent notice to non-customers only if
the agent intends to disclose the consumer’s information to unaffiliated third parties.

Compliance with Privacy Laws

Insurance companies should seek to find a commonsense approach to implementing the
new privacy laws in a way that assures consumers adequate notice of privacy policies by
insurers without requiring members to duplicate their companies' privacy notices. This
approach will save agencies thousands of dollars each year in postage and other mailing
costs, as well as thousands of hours of agency staff members' time.

The privacy rules apply to any person or entity that is licensed or otherwise authorized to
conduct business by their State Department of Insurance. However, an agent that discloses
protected financial information only to the insurance company on whose behalf the
information was collected does not have to comply with the notice and opt out requirements
so long as the company itself complies with the notice requirements

If the agent shares the information with anyone other than an insurance company, the agent
must provide separate notices and opt out opportunities as required by the rules In addition,
if an agent, for a fee, provides any other services to an individual such as financial,
investment or economic advisory services relating to an insurance product, that individual
becomes the agent's customer and must be provided with all required notices about the
agent's privacy policy and, if the agent plans to share information with any third party, the
opportunity to opt out.

It will be up to the company and the agent to determine who will provide the notice on behalf
of the company. The initial notice required by the rules must be given as soon as a person
becomes a customer. Some companies may require the agent to provide the initial notice. In
that case, it will be the company's responsibility to provide the agent with the notice form to
be used. However, after that, it is expected that most companies will probably maintain
responsibility to provide follow up and annual notices required by the rule.
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As stated previously, the privacy rules apply to agents. However, the rule provides that an
independent agent sharing information with multiple insurance companies in order to obtain
the best price quote for a client does not need to provide notices to the client. It is the
responsibility of each insurance company to comply with the notice requirements as to that
client. Note that under the rules, the client will be considered a consumer of each company to
whom the client's information is provided, and if the client purchases coverage from one of
the companies, the client becomes the customer of that company. However, if the agent
discloses or plans to disclose that information to anyone other than the companies, the agent
must send that client all required notices and provide the client with the opportunity to opt
out.

Because each agency's operations are different, and because the law is designed to reflect
all of the different types of information sharing in the marketplace, there is no one single
privacy notice agencies can use to comply with the federal law. Each agency will need to
develop its own internal privacy policy and consumer privacy notice.

Conflicts

While privacy rules are being refined, there are several issues that represent potential
conflict for agents:

For example, the privacy rules under HIPAA state that items such as a person’s name,
address, social security number and payment history are protected “health information”
subject to an opt-in standard. Therefore, HIPAA would prohibit any sharing of this
information with a third party unless an express release is signed by your client. Many
states, however, would consider these same items as “financial information” subject to opt-
out standards where the sharing of client information is allowed until he “opts-out”.

Another potential conflict might arise where you might be trying to assist your client by
communicating with a third party such as a pharmacy or some aspect of claims processing
with an out-sourced company. Be very careful that you have disclosed your intentions to
share personal financial and health data or obtained client authorization to do so.

Also be cognizant of privacy law language to avoid potential problems. For example, some
rules indicate you should have client consent to share their nonpublic information; others
require authorization. There is a considerable difference!

Semantics become yet another potential conflict when you compare privacy rules that
indicate that agents are exempt from disclosure when working on behalf of a compliant
carrier; yet, DHHS regulations seem to say that the assessment of whether an entity is
covered is more a function of use rather than definition. They exempt, for example, the
sharing of client data for treatment, payment and health care operations. Nothing was said,
however, about underwriting. Are you exempt?

These potential conflicts are ALL good reasons to develop and maintain a good privacy
policy — just in case!

Developing a Privacy Policy

The most important step an insurance agent can take toward satisfying the GLBA privacy
rules is to develop a detailed policy for handling nonpublic personal information. In
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developing a privacy policy, an agency should remember that the disclosure of the policy
might be treated as a contract between the agency and its clients. In addition, an agency
should consider taking the following steps when developing its privacy policy.

The agent should consider including an alternative dispute resolution provision that
could help to reduce the costs of defending against future challenges. He should also
consider consolidating multiple privacy policies into a single disclosure form in order to
avoid confusion and conflicting obligations.

The insurance company should organize quality assurance programs to ensure that
each customer is given the requisite notice and that all other elements of its policies are
maintained and followed at all times. The privacy policy may create new liabilities for the
company. The agent needs to be sure that his company’s errors and omissions
insurance is adequate to address these issues.

Marketing Personal Information

The goal of privacy regulations is to give consumers an affirmative opportunity upfront to
decide whether they want their information shared or not for marketing purposes. The
consumer is to be given the opportunity to opt-in or opt-out, because once their information is
disclosed, it will be very difficult to re-protect the information. The purpose of these
regulations is not to prohibit companies from offering products, or to prevent insurers or
doctors from participating in disease management activities or from mailing appointment
reminders or other information to consumers. They are not trying to keep consumers from
getting helpful information.

Misrepresentation

While we are on the subject of rules, it is important to realize that representing yourself as
someone or something other than who you are in order to obtain personal financial
information can also be a violation of privacy laws. Consider, for example, the case of a
marketing scheme known as a “living trust mill’. Agents in California were involved in
soliciting senior citizens at seminars, purportedly to design and educate about the benefits of
a living trust. In other words, representatives misrepresented themselves as experts in
estate planning. In fact, their true goal was to discover the extent of client assets in order to
sell them annuities. The insurer and its agents were found guilty of deceptive training
practices and violating provisions of the Insurance Information Privacy Act. Don't let this
happen to you!

Agent Disclosures and Privacy Rules

Privacy Terms

To best understand client disclosure requirements, let’s first define some terms that are part
of the privacy regulations:

Affiliate: A company that controls, is controlled by or is under common control with another
company. For instance, under the Gramm-Leach-Bliley Act, insurers and banks can become
affiliates. Affiliates may also be parent companies owned by your agency or common
companies under the same holding company structure.
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Consumers: Individuals who are seeking to obtain a product or service from an insurance
company through your agency are called consumers. For example, an individual who has
submitted an application for insurance is a consumer of the company to which he has
applied. A prospect for your products and a beneficiary or claimant under an insurance
policy are also considered to be a consumer.

Customers: These are consumers with whom you and your insurer have an on-going
relationship or those who obtain financial, investment or economic advisory services relating
to an insurance product or service from you for a fee. People who buy policies and
investments, from you are customers.

Covered Entity: Financial privacy rules require that all “covered entities” issue or provide
privacy disclosures. Covered entity includes any individual or entity that receives
authorization from the Department of Insurance.

Insurers: This class includes insurance companies, financial institutions or other entities
required to comply with the privacy regulation.

Licensees: These are individuals regulated by the Department of Insurance. All licensees
are required to comply with privacy disclosures unless exempt.

Nonaffiliated third party: This is a company that is not affiliated with an insurer, agent or
agency.

Nonpublic personal information: Nonpublic personal financial information is information
that identifies an individual member. It may include an individual's name, address, telephone
number and social security number, or it may relate to an individual's ownership of a policy,
the provision of insurance services or the payment for insurance services. Nonpublic
personal financial information does not include publicly available information, or statistical
information that does not identify individual persons.

Opt-Out: The general rule is that information about a person will be shared unless the
person notifies the holder of information that he wants his information protected. To “opt-out”
is to put an agent or company on notice that a customer prohibits his personal financial
information from being shared with non-affiliated third parties.

Opt-In: Under an “opt-in” standard, the general rule is that protected information is not
shared unless the person who is the subject of the information signs an authorization or
consent that expressly permits the sharing of his protected information with a third party.

Privacy Policy Statement: A disclosure form handed to clients or posted on a website that
describes an agent’s intention to share or not to share any nonpublic information about his
clients with a non-affiliated third party. Statements may describe the personal information
typically collected in the process of providing insurance, a list of non-affiliated parties who
may share nonpublic information, a natification right for the client to “opt-out” (an instruction
the agent not to share this information), normal practices concerning confidentiality and
security for any nonpublic information collected, policy concerning dispute resolution, the
right to sell information when the agent’s business is sold or transferred, the right to change
the stated privacy policy and a place for clients to acknowledge the privacy policy disclosure.
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General Client Privacy Rules

For Consumers: Licensees may not disclose any nonpublic personal information about a
consumer to a nonaffiliated third party unless permission is granted by the consumer.

Licensees must provide consumers a privacy policy and an opt-out notice along with a
reasonable time to opt-out prior to the sharing of information.

Licensees may not disclose any nonpublic personal financial or health information about a
consumer to a nonaffiliated third party, unless:

The consumer received a notice prior to the disclosure

The consumer received an explanation of the opt-out procedure

The consumer had a reasonable opportunity to opt-out prior to disclosure and
The consume did not opt-out

The GLBA notice obligation requires all insurers and financial institutions (including
insurance agents) to provide an understandable notice of their privacy practices to their
customers when a customer relationship is established and at least once a year thereafter.
This obligation does not require agencies to adopt specific information handling practices. It
only requires that they disclose the practices in which they engage. In other words, most
agents can satisfy client privacy requirements by issuing or posting a simple disclosure form
(two samples are provided below).

For Customers: A customer must be given an annual notice of the licensee’s privacy
policies and practices until such time as the customer relationship terminates.

A licensee may not disclose any nonpublic personal information about a customer to a
nonaffiliated third party unless a notice is provided.

A privacy notice must contain a description of privacy policies ad practices, an opt-out notice,
and a reasonable time to opt-out prior to the disclosure of information.

Licensees may not disclose any nonpublic personal financial or health information about a
customer to a nonaffiliated third party, unless:

The customer received a notice prior to the disclosure

The customer received an explanation of the opt-out procedure

The customer had a reasonable opportunity to opt-out prior to disclosure an
The customer did not opt-out

Exemptions: In general, most federal and state privacy regulations apply to agents.
However, an agent does not have to comply with special disclosures and opt-out
requirements if:

The agent is appointed with a company or designated with an agency (principal) that
complies with, and provides all of the notices required by the regulations, and

The agent does not disclose protected, personal financial information to any person othr
than the principal or its affiliates.
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In other words, if an agent wishes to disclose a consumer or customer’'s protected
information to an entity other than the insurance company with which the agent is appointed,
or the agency with which the agent is designated, the agent must give the consumer a copy
of the agent’s privacy notice and an opportunity to prohibit the disclosure of that information
to non-affiliated parties.

In theory, this would seem to exempt most agents from the disclosure requirements.
However, the question remains, are the principals (your insurer or agency) making the
required disclosures in the necessary format? Can you rely on them to make them annually
where needed? Any doubts? Use your own disclosure.

Required Recipients

Unless the underwriter or insurance agency qualifies for the special agent exception, they
must provide a privacy notice to any individual who purchases a financial product or service
through that agency that is to be used primarily for personal family or household. All
customers are entitled to receive a GLBA privacy notice at the beginning of the customer
relationship.

A privacy notice must also be provided to all consumers if the agency is going to share their
information with a non-affiliated organization. If the agency is not going to share the
information of its consumers with a non-affiliated organization, it does not owe the consumer
a privacy notice.

Required Disclosure Information

In most instances, federal and state privacy regulations do not make specific requirements
about the type of privacy policy that an insurance agency must use. It only tells them what
facts it must disclose. To be effective, however, disclosure must be clear about it's intent. It
must be understandable and designed in a manner that calls attention to it. A disclosure will
be easy to find, read, and understand if it uses short and clear explanatory sentences or
bullet lists in simple language.

Here is a short list of features you might include in your privacy notices:

Categories of nonpublic personal financial information collected.

Categories of nonpublic personal financial information collected.

Categories of affiliates and nonaffiliated third parties to who information is disclosed,
except as part of an insurance transaction.

Categories of nonpublic personal financial information about former customers disclosed
and to whom disclosed.

Categories of information disclosed and to whom disclosed as a result of contractual
relationships or servicing or joint marketing.

Explanation of consumers’ right to opt-out of disclosure of his nonpublic personal
financial information to nonaffiliated third parties and the methods to utilize to opt-out.

Policies and practices for protecting the confidentiality and security of nonpublic personal
financial information.
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If making disclosures (information about customers) as part of insurance transaction, that
the licensee makes disclosures to other affiliated or nonaffiliated third parties, as
permitted by law.

The disclosure must include the types of nonpublic personal information that the agency
collects. This would describe the nature of the information collected and the way in which it is
collected. The disclosure must also mention the types of nonpublic information that may be
disclosed and the categories of affiliates and non-affiliated third parties to whom the
disclosures may be made.

The agency must describe in the disclosure its policies and practices in sharing nonpublic
personal information about former customers and consumers. If these policies and practices
are the same for both groups, the same clauses may be used for both.

The notice must list the categories of nonpublic personal information disclosed according to
agreements with third party service providers and joint marketers, and the categories of third
parties providing the services. The notice must disclose the consumer’s right to opt out of the
disclosure of nonpublic personal information to non-affiliated third parties.

The notice must include any disclosures regarding affiliate information that the agency is
providing. The notice must disclose the agency’s policies and practices in protecting the
confidentiality, integrity and quality of the nonpublic personal information it collects.

Required Distribution

Preferably, the insurance agency should disclose its privacy policy when a customer

relationship is_established and once a vear thereafter. There are different ways of
providing the initial notice to customers.

The agency may choose to provide their own notice. They may provide a joint notice to the
customer that represents both the carrier and the insurance agency. They may give the
carrier’s notice to the individual.

Regardless of which option the agency chooses, the initial notice can be provided when a
purchased policy is delivered or when an agreement to provide other insurance services is
completed. The notice itself can be given along with other materials that an agency delivers
to the customer such as with a bill for premiums.

The annual notice may be delivered in the same way. GLBA does not require the insurance
agency to provide the annual privacy notice to a former customer. Agencies that provide title
insurance or other real estate settlement services in which the contact with the insured is
limited to the time when the policy is sold are not required to deliver the annual privacy
notice.

Agencies who sell group insurance policies are required to deliver a privacy notice to the
plan sponsor. They do not need to deliver a notice to plan participants as long as they do not
disclose the participants’ personal information to non-affiliated organizations.
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Financial Privacy Questions and Answers

The following are general questions and answers concerning privacy notices. Please bear in
mind that your individual state may have their own specifications that may meet or exceed
these requirements. Also, do not act on these answers in personal or client matters unless
you first check with a competent professional and/or company superior.

Do agents need privacy policies?
Yes. Agents are financial institutions and should have privacy policies in compliance with

GLBA. However, keep in mind that an agent is exempt from the notice and opt out
provisions if the conditions set forth in the definition of “licensee” are satisfied.

I'm a paid representative of one insurance company and | only represent that company
and its line of insurance and financial services products. What are my
responsibilities under this new privacy rule?

You are subject to the regulation, but you are not required to comply with the notice and out-
out requirements of the regulation if:

The company with which you are appointed complies with the regulation; and
You do not disclose protected information to any person other than that company or its
affiliates.

I'm an independent agent and therefore represent a variety of insurance companies.
What are my responsibilities under the privacy rule?

Just like other agents, you are subject to the regulation, but you are not required to comply
with the notice and out-out requirements of the regulation if:

The company or companies for which you are appointed or the agency with whci you are
designated, with respect to a particular consumer or customer complies with the
regulation; and

You do not disclose protected information to any person other than that company or
companies, agency or affiliates of that company or agency.

I'm an independent agent and need to share consumer information with many insurers
in order to get the best prices for my clients. Is this permissible under the privacy
regulations?

Yes, an agent may share nonpublic personal financial information with multiple companies in
an effort to compare prices at the consumer’s request. In such situations, the individual will
be a consumer of each of the companies and will be entitled to privacy and opt-out notices
from any of the companies that wishes to share the individual's protected financial
information with non-affiliated third parties.

What about disclosing personal health information?

NO. The notice provisions of the privacy regulation do not cover health information, In most
states, an agent may not disclose the nonpublic personal health information of a consumer or
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customer to an affiliate or non-affiliated third party unless an authorization is given from the
individual whose information is sought to be disclosed. An authorization to disclose
nonpublic health information must include:

The identity of the consumer or customer.

A description of the type of information to be disclosed.

General descriptions of parties receiving the information.

The consumer’s or customer’s signature.

The length of time the authorization is valid and the procedure for revoking the
authorization.

Do | have to go back to every one of my existing clients and tell them about this new
privacy rule?

Maybe. You're required to provide privacy and opt-out notices to a client if the client is
considered your “customer”. However, if you are appointed with a company or designated
with an agency that is meeting the privacy regulation and you do not disclose protected
information, you are probably exempt.

Every company is different. Of the companies | represent, how am | supposed to
know which ones send out notices?

Like all aspects of the agent-agency or agent-company relationship, effective compliance
with privacy regulations will require on-going communication and coordination between the
parties.

What if one or more of my clients didn’t receive a notice from a company? Who is
responsible?

In general, a failure to provide a required notice is a violation of agency rules subject to
enforcement by the Department of Insurance. In addition, enforcement action for unfair trade
practice can also be taken. An individual whose information has been share in violation of
the rules may also bring civil action against a covered entity regardless of any action taken
by the State. Specific compliance violations will most likely be decided on a case-by-case
basis.

The bottom line? It is the responsibility of YOU, the agent, to determine whether the
company’s or agency'’s notice is sufficient to exempt you from providing your own natification.
If, on the other hand, your standard procedure is to provide a privacy notice to every client,
you would have a good argument that you are NOT responsible for the company’s omission.

I am an agent who NEVER intends to disclose or share my client’s personal financial
information with anybody except my own company? Do | still need a privacy notice?

As long as your company provides responsible and proper notices, you are probably exempt.
However, why not provide a simplified notice that spells out the types of personal financial
information you collect in the process of selling insurance, your policies and practices with
respect to protecting the confidentiality of nonpublic personal information and a statement
that the disclosures made to affiliated or non-affiliated parties are permitted by law. In any
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case, you can promote customer goodwill by doing so. And, if all or most of your competitors
provide privacy notices and you don’t, will your clients begin to wonder why?

What about phone-in requests for information on insurance products. Do we have to
tell these callers the privacy policy of each of the company?

Not normally. If these individuals are simply requesting information and not purchasing a
product, they are likely to be considered consumers. However, at the point where you collect
nonpublic personal financial information and you are going to share it with a non-affiliated
third party, you will be required to provide a privacy and opt-out notice. If you do not intend
to share the protected information, it is not necessary

When the individual actually purchases a product from you over the telephone, he is
considered a customer. Normally, customers are entitled to privacy and opt-out notices at
the time the customer relationship is established. With a telephone transaction, however,
delivery of notices can be delayed with customer consent.

The same obligations would apply to the companies fr which you are appoint as an agent.

I'm an independent agent and | perform servicing and processing functions for several
insurers. Does the exchange of private information require notification?

No. An insurer can share nonpublic financial information with agents acting as service
providers or third parties that perform services for the company or functions on the
company’s behalf. The only requirements are that the company must provide an initial notice
to the individual, and, where third parties are involved, must enter into a written agreement
prohibiting the third party from using the information other than to carry out the purpose for
which it was intended. Of course, reuse and redisclosure provisions apply to the company.

Is the agent an affiliate of the company for which it is acting as agent?

No.

Can an insurance company share information for marketing purposes with its agent?
Yes, a company can share information for marketing purposes about a particular individual
for whom the agent is acting as agent. In this situation, the agent would not be the

company’s service provider and would not have to enter into a confidentiality agreement.

Can an agent share information for marketing purposes with a company for which it is
acting as agent?

Not unless such information sharing has been disclosed to the consumer through either the
company’s or the agent’s privacy notice.

If an agent discloses information to a non-affiliated third party, does he have notice
and opt out obligations to the consumer/ customer? In other words, by such
disclosure does the agent lose the exemption gained under the “licensee” definition?
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No, if the disclosure is within the scope of its agency relationship with the principal and the
agent complies with the privacy notice provided by the principal to the consumer. However,
the agent loses the exemption if the disclosure is made for the agent’s own purposes.

How long does a customer’s request to “opt-out” last?

An opt-out is effective until the customer r consumer revokes it in writing.

Are brokers subject to the agent exemption definition of “licensee” ?

In many states, brokers are considered “producers” and treated like agents for purposes of
the privacy regulation. In most cases, an insurance broker or who can demonstrate that
they were a representative of the principal would be subject to the agent exemption.

Are independent adjusters treated like agents?

Yes.

Does agent exemption apply when business is through a clustered arrangement or
broker?

Yes.
Does agent exemption apply when agency assets are sold, but not the business?
Yes.

Can an agent share with its affiliates or just the principal’s affiliates? Does it matter if
the agent’s affiliate is a bank?

Agents who are taking advantage of the exemption in the “licensee” definition may disclose
nonpublic personal financial information only to the principal and the principal’s affiliates. If
the agent chooses to disclose to its affiliates, the agent is subject to the notice provisions of
the regulation.

What does a privacy notice look like?

We have provided two samples below for your review and inspection by a competent
professional. In a nutshell, the notice must be clearly written and conspicuous ad contain
information about the types of information you collect, how it is normally protected, what
might be disclosed to a third party and who they are and an opportunity to opt-out of any
sharing.

Where can privacy notice be disclosed (application, prospectus, newsletter, renewal
notices, direct mail, with opt out notice)?

Generally, this issue must be decided on a case by case basis. If a licensee is unsure as to
whether its manner of distribution for privacy notices is acceptable, the licensee should
discuss with the regulator. If the licensee operates in several states, the licensee should
discuss with the regulator of each of these states. Keep in mind that the model privacy
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regulation provides that a privacy notice can be disclosed in a prospectus or newsletter or
sent with a renewal notice, direct mail campaign or opt out notice.

Can | send privacy notices, opt-out notices and health information authorizations
together in the same mailing? Can they be sent with other customer mailings?

Privacy, opt-out and health authorizations notices can be sent together or separately, and
they can be sent with other customer mailings. In addition, affiliated companies may send
notices together, or they can send combined notices. No matter how they are sent, however,
all notices must identify the companies and policies to which they apply. They must be
accurate, and they must be clear and conspicuous so that the customer can read and
understand them.

If my customer is conducting some personal business, say at his attorney’s office,
and calls my office to fax over a copy of his policy to the attorney, would this be an
exception under the privacy rules?

Yes, a notice and opportunity to opt-out of the sharing of consumer’s information would not
be necessary, as the agent is sharing the information at the consumer’s request. However, it
might be a good idea to note the client’s file about the request.

If a customer’s policy is subject to renewal, can | request quotes from various
insurance companies in an effort to shop the coverage without providing notice to the
customer and an opportunity to opt-out?

Yes, if the customer has requested the shopping of his insurance coverage. If the customer
has not requested renewal quotes, his information cannot be shared with companies unless
a privacy notice and optOout has been provided.

What if I'm asked to share a client’s personal financial information with the
Department of Insurance?

It's ok. Sharing information with regulatory authorities has jurisdiction over company or agent
disclosures.

Can licensees require consumers/customers to disclose social security numbers in
order to opt out (or opt in)?

Requiring a consumer’s social security number in order for that consumer to exercise the
consumer’s opt out right is inconsistent with the language and the intent of the model
regulation. Although an opt out notice can include a request for a social security number,
compliance with such request must be optional on the part of the consumer. In addition, the
fact that it is optional must be disclosed to the consumer, and an opt out notice without a
social security number must be treated as a valid exercise of the consumer’s opt out right. If
a voicemail system or other automated response system is used for exercising the opt out, it
must be accessible without the consumer/customer having to provide a social security
number.

Who gets the notice when the policyholder of an individual life policy is different from

the insured?
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The policyholder is a “customer” of the licensee as that term is defined in the model
regulation and is therefore entitled to receive initial and annual notices. An insured is a
“consumer” of the licensee if the licensee discloses nonpublic personal financial information
about the insured to a nonaffiliated third party. An insured that is a consumer is entitled to
initial notice and the opportunity to opt out.

How does the new regulation impact the disclosure of information about
beneficiaries?

A beneficiary of a life insurance policy is considered a consumer under the regulation if you
disclose or share any protected information. As a consumer, the beneficiary is entitled to a
privacy notice and opportunity to opt-out of the disclosure. If you do not share nonpublic
personal information about beneficiaries with non-affiliated third parties you have no
obligation to notice them.

Does access to third party claimant information give rise to privacy obligations for
agents?

A claimant under any insurance policy is considered a consumer under the regulation if you
disclose or share any protected information. As a consumer, the beneficiary is entitled to a
privacy notice and opportunity to opt-out of the disclosure. If you do not share nonpublic
personal information about claimants with non-affiliated third parties you have no obligation
to notice them.

Insurers may give agents access to records that contain third party claim information for the
agent’s client. Access to such information does not give rise to any privacy obligations
beyond the general obligation to protect the confidentiality and security of personal
information. However, such information could not be disclosed to non-affiliated third parties
outside the exceptions without giving notice and opportunity to opt out.

My appointed company provides on-going settlement option for beneficiaries and
claimants. Is that person a consumer or customer?

Beneficiaries and claimants that submit a claim under a policy choosing a settlement option
involving an on-going relationship with an insurer are considered consumers not customers.
Thus, the company and agent will be required to provide the individuals with privacy notices
and an opportunity to opt out.

Are HMOs required to send initial notice/opt out to subscribers and dependents?

For individual coverage, yes. The definition of “licensee” encompasses HMOs even in states
that do not regulate HMOs as insurers. Group HMO coverage, however, is regulated like
any other group plan, if an HMO sends initial and annual notices to the group policyholder
and does not share any nonpublic personal financial information outside the exceptions to
the rule, then the HMO has no notice/opt out obligations.

Do notice and opt out provisions apply to single premium policies and paid-up
policies?

The privacy notice and the opt out notice do not have to be provided to paid-up policies or
single premium policies if there has been no contact with the policyholder within the last
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twelve months prior to July 1, 2001. These policies are typically considered “dormant.”
Similarly, if the policy becomes paid-up or a consumer purchases a single premium policy
after July 1, 2001, notice must be provided until there is no longer contact outside of
providing a privacy notice or opt out notice with the policyholder for twelve months.

| am a licensed insurance agent and | sell variable annuities. Am | required to comply
with the privacy rule?

You are subject to the regulation, but you are not required to comply with the notice and out-
out requirements of the regulation if:

The company with which you are appointed complies with the regulation; and
You do not disclose protected information to any person other than that company or its
affiliates.

Are health insurers required to comply with GLBA and the financial provisions of the
model regulation (notice and opt out) if they only have identifying information (name/
address/ social security number) that, by itself is not financial or health information?

Health insurers would be hard pressed to prove that they do not possess nonpublic personal
financial information. For example, unlisted telephone numbers and social security numbers
are nonpublic personal financial information. This information cannot be disclosed outside
the exceptions unless the consumer has been given notice and the opportunity to opt out.

Are large employer groups (50+ plans under ERISA) required to send notice and opt
out to consumers/customers? In other words, is an insurer that provides coverage to
the ERISA group required to comply with the privacy rule with respect to information
gathered from the large group?

Yes, to the same extent as any other group holder. The privacy regulation is not preempted
by ERISA.

Could there ever be a situation in which a group plan shares information outside the
exceptions (thus giving rise to notice and opt out requirements), but the group plan
does not have enough information about the individual to contact him? Could this
scenario arise with claimants/beneficiaries?

This is an unlikely scenario, but if such a situation were to exist, the group holder must take
reasonable measures to obtain enough information to contact the individual.

Is a privacy notice permitted under section to the workers’ compensation
policyholder?

The workers’ compensation plan participant is the workers’ compensation policyholder.
Notices may be sent to such policyholders.

How do | determine if the privacy notice regulations apply to a particular professional
or institution?

Ask the following three questions: (i) is the professional or institution a licensee? (i) is the
licensee providing an insurance product or service? (iii) is the licensee providing the
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insurance product or service to a consumer? If the answer to these questions is “yes,” the
regulation clearly applies.

It may be difficult to determine if the individual is a “consumer” of the licensee. In such
situations, if the licensee is acting as the individual's insurer and holds nonpublic personal
information about the individual, the licensee is required to comply with the regulation.

All commercial lines are subject to the regulation for individual non-commercial claimants.
Specific examples include: TPAs (licensed; unlicensed; TPAs for self-insured plans); MGAs;
Charitable annuity societies/donor annuity organizations; Service contract providers; Prepaid
health services plans; Premium finance companies (if policy placed for personal use);
Independent adjusters of worker’'s compensation claims; Financial guaranty insurance; Title
insurance; Surety bonds (if bond placed for personal uses).

Interestingly, viatical settlements, key man insurance and business auto policies are
excluded. As are personal umbrella policies, professional liability coverages and most they
are commercial lines that are not used for personal, family or household purposes.

In essence, if nonpublic personal information is collected in the underwriting of such policies,
such information is not protected under the regulation.

A TPA that is not required to be licensed is providing services to a partially self-
funded group with stop-loss reinsurance from an insurer who says the stop-loss
contract is not a group plan. Is the broker/agent on the stop-loss required to send
notice to the plan/group sponsor or employer? What if agent/broker has no protected
information?

If the stop-loss insurer or producer holds nonpublic personal information about covered
employees, the stop-loss insurer is “acting as an insurer” for the employer, and must treat the
employer like any other group policyholder under the regulation: if the stop-loss insurer
sends initial and annual notices to the group policyholder and does not share any nonpublic
personal financial information outside the exceptions to the rule, then the insurer has no
notice/opt out obligations. The stop-loss producer might be able to rely on the agent
exemption if it meets all the requirements. In this scenario, the TPA is not required to be
licensed and therefore is not subject to the regulation.

A trust hires a broker to find group health coverage for employees. The broker goes
to an independent agent to find coverage. Is the independent agent a “service
provider”?

No.

In cases involving a sub-producer, general agent and an insurer in the placement of a
risk, must all provide the privacy notices?

The agent exception in the “licensee” definition applies in this situation in cases in which a
policy is run from the sub-producer through the general agent to the insurer.

Under what circumstances is a licensee considered to be working as an

agent/employee/other representative of another licensee and can therefore rely on the
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principal licensee’s notices to customers and consumers instead of issuing his/her
own notices?

Determining whether an agent/employee/other representative of a licensee can rely on the
exception in the “licensee” definition depends on what that agent/employee/other
representative is doing for the licensee. It is a factual determination requiring analysis on a
case-by-case basis.

If a licensee is considered to be an employee, agent or representative of another
licensee for compliance purposes, is the licensee then able to operate under the
disclosure exceptions of the regulation?

Yes, an agent/employee/other representative can operate under both the “licensee”
exemption and the exception. Under the standard interpretation of the agent/principal
relationship, agent can act on behalf of the principal, with the same powers, and the same
limitations on powers, as the principal. If the agent discloses nonpublic personal information
outside those limits, the agent must comply with the notice and opt out requirements of the
regulation.

Can licensee share health information with its affiliate if both licensee and affiliate are
working on same claim?

Yes, to the same extent as any other party providing claims services.

In one state, insurers are refusing to give hospitals claim information claiming that
disclosure is prohibited under GLBA and state privacy rules. True?

It depends on the reasons the hospitals are requesting claim information. When in doubt, get
authorization.

Once alicensee is in compliance with the HHS privacy regulation (and is then deemed
“in compliance”), does the state or HHS enforce? Who enforces against a licensee
that is not subject to the HHS regulation but chooses to comply with that regulation
rather than the model regulation?

Because the HHS privacy rule is incorporated by reference into the regulation, the state and
HHS have concurrent jurisdiction when the licensee is subject to the HHS regulation. The
state has exclusive jurisdiction if the licensee is not subject to the HHS regulation and is
complying with HHS standards for the purpose of satisfying its obligations under the
regulation.

Does the regulation permit disclosure of account numbers used among companies in
affinity plans?

Yes.
May companies share nonpublic personal financial information for policyholder

service functions or for purposes of risk management and loss control (e.g., loss
runs) under the business purpose exceptions?
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The phrase “policyholder service functions” is too general to determine whether or not a
specific function falls under the initial notice and opt out exceptions. More information is
needed to make that determination.

Risk management and loss control would both fall under general servicing and processing
exceptions

What our my obligations if | receive nonpublic personal information from another
entity?

Your use and disclosure of that information is limited to the original financial institution who
gave it to you; affiliates; or to any other excepted entity.

| receive information from banks and securities firms that are themselves subject to
privacy regulations. What rules do | follow?

Most institutions must abide by reuse and re-disclosure of protected client information.
Generally, these rules permit you only to share nonpublic information with the original
financial institution you received it from.

Can my company charge lower rates to policyholders that permit their information to
be shared?

No. Premium rates cannot be based on an individual’s choice to prohibit or allow the sharing
of his information. However, this does not prevent a company from offering discounts for
other reasons. What reasons? Well, we all know that insurers cannot discriminate against a
consumer for prohibiting the disclosure of their personal information by raising rates or
dropping coverage. However, the same insurer does not have to offer them the special
offers that might be available to customers who permit their personal information to be
disclosed.

Sample Privacy Disclosures

To aid agents understand features and wording of required privacy disclosures, we are
providing an actual sample on the next page.
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IMPORTANT: Prior using any information or disclosure form, consult with a competent
attorney or professional before using these forms in personal or client matters.

Sample Disclosure #1

Purpose of This Notice

As provided by law, we are generally prohibited from sharing nonpublic personal information
about you with a third party unless we provide you with this notice of our privacy policies and
practices describing the type of information that we collect about you and the

categories of persons or entities to whom that information may be disclosed. Accordingly, we
are providing you with this document, which notifies you of the privacy policies and practices
of (agency).

Furthermore, we wish to inform you that we do not share your personal information with any
non-affiliated third parties for any purpose that is not specifically authorized by law unless we
obtain your affirmative permission.

Privacy Policies and Practices

Information we collect:

We collect non-public personal information about you from the following sources:

Information we receive from you on applications for insurance or from other insurance
forms you complete.

Information we receive from the companies we represent which provide insurance
policies to you.

Information from consumer reporting agencies.
Information about your transactions with us, the companies we represent.
Information from other sources, such as employers or government agencies.

Information from visits to our Website.

The type of information we collect is related to the insurance you requested from us and may
include your name, address, social security number, driver's license number, ownership of
property, marital status, health information, and other information required to get insurance
coverage for you.

Unless it is specifically stated otherwise in an amended Privacy Policy Notice, no additional
information will be collected about you. We may collect nonpublic personal information from
individuals other than those proposed for coverage.
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Information From Credit Reports or Investigative Consumer Reports:

If you authorize us to do so, we may obtain information about you from credit reports or other
investigative consumer reports prepared by third parties at our request. If you authorize us to
request such information and we request such information, you should be aware that:

You have the right to request to be interviewed in connection with the preparation of an
investigative consumer report.

Upon request, you are entitled to receive a copy of the consumer reports.

The information obtained from the reports prepared by a third party may be retained by
the third party and disclosed to other persons.

Information we may disclose to third parties:

In the course of our general business practices, we may disclose the information that we
collect (as described above) about you or others without your permission to the following
types of institutions for the reasons described:

To a third party if the disclosure will enable that party to perform a business, professional
or insurance function for us.

To an insurance institution, agent, or credit reporting agency in order to detect or prevent
criminal activity, fraud or misrepresentation in connection with an insurance transaction.
To an insurance institution, agent, or credit reporting agency for either this agency or the
entity to whom we disclose the information to perform a function in connection with an
insurance transaction involving you.

To a medical care institution or medical professional in order to verify coverage or
benefits, inform you of a medical problem of which you may not be aware, or conduct an
audit that would enable us to verify treatment.

To an insurance regulatory authority, law enforcement, or other governmental authority in
order to protect our interests in preventing or prosecuting fraud, or if we believe that you
have conducted illegal activities.

To a group policyholder for the purpose of reporting claims experience or conducting an
audit of our operations or services.

To an actuarial or research organization for the purpose of conducting actuarial or
research studies.

In addition to those circumstances listed above, and unless you direct us not to by
completing the attached Opt Out Form, we may disclose certain information about you to
third parties whose only use of the information will be for the purpose of marketing a
product or service. Under no circumstances will we disclose for marketing purposes: any
medical information, information relating to a claim for a benefit or a civil or criminal
proceeding involving you, personal information relating to your character, personal
habits, mode of living or general reputation

Right to access and amend your personal information:

You have the right to request access to the personal information that we record about you.
Your right includes the right to know the source of the information and the identity of the
persons, institutions or types of institutions to whom we have disclosed such information
within two (2) years prior to your request. Your right includes the right to view such
information and copy it in person, or request that a copy of it be sent to you by mail (for
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which we may charge you a reasonable fee to cover our costs). Your right also includes the
right to request corrections, amendments or deletions of any information in our possession.
The procedures that you must follow to request access to or an amendment of your
information are as follows:

To obtain access to your information: You should submit a request in writing to the
(insurance agency). The request should include your name, address, social security number,
telephone number, and the recorded information to which you would like access. The
request should state whether you would like access in person or a copy of the information
sent to you by mail. Upon receipt of your request, we will contact you within thirty business
days to arrange providing you with access in person or the copies that you have requested.

To correct, amend, or delete any of your information: You should submit a request in writing
to (the insurance agency). The request should include your name, address, social security
number, telephone number, the specific information in dispute, and the identity of the
document or record that contains the disputed information. Upon receipt of your request, we
will contact you within thirty business days to notify you either that we have made the
correction, amendment or deletion, or that we refuse to do so and the reasons for the refusal,
which you will have an opportunity to challenge

Our practices regarding information confidentiality and security:

We restrict access to nonpublic personal information about you to those employees who
need to know that information in order to provide products or services to you. We maintain
physical, electronic, and organizational safeguards to protect information about you.

Sample Privacy Disclosure #2

Dear Clients:

As a current customer of our agency, we take this opportunity to both thank you and share
with you the importance in which we hold the privacy and confidentiality of your insurance
and personal information. XXX Agency, as a member of the financial services industry, has
been and continues to be subject to federal and state privacy laws regarding the collection
and exchange of your insurance information.

Working with you, XXX Agency gathers the necessary information from you and other public
and insurance sources to execute the insurance market search and placement for the
insurance coverages your needs/risk exposures require. We collect nonpublic personal
information about you from the following sources:

Information we receive from you on applications or other forms;
Information about your transactions with us, our affiliates or others; and
Information we receive from a consumer reporting agency.

In doing so, XXX Agency exchanges such information only with other insurance related
parties that are similarly obligated under state and federal privacy laws and have in place the
appropriate procedures to keep all treatments and exchanges of your information with in the
requirements of these laws.

We may disclose the following kinds of nonpublic personal information about you:
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Information we receive from you on applications or other forms, such as your name,
address, social security number, assets, income, and beneficiary information;
Information about your transactions with us, our affiliates or others, such as your
policy coverage, premiums, and payment history; and

Information we receive from a consumer reporting agency, such as your
creditworthiness and credit history.

OR

We may disclose all of the information we collect, as described above. And as we place
your insurance with these carriers, both our agency and the carriers work together (as well
as individually) to retain uses for only those activities required to underwrite, issue and
services your policy of insurance, as well as conduct claims activities - should that be
necessary on your behalf. We restrict access to nonpublic personal information about you
to those employees who need to know that information to provide products or services to
you. We maintain physical, electronic, and procedural safeguards that comply with federal
regulations to guard your nonpublic personal information.

As the scope of our agency business and your needs expand, XXX Agency is proud to
advise you that we are formally engaged in joint marketing ventures with additional
financial service providers. The businesses listed here are tops in their field of expertise
and round out the scope of product and services we can offer to you. This permits us to
better respond to the multi-financial services needs that you shared with us. We may
disclose nonpublic personal information about you to the following types of third parties:

Financial service providers, such as life insurers, automobile insurers, mortgage
bankers, securities broker-dealers, and insurance agents;

Non-financial companies, such as retailers, direct marketers, airlines, and publishers;
and

Others, such as non-profit organizations.

We may also disclose nonpublic personal information about you to nonaffiliated third
parties as permitted by law.

We may disclose the following information to companies that perform marketing services
on our behalf or to other financial institutions with which we have joint marketing
agreements:

Information we receive from you on applications or other forms, such as your name,
address, social security number, assets, income, and beneficiary information;
Information about your transactions with us, our affiliates or others, such as your
policy coverage, premium, and payment history; and

Information we receive from a consumer reporting agency, such as your
creditworthiness and credit history.

OR
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We may disclose all of the information we collect, as described above to companies that
perform marketing services on our behalf or to other financial institutions with whom we
have joint marketing agreements.

All of these professional financial services operations are subject to state and federal
privacy laws and are bound by their agreement with us to also comply with the insurance
requirements in this area as well. Should you purchase their product or service, a copy of
their privacy practices will be sent to you.

If you prefer that we not disclose nonpublic personal information about you to nonaffiliated
third parties, you may opt out of those disclosures, that is, you may direct us not to make
those disclosures (other than disclosures permitted by law). If you wish to opt out of
disclosures to nonaffiliated third parties, you may call the following toll-free
number: (insert number).

We know that you have other choices when it comes to insurance and financial services.
That is why we at XXX Agency appreciate your decision to place your financial service
needs with us. We value you and your business, and look forward to a continuing client
relationship with you. XXX Agency wants to earn your partnership to explore your
financial service needs, determine the various placement options that may respond to
these needs and over time build the type of financial service portfolio you need to secure
your family needs and assets.

Should you have any questions, please do not hesitate to call me.

Sincerely,
Agency-Owner Principal
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CHAPTER FIVE
5 Loss Control Practices

The total impact of the events leading to an insurance claim can
devastate you, your client, his home or business. Sure, insurance
indemnifies in the event of a covered loss and helps to offset. But

there are other uninsured costs that have a large impact on
insureds, their lifestyle and/or their company's operations, market
share, and overall public perception. These costs may include
emotional adjustments, relocation, rehabilitation, lost work time,
production downtime resulting in excessive loss in time, loss of
key employees, increased costs of selecting and training new
employees, and costs to improve poor company image, just to
name a few.

Loss control is a plan of action to reduce or eliminate hazards and losses to hopefully
prevent the claim or accident from ever developing and/or minimize its impact. A good loss
control plan might . . .

Analyze claims experience to determine patterns and causes of losses
Review or help client to establish risk management programs
Evaluate current loss control measures against expected results
Identify several alternative solutions

Help select the most cost-effective option

Risk Management

Risk management occupies an important place in the broad definition of loss control conduct-
-that devoted to minimizing the adverse effects of accidental loss on the organization.
Given this focus on accidental losses, risk management--as a managerial or administrative
process--may be defined as a process that includes the four functions of planning,
organizing, leading, and controlling the activities of an organization in order to minimize the
adverse effects of accidental losses on the organization at reasonable cost. This definition
stresses the managerial aspects of risk management in carrying out decisions with respect to
potential accidental losses.

Risk management also may be defined in terms of making these decisions. As a decision-
making process, risk management is a sequence of five steps:

Identifying exposures to a loss that may interfere with a person's / organization’s
basic objectives

Examining alternative risk management techniques for dealing with these
exposures

Selecting the apparently best risk management technique’s
Implementing the chosen risk management technique(s)

Preferred Practices -- Copyright O 2004
176

Home / Search



Monitoring the results of the chosen technique(s) to ensure that the risk
management program remains effective

Risk management focuses on unplanned or accidental losses, not all losses. However, risk
management professionals hold a range of viewpoints on the proper scope of the term
“accidental” and, therefore, on the scope of the risk management function. In the narrowest,
most traditional view, the term “accidental” limits the scope of risk management concerns to
situations involving only pure risks.

Pure risk situations offer only two possible outcomes: loss or no loss. The best an
individual or organization can hope for when dealing with a pure risk is to maintain one’s
present position in confronting such perils as fire, machinery breakdown, iliness, or being
named a defendant in a lawsuit. This view excludes from the scope of risk management all
exposures to loss from so-called business risks or speculative risks. Such exposures
arise from uncertain situations in which three types of outcomes are possible: 1) gain, 2)
loss, or 3) no gain or loss.

Individuals and organizations often undertake business or speculative risks willingly in the
hope of gaining from their ventures. Marketing a new or redesigned product, lowering prices
to attract new customers, or buying or selling a corporate bond are management decisions
that individuals or organizations make in search or gain. In the traditional view, the risk
management professional’s responsibility is to control financial recovery from these pure
risks, not to help achieve any gains from taking speculative risks.

In the broad view of risk management, fires, injuries, earthquakes, liability claims, and other
sudden, destructive events are classified as casualty risks. The categories of loss
exposures within this broader interpretation of accidental loss include those arising from
end-of life risks, health risks, liquidity risks, market risks, political risks, and technological
risks.

Both safety management and insurance concentrate solely on pure risk situations that offer
no opportunities for profit or other gain. Those who would eliminate all distinctions between
pure and speculative risks assert that a risk management professional’s fundamental
concern should be an organization’s or person's overall capacity to cope with losses,
regardless of whether those losses stem from such casualties as unplanned life events, fires
and lawsuits or from poor business decisions in managing speculative risks. Comprehensive
risk management should pay equal attention to managing all types of loss exposures.

Isolated from one another, exposures to neither pure nor speculative risks can be managed
properly. Making sound decisions about exposures to pure risks requires knowing an
individual's or organization’s activities and dealing with those potential accidental losses in
ways that enhance the overall operating efficiency of the organization. While risk
management focuses primarily on those loss exposures arising out of pure risks of accidental
loss as a consequence, risk management enables an individual or organization to meet its
business or other goals in ways that enhance operating efficiency or satisfy a personal
comfort level.

Identifying Loss Exposures

To identify exposures, or possibilities of loss, the risk management professional must be
able to do three things:
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Apply a logical classification scheme for identifying all possible exposures to loss.

Employ proper methods for identifying those specific loss exposures that particular
organization faces at a particular time.

Test the significance of these actual loss exposures by the degree to which they may
interfere with the achievement of the organization’s basic objectives.

A loss exposure is a possibility of loss, or more specifically, the possibility of financial loss
that a particular entity (organization or individual) faces as the result of a particular peril or
risk striking. Every loss exposure has three dimensions:

The type of value exposed to loss
The peril causing loss
The extent of the potential

Loss exposures are typically categorized in terms of their first dimension -- the nature of the
value exposed to loss. All financial losses that are the concern of risk management,
excluding losses of purely sentimental value, can be categorized as property losses, net
income loss, liability losses, or personnel losses.

Property losses could include damage that a hospital suffers to its building, damage to a
parking lot where corrosive chemical flowed, and damage that the owners of automobiles
parked in the parking suffered from the chemical that had been spilled.

Net income loss is the second major type of loss exposure. The hospital suffered income
loss because some of the prospective patients chose to defer elective surgery or to have it
performed in some other “safer” hospital. With respect to extra expense, the hospital
incurred additional costs in overtime for its maintenance crews cleaning the grounds and in
making special arrangements for temporary substitute parking facilities.

Liability loss exposure is a factor here because some of the patients felt that the hospital
had not taken appropriate precautions to protect its patients against foreseeable hazards
from the nearby railroad tracks. Employees or a head of household who were injured or who
suffered ill effects from the toxic chemical could bring workers’ compensation claims against
the hospital.

Personnel losses result from death, disability, retirement, resignation, or unemployment. A
vital hospital executive or technician may have been sickened by toxic fumes and unable to
come to work for the two weeks required to clean the parking lot. Then each of these two
organizations would have suffered a personnel loss.

Loss histories are a record of past losses for an important indicator of accidental losses that
may strike an organization or family. Prior accidents and lawsuits may well repeat
themselves unless the organization’s operations or a family's lifestyles have changed in
some fundamental way. For many organizations, however, records of past losses and claims
may be inadequate for identifying current loss exposures because the organization is too
small or too young to have generated a credible loss record.

Financial statements are another method of identifying a business loss exposure. These
financial statements must include balance sheets, profit and loss statements, and funds flow
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statements for a series of years. Profit and loss statements are often called income
statements, and funds flow statements may be labeled sources and uses of funds.

Any document that tells something about an organization’s operations, such as contracts,
correspondence, minutes of meetings, and internal memoranda, also tell something about
the organization’s loss exposures.

Flowcharts are an approach to analyzing loss exposure by viewing an organization as a unit
into which values flow, through which they are processed and increased, and out of which
these greater values flow. In this perspective, an accident is an interruption of flows. The
extent and duration of interruption roughly indicate the severity of the resulting loss.
Flowcharts may show details of the process by which each of the organization’s products is
manufactured, how personnel and materials move among the organization’s locations, or the
flow of raw materials and finished products from suppliers through marketing channels to the
final customer.

Personal inspections are conducted to identify potential exposures because no amount of
theory and no set of classifications can fully predict all possibilities of loss.

Consulting with experts within and outside the organization plays a part in identifying
exposure to loss. The risk management professional from a particular organization should
strive to be a generalist with a working knowledge of all the diverse loss exposures that the
organization or individual faces. However, to complement this broad knowledge of the
organization, the risk management professional should be able to tap the special knowledge
of experts both within and outside the organization on its particular loss exposures.

Risk Handling

Many insurance professions use the word “risk” to refer to an insured or a prospect for
insurance, or to the peril that is being insured. They will say that a particular person or
property is a good risk or a bad risk, meaning that they have made an evaluation of the
underwriting characteristics of that person or property for a particular insurance policy. This
differs from the strict insurance definition.

Risk means the uncertainty regarding financial loss. For example, if an individual decides to
burn down his own home and sprays gasoline on the house and applies a torch the loss is
certain. The event is purposeful in nature and there is no uncertainty. In insurance terms
there is no risk of loss by fire. When a house fire is started by faulty electrical circuitry or a
lightning strike, the even is sudden and unexpected. The owner of the house and the
financial institution that holds the loan on the house both suffer a financial loss. The loss is
uncertain and accidental.

Speculative risk involves the chance of both loss and profit. Investing in the stock market is
an example of speculative risk. Speculative risks are not insurable. Pure risk involves only
the chance of loss; there is never a possibility of gain or profit. The risk associated with the
chance of being robbed is an example of pure risk. There is no opportunity for gain if the
even does not occur — only an opportunity for loss if the robbery does occur. Only pure risks
are insurable. The purpose of insurance is to protect the insured against losses caused by
pure risk.

There are five basic ways to handle risk:
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Some risks, or loss exposures, may be transferred to another person or entity.

A risk may be retained. The individual or business may choose to retain all (self-insured)
or part (deductible) of that risk. Retention may be passive (the company or person is not
aware that the risk exists, does not insure it and must pay if a loss occurs) or it may be
active (the company or person is aware of the risk and accepts it).

Avoid as many risks as possible. Few risks can be handled in this manner.

Insurance is a financial device for transferring or shifting risk from an individual or entity
to a large group with the same risk.

Losses can be reduced or prevented by training, by installing safety devices, and/or by
lowering the frequency and/or severity of loss. Loss control is managing the risk.

Risk control can be defined as any conscious action (or decision not to act) that reduces the
frequency, severity, or unpredictability of accidental losses.

Actual Harm

Risk control focuses on actual harm, not on the money paid to restore, compensate for, or
otherwise finance this harm, which is the concern of risk financing. For example, when a
machine is destroyed or a person dies, an organization, a family or society as a whole suffers
a loss of resources. Risk control strives to reduce the frequency or the severity of this loss
of resources. From a risk control perspective, the extent of such a loss of resources is not
changed just because, for example, inflation or deflation alters the monetary valuation of the
loss. Similarly, the severity of the loss is not reduced because the owner of the machine or
the family of the deceased receives financial compensation for the loss. Risk financing
techniques are not risk control techniques.

Specified Exposures

A risk control measure is risk control only for one or more specified exposures. For
example, fire-suppression sprinklers are risk control for fire damage, but not for loss by
embezzlement. Similarly, a sprinkler system can be effective risk control for most fires.
However, if the system uses water as an extinguishant, the water is a hazard rather than a
safety measure for grease fires, which are spread or intensified by water. In short, specifying
a risk control measure also requires specifying the exposure being controlled.

Perspective of a Given Entity

The effect of a given risk control technique can be measured only from perspective of a given
entity. For example, pedestrians are exposed to bodily injury from being struck by
automobiles, and drivers are exposed to the liability from such accidents. The pedestrians'
exposure to injury and the drivers' exposure to liability are two different exposures growing
out of the same circumstances. Any risk control technique that safeguards pedestrians from
being struck by automobiles has different risk control effects for the pedestrians than for the
automobile drivers. For the pedestrians, the effect is to safeguard against bodily injury; for
the automobile drivers, the effect is to protect against liability. For one entity, an elevated
walkway is risk control for a personnel loss; for the other, it is risk control for a liability loss.
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Examining Alternative Techniques

Risk management involves either stopping losses from happening or paying for those
losses that inevitable do occur. Risk control techniques include risk management designed
to minimize the frequency or severity of accidental losses or to make losses more
predictable.

Exposure avoidance eliminates entirely any possibility of loss. It is achieved either by
abandoning or never undertaking an activity or an asset. Loss prevention aims to reduce
the frequency or the likelihood of a particular loss. Loss reduction aims to lower the severity
of a particular loss.

Segregation of loss exposures involves arranging an organization’s activities and
resources so that no single event can cause simultaneous losses to all of them. Duplication,
on the other hand, implies reliance on “back-up” -- spares or duplicates used only if primary
assets or activities suffer loss. Contractual transfer of an asset or an activity for risk control
is a transfer of legal and financial responsibility for a loss.

Selecting the Best Technigue

Selecting the best risk management technique or combination of risk control and risk
financing techniques, which is often the case, is a two-step activity.

Forecast the effects the available risk management options are likely to have on the
organization’s ability to fulfill its objectives.

Define and apply criteria that measure how well each alternative risk management
technique contributes to each organizational objective in cost-effective ways.

Implementing the Chosen Technique

A risk management program must from the start be planned and organized on the principle
that every risk management technique an organization chooses to use must be one it can
successfully implement and monitor. A technique that cannot be put into practice and then
assessed for its effectiveness cannot be part of a well-managed program.

In the implementation step, a risk management professional must devote attention to both
the technical risk management decisions that he or she must personally make to put a
chosen technique into practice and the managerial decisions that must be made in
cooperation with other managers throughout the organization to implement the chosen
technique.

Monitoring and Improving the Program

Once implemented, a risk management program needs to be monitored to ensure that it is
achieving the results expected of it and to adjust the program for changes in loss exposures
and the availability or costs of alternative risk management techniques. The monitoring and
adjusting process requires each of the following elements of the general management
function: (1) standards of what constitutes acceptable performance; (2) comparison of actual
results with these standards; (3) correction or substandard performance and alteration of
unrealistic standards.
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Safety Management

Through targeted consulting, education, and training, instilling safety as an organizational
value can significantly reduce injury experience. A company can apply proven theories and
methods that have translated into positive and sustained results. Companies who live and
breathe the best in safety every day, all embrace successful safety management that
includes strategies and a process for making the essential elements of a safety program
happen that is invigorated by its commitment to

Safety
Its partnerships with employees
Its trust, pride, and empowerment in coming together to make a difference in safety

The savings are earned one day at a time, one employee at a time. A best practices safety
management system and continuous improvement process approach can help clarify and
demonstrate safety’s contribution to employee value and company profitability. These
practices help to position safety towards the top of an organization, integrated into the
company’s overall business objectives.

The outcomes of safety best practices are helping to convince skeptics that productivity,
quality, profitability, and safety and health are complementary goals. Excelling in safety
management also is a competitive market tool to help companies succeed in today’s
markets. Safety management is a long-term vehicle for “return on investment.” It helps us to
shift the paradigm thinking of safety as an expense and to embrace it as an investor’s “initial
investment” outlay for rewarding returns over the long term. Good safety management is also
the right thing to do. The success stories of safety best practices companies are inspiring.

The focus of many involve the following areas of safety analysis:

Accident Theories

Haddon's energy-release theory--This theory views accidents as results of uncontrolled
energy impinging on animate or inanimate structures that cannot withstand that energy. It
suggests a number of strategies for preventing or reducing the damage that released energy
might cause.

Heinrich's domino theory--This theory developed mainly from studying workplace
accidents and injuries. It presumes that accidents are the end result of a chain of events
(like falling dominoes), the most crucial of which represents an unsafe act of condition.

General methods of industrial hygiene control--Suggested by studies of work injuries and
illness, these methods recommend substituting less hazardous materials, changing or
isolating hazardous processes, wearing personal protective equipment, and using other
physical and administrative controls to reduce workplace accidents and ilinesses.

The system safety approach--This approach analyzes every organization, every operation
within that organization, and the economy as a whole as a system of interrelated
components (all needing to function properly to prevent accidents). This approach tries to
predict where an accident might disrupt the system and how that accident might be
prevented.
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The crisis management approach -- This approach also views organizations as systems
with five elements (organizational structure, personnel, production facilities, operating funds,
and markets for outputs and raw materials.) These elements must be preserved by prompt,
preplanned actions that are appropriate to the peril causing the crisis. These actions must
be taken before and immediately after a major accident if the organization is to survive that
accident.

These theories of accident causation and control were developed before, and are
independent of, risk control techniques. Risk control techniques reduce accident frequency,
severity, or unpredictability through exposure avoidance, loss prevention, loss reduction,
segregation of exposure units through separation or duplication, and contractual transfer.

Many companies and their employees know and have testified that excellence-in-safety has
proven a road to success with great returns. Those who understand the commitment have
integrated safety as a process which permeates every aspect of the company’s business and
which is integral to its business plan. The commitment brings employees, labor, and
management into a work culture of ownership, empowerment, trust, and pride where a real
partnership and team exist - all working toward the same goal- an internalized excellence in
safety as a way of life. Building a total safety culture process reinforces employees to actively
care for the safety and health of themselves, their co-workers, and the work environment
they work and live in. For all these safety best practice companies, the working together has
forged a positive and productive employee relation’s atmosphere in all aspects of work.

Safety as an Investment

Safety best practices represent a paradigm shift in thinking about safety. Part of this shift
strongly suggests that safety should not be thought of as an expense, but rather as
earnings or a return on investment vehicle, with substantial returns over the long term.
Safety best practice companies who know this from experience and have reached beyond
compliance swear by the difference their commitment and investment have made on bottom
line results. The winners are employees, companies, and their stockholders.

Examples 1: A manufacturer with 600 employees, has sustained lost workday case rates
73% below average for 15 years (the equivalent of preventing 600 injuries), saving an
average of more than $1 million per year in direct and indirect costs. 2) A chemical company
member with 1000 employees kept lost workday injury rates 93% below the average for its
industry throughout 15 years (the equivalent of preventing 400 injures), saving more than
$10 million.

Example 2: A health care provider awards its members airline miles and even merchandise
bonus awards for exercising! The theory goes that someone interested enough to participate
is more likely to take better care of themselves in the long run; reducing medical costs and
perhaps a little more conscious of dangerous situations.

Safety as a Partnership

The Occupational Safety and Health Administration (OSHA) acknowledges that compliance
alone cannot accomplish all the goals of protecting America’s workforce. Safety best
practices represent another paradigm shift in thinking about safety: safety belongs to
everyone, bound together as partners, united in one purpose. Partnership is its heart. It
moves employees and labor into a cooperative partnership with management, and vice
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versa. It also moves government (OSHA and DOE) from the traditionally perceived role of
adversary and enforcer into the cooperative partnership with management, employees, and
labor. In one company, this partnership and sense of ownership for safety is so deep that its
employee handbook includes a written statement, giving employees the right and
responsibility to stop unsafe work and ensure a safe work environment at all times. Safety is
embraced by all as a value, and as a culture. These cooperative partnerships become
central to the recognition of outstanding safety and health programs.

Creating this kind of partnership begins with employees taking care of employees. This leads
to a concern for customers. Meeting customers’ needs produces a better bottom line for the
company. And everyone benefits from that. Success is rarely a solo performance. It's usually
a joint venture. That's true of virtually every enterprise. And it's true of safety best practices.
The key is partnership.

Recognizing Causes of Accidents

An unsafe act, an unsafe condition, and an accident are all symptoms of something wrong in
the management system. Certain circumstances will produce severe injuries. These
circumstances can be identifies and controlled. Safety should be manned like any other
company function. Management should direct the safety effort by setting achievable goals
and by planning, organizing, leading, and controlling to achieve them. The key to effective
line safety performance is having management specify procedures for accountability. The
function of safety is to locate and define the operational errors that allow accidents to occur.
This can be carried out in two ways:

By asking why accidents happen, and searching for their root causes
By asking whether certain known effective controls are being used

The Agent's Role

The agent should anticipate and work to solve customers' concerns by providing the advice
to optimize a company's safety management system or provide a back-up plan for a family's
unplanned emergencies. He can do this by helping them to translate into lower incident rates
and higher returns on investment. The agent should strive to be a safety solutions provider
to his clients and this will be accomplished by:

Fostering a balance of social responsibility through ethical consciousness
Adopting the best safety practices resulting in positive financial management

Encouraging clients to develop and deliver quality innovative safety management
systems and processes

Diligently studying his client’'s business in order to deploy customized solutions that will
have the greatest return on investment for the client continuously improving his methods
and resources to provide premier customer service

Agent Communication

The starting point for the development of any safety or risk solution must be dialogue. All
clients have a unique set of risks and the agent will need to work with each one to obtain a
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clear picture of their risk exposure and an overview of their circumstances. This will include
information on claims history, financial environment, and loss control activities.

One of the most effective ways to reduce the cost of risk is to prevent losses occurring. The
agent will work with the client to create a loss control program. It does not always cost a
great deal of money to improve risk. Often an improvement in the way resources are
employed can bring a noticeable reduction in losses. Once a loss has occurred, there is still
scope for reducing the overall cost of risk by effective claims management. Claims
management is more than simply handling a claim. The cost of the loss may depend on how
a claim is managed and it may have consequences, which are not financial. An effective
claims management approach is to aim to minimize the cost of losses, while ensuring that
the final result is fair for all parties.

Developing the best way to finance the losses that are unavoidable will entail a flexible
mixture of self-insurance and purchased insurance together with aggregate protection. The
agent should present clients with a number of options to choose from which have been
developed especially with their circumstances in mind, not by the rigid application of a pre-
determined formula. The client’s ultimate financial liability for his losses will be determined at
the outset and guaranteed by aggregate stop loss protection set at a realistic level.

A Loss Control Department

To be effective a loss control department should operate as a full-fledged department rather
than as simply an adjunct to the underwriting or claims department. This is indicative of the
priority given to the services provided by this segment of the risk management process. The
primary function of this department is to provide consultative loss control assistance. In
order to keep abreast of client needs and situations where loss control assistance is
required, the department should maintain close communication with the claims
departments.

Loss control is an innovative approach to reducing the potential for property damage,
employee injuries or other losses in the business environment. A well-designed loss control
program can contribute to a businesses bottom line, through enhanced corporate productivity
and profits, while offering customers and employees a safer environment. An evaluation of
how an organization’s loss control procedures commingle with their overall operation could
make it possible for the company to:

Be more pro-active in controlling or lowering their insurance costs

Reduce their exposure to uninsurable losses

Lessen the threat of a catastrophic loss that might interrupt their business operation
Provide a safer environment for their employees and customers

An insurance company that provides consultative loss control services can assist clients by
conducting physical surveys of their business operation. Surveys are conducted as deemed
necessary by the department, and/or requested by clients.

Physical surveys may point out potentially hazardous conditions that presently exist in a
business such as:  insufficient and or blocked emergency exits, material handling
problems, exposed machinery parts, incorrectly stored chemicals, or a sprinkler system that
is not adequately designed for their occupancy.
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Ergonomic reviews examine material handling procedures, product flow, and corresponding
lifting tasks. Often times this analysis can suggest ways that an organization can reduce the
potential for back injuries in their business with a few, relatively inexpensive corrective
measures.

Loss Control Assistance

General Safety Reviews

Assistance in the development of effective loss control programs can include home and plant
inspection procedures. Communication can include the following:

Home and fire safety issues

Advising on OSHA regulation compliance

Assistance in reviewing machine guarding, lock out /tag out procedures

Suggestions on proper personal protective equipment and material handling equipment
Ergonomic procedures for various job assignments to reduce injuries

Assistance in developing a Hazard Communication Program Outline of Loss Control
Services

Occupational health hazard reviews
Assistance with accident investigation procedures which follow-up on the cause and
remedy of accidents

Assistance with periodic safety meetings, providing appropriate handouts and/or make
suggestions for video or other training methods

An important part of safety reviews is conducting an accident analysis for all lines of
coverage using in house or insurance carrier loss runs. The purpose of this analysis is to
identify loss trends and root causes, and point out the uninsured costs associated with the
loss experience. Then the agent can make suggestions for developing internal accident
analysis procedures, and monitoring the effectiveness of present loss control efforts.

Property Protection

The agent can assist in helping the client to protect their property by coordinating the
following communication:

Conduct property surveys to assist accounts with identifying possible fire hazards
Assist clients in reviewing product storage methods and heights to mitigate fire potential

Evaluate all types of sprinkler systems for various occupancies, i.e. warehousing,
cooking/kitchens, computer rooms, etc. to determine adequacy

Assist clients with interpretation of various fire codes and standards

Develop specific self inspection forms to assist clients in conducting scheduled property
inspections or to maintain fire protection equipment

Assist clients with pre-emergency planning
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Fleet Operations

Many businesses lose sight of the fact that the vehicles they use in their operation enable
them to operate more efficiently, enhancing profits. If these vehicles were eliminated from a
companies operation, the overall operations would either be hindered or non-existent. For
this reason, fleet safety must be part of a corporations loss control program. Through the
following communication techniques the agent can assist the client in improving their loss
control:

Assist all clients with incorporating fleet safety into their overall corporate safety program.
Assist clients in developing proper procedures for driver selection and training.

Conduct comprehensive audits of fleet safety programs to pinpoint deficiencies and areas
that do not conform to corporate culture.

Assist clients with the development of forms and programs to facilitate vehicle
maintenance, accident reporting and investigation, and driver supervision

Assist clients with route analysis and product delivery, pick up scheduling.
Assist clients with interpretation of state and federal DOT regulations.

Products Liability

Social and economic trends, ever increasing consumer awareness and the doctrine of the
strict liability doctrine by the courts contributes to a "pro claimant" atmosphere for product
liability claims. As a result, a wide range of real and imagined product defects have been
brought before the courts. Product liability claims can impair a corporation’s bottom line by
way of actual claim settlement costs, losses due to product recalls, increased production
costs to comply with product safety requirements and loss of sales due to negative publicity.

The insurance agent can help with Products Loss Control by communicating in the following
ways:

Assistance with the product design phase to analyze product hazards
Assistance with product quality control and performance control

Assistance with developing user information, labeling, instructions and advertising
material

Evaluate the record keeping procedures used in conjunction with the product, which
assists with complaint and claims handling

Analyze product packaging and shipping materials

General Health, Liability and Security

Injuries to the public can impact a company’s bottom line, either from the actual cost of the
accident, or the negative communication and goodwill. A loss control department can help

by:

Conducting premises surveys to assess hazardous conditions and identify areas where
the public could be injured

Reviewing procedures for controlling visitors on premise, and off premise exposures to
the company
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Conducting assessments of the overall security in all areas of premises, i.e. buildings,
parking areas, off site locations etc., to determine premises vulnerability and the
probability of burglary/robbery occurrences

Insurance That Fails To Insure

Despite all loss control efforts, insurance can fail to insure in many ways. The source can be
an agent's negligence in providing coverage or it can involve deeper issues such as
inadequate or defective protection, coverage disputes, or the clear inability to pay, e.g.
insolvency of the insurer. In any instance, the result is bound to disappoint a client and
cause potentially harmful exposure to personal assets as well as liability for the agent. This
is definitely and area to practice loss control.

What goes wrong?

Coverage Shortfalls

Many Americans consider themselves dutiful to purchase and maintain insurance often
buying multiple policies with varying features and limits. Occasionally, situations arise where
a liability surfaces from an unanticipated source, beyond the scope of these features and
limits, resulting in an insurance shortfall. Such is the case where a breadwinner who
bought a paltry $50,000 whole life policy dies prematurely leaving a family with young
children. Or consider a high wage earner who is the cause of a serious auto accident that
disables a neurosurgeon for life. Obviously a $300,000 policy limit will not satisfy the
surgeon’s family and their attorney. When events like this occur the agent may find himself
in the position of breaking the bad news or worse, liable for the shortfall.

Sometimes, insurance shortfalls cannot be helped. After all, nothing in life is guaranteed to
work out right every time, and unexpected, freakish accidents and events can occur without
warning. Unfortunately, there are also instances where the coverage provided by an agent
was significantly less than needed and the agent paid the difference (Insurance Company of
North America v. J.L. Hubbard - 1975). Then too, there are times when the coverage
purchased or sold to a client exceeded what was needed in one type of insurance at the
expense of another insurance coverage being under funded and under covered, e.g., a high
premium whole life policy leaves no monthly budget for health insurance, or an auto policy
with low deductibles is chosen or sold instead of a higher deductible policy permitting the
additional purchase of umbrella coverage. Where clients depend on an agent for multiple
lines of insurance or simply because it's right to do so, agents need to consider the
balancing of coverage to avoid critical shortfalls.

Coverage Disputes

In the midst of the litigation explosion, the stakes are high. Insurers are offering increasingly
high policy limits, and insureds, who cannot secure coverage or who fail to be awarded
coverage, risk losing a lifetime of assets. Given this scenario, conflicts between insureds
and insurers and agents can easily gather steam. To further confuse the issue, the courts
are constantly “bending” statutes while public attitudes produce more and larger plaintiff
verdicts, this despite the fact that the industry operates under fairly standard contracts. In
essence, there has never been a time for greater disputes in coverage.
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One form of coverage dispute results when the agent fails to secure the promised coverage
(Bell v. O'Leary - 1984). The courts have found that when an insurance broker agrees to
obtain insurance for a client, with a view to earning a commission, the broker becomes the
client's agent and owes a duty to the client to act with reasonable care, skill and diligence.
As seen earlier, agents have been sued for neglecting to secure the requested coverage,
failure to notify the client that the insurance is not available, failure to forward premiums on
policies which then lapsed, unintentionally omitting a specific type of coverage, providing
unsuitable coverage, failure to properly bind the client and much more!

A more common form of dispute occurs when the insured and the insurance company simply
do not agree on the interpretation of coverage provided. In practice, insurance coverage
cases can be extremely complex. It is not unusual for these cases to involve numerous
parties on both sides of the litigation. And, since policyholders usually buy insurance in
many layers of coverage, i.e., life, health, casualty, excess, umbrella, from many different
insurance companies over many years, the number of companies brought into one insurance
coverage case can be quite large. Coverage cases are also being consolidated by the
courts where numerous policy holders and insurance companies have been found to be
litigating coverage for the same underlying claims or addressing the same coverage issues.
In one instance, a group of independent environmental coverage actions were ordered to
collectively resolve many common contract issues and cooperate in case management and
discovery procedures simply because they were similar.

Legal Maneuvers -- Attorneys at Work

Where coverage disagreements persist beyond an initial settlement, policy holders or their
attorneys must begin the tedious task of processing documents and information relating to
the insurance companies' interpretations and meanings of their policies. This often leads to
a drafting history. The drafting history contains detailed records of the insurance industry's
deliberations regarding policies and seeks the original meaning of policy terms and the
manner in which they were intended to apply. Courts have founds such histories to be
relevant and material, as well as filings made by insurance industry organizations on behalf
of their members to state insurance departments and insurance regulatory agencies.

Policy holders and their attorneys also seek underwriting and claims handling manuals
written by insurance company experts that are used to provide guidance to insurance
company employees. These manuals may demonstrate how the insurance company
interpreted their policies. In addition, they may contain the company's official position on
coverage, claims and loss control. Many courts have ordered the production of such
manuals and guidelines in the early stages of coverage cases.

Another valuable source used by attorneys is reinsurance documents. Communications
between an insurance company and its reinsurer can provide information on whether and
how policies may apply to underlying claims and may offer assessment of the insurance
company's coverage obligations. Access to reinsurance documents is a hotly contested
issue in insurance litigation discovery, and some courts have refused access to such
documents.

Disputes also lead to discovery of insurance company marketing policies by documenting
company advertising and agent/broker representations, as well as how the insurer has
handled other policy holders with similar coverage claims. Also investigated is the possible
cause and effect of the insurance company's involvement in other coverage litigation.
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Agent Records

A dispute between you and a client or you and an insurance company may require that you
produce certain records and evidence. In your own defense, you can typically produce any
file, note or electronic record (fax, e-mail, computer record) as long as it is something
generated in the ordinary course of business. In other words, if you use as operations
manual or stick “post-it” notes in you client files as standard operating procedure they are
generally admissible. The test will be: Do you use these methods for every client? An
example might be a standard checklist of coverages that you review with each client. If you
can show that the client was offered, but refused a particular coverage on your checklist, it
will be harder for clients to say they were unaware this coverage was available.

Keep in mind that most parties to a claim will eventually gain equal access to your records.
So, you want to keep all legally required records and be consistent from file to file. Also,
never write derogatory comments about clients or the company in files. This could work
against you in a trial or settlement.

Agent Cooperation

The Conflict Reduction section (next chapter) discusses several issues regarding defense of
an insurance claim. A few of the more important items focus on agent cooperation. In a
nutshell, most suits settle before going to trial so cooperation on all sides is generally
desired. However, you should proceed with caution in any dispute or potential claim. Check
with your errors and omissions carrier before discussing matters with clients or your
represented companies. Don't try to settle the case, it could void your E&O policy. Don’t
make any promises to clients about resolving the matter or give them legal advice of any
kind. Don't ever try to cover-up mistakes -- it mostly backfires. If your errors and omissions
carrier wants to settle it is usually best to agree. If you don’t, you could be liable for court
judgements that exceed the settlement already proposed by your E&O carrier.

Insurance Litigation

Although most insurance conflicts settle prior to trial, some disintegrate into protracted and
unnecessary litigation, Some areas of specific conflict include the following:

Triggers of Coverage: The term trigger is merely a label for the event or events that, under
the terms of an insurance policy, determine whether a policy must respond to a claim in a
given set of circumstances. While this definition seems clear, "trigger of coverage” disputes
have been raging for decades and have been the source of much confusion.

In a life policy, the trigger seems clear: death. However, issues of whether the death was
an accident or suicide within the incontestable period is often up for debate. Disability and
health policies, however, have a higher propensity for dispute: What is a permanent
disability? Are there waivers and if so, how long? What is a major illness? Has the
deductible been met? Are there additional policy exclusions? Inlong term care policies,
trigger of coverage is even more acute where a written declaration by a physician may be
required to solidify a patient’s inability to care for himself: the prerequisite for insurance
benefits.
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Policy language in most casualty policies center around three primary "trigger of coverage"
issues. First, the carrier agrees to provide coverage for "all sums which the insured shall
become legally obligated to pay as damages because of bodily injury or property damage to
which this insurance applies, caused by an occurrence." Second, an "occurrence” is defined
in the policies as "an accident, including continuous or repeated exposure to conditions,
which results in bodily injury or property damage neither expected or intended from the
standpoint of the insured..." Third, "bodily injury" is defined as "bodily injury, sickness or
disease sustained by any person which occurs during the policy period”, and "property
damage" is defined as "injury to property which occurs during the policy period...".

The "trigger" is plain under these three policy provisions when property damage or bodily
injury "occurs" during the policy period. But, the trigger question becomes somewhat
complicated when a long period of time has elapsed between the act giving rise to liability.
Examples include a leak or spill involving hazardous waste or exposure to asbestos or lead
which may result in problems years later.

Most of the litigation concerning coverage for latent injuries have raised at least four different
explanations of when damage "occurs" and thus "triggers" coverage. 1) The date of
exposure to the toxic substance (the "exposure" theory); 2) the years in which the claimant
incurred tangible injury (“injury in fact" theory); 3) the date of manifestation of injury (the
"manifestation” theory) and 4) the year in which damage "occurs" or "could have occurred (
the "continuous trigger" theory). The "continuous trigger" theory has received considerable
attention during the past twenty years surrounding property damage or bodily injury due to
hazardous waste/environmental contamination. In essence, the courts have generally ruled
that casualty insurance policies can be "triggered continuously” from the initial exposure to
the contamination to the manifestation of any injury, disease or damage of property. By far,
most policy holder attorneys adopt a "continuous trigger" approach to litigation. Insurance
companies continue to argue, sometimes to no avail, that insurance policies cover an
"occurrence" and NOT A "REOCCURRENCE".

Definitions: The following are terms that often become the focus of coverage disputes:

Bodily Injury - bodily injury, sickness or disease sustained by a person, including death
resulting from any of these at any time.

Property Damage - physical injury to or destruction of tangible property which occurs during
the policy period. Loss of use of tangible property which has not been physically injured or
destroyed, provided such loss of use is caused by an occurrence during the policy period.

Occurrence - an accident, including continuous or repeated exposure to conditions, which
results in bodily injury or property damage neither expected nor intended from the standpoint
of the insured.

Conditions: In addition to standard provisions and definitions, coverage is further defined in
a conditions section where the duties and legal requirements of the insured and insurer are
established. Typical conditions are the insurer's right to inspect, and the insured's duty to
cooperate with the insurer and the notice provision.

The notice provision is the most frequently litigated condition. A sample notice provision
might include the following language: "In the event of an occurrence, written notice
containing particulars sufficient to identify the insured, the time, the place and circumstances
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thereof, and the names and addresses of the injured and of available witnesses, shall be
given by or for the insured to the company".

Some courts have relieved the insured of its notice of obligation unless the insured was in
some way prejudiced or harmed by the insured's delay in providing notice. The insurance
company usually has the burden to prove that it was harmed by the insured's failure to
comply with the notice requirement.

Exclusions: There are many standard policy exclusions as well as those relating to high
risk issues such as partial disability, pollution, nuclear attack, "owned property", aircraft and
liquor liability. The purpose of these types of exclusions is to limit the policy coverage to
contemplated risks only. The burden of proving that an exclusion applies generally falls on
the insurer in coverage disputes.

Named Insured: The definition of a "named insured" varies from policy to policy. Some
define it in broad terms, while others insist on a more narrow description. Often, standard
policy formats will provide a "listing" which has resulted in legal conflicts where coverage was
denied a party on the listing who is no longer associated with the primary insured. The
burden to prove continued association is with the insured.

Assignments: Conditions of most standard policies prohibit assignments without written
consent of the insurer. Such provisions are enforceable because they ensure that the risk
the insurance company agreed to insure remains the same. In fact, the majority of courts
have refused to hold an insurer liable for an occurrence derived from a risk not contemplated
by the insurer at the time the policy was issued. It is important to note, however, that
prohibiting assignments does not bar the assignment of insurance proceeds.

Rules of Construction: The rules governing the construction of insurance contracts are
usually the same as those for other contracts -- the policy language is to be interpreted given
its plain and ordinary meaning. If a court determines that an ambiguity exists in an insurance
policy, it will look to any outside factors or evidence that may help determine the parties'
intentions. Where an ambiguity is not capable of resolution, most courts have construed the
ambiguity in favor of the insured. Other courts have applied a "reasonable expectations" test
and construed ambiguous policy language based on what a reasonable person in the
position of the insured would understand the language to mean.

Duty to Defend

The prevalent view by the courts is that an insurer has the duty to defend an insured where it
is evident the policy language gives the insured a reasonable expectation that the insurer
will provide a defense. Standard policies employ language reading: “the company shall have
the right and duty to defend any suit against the insured seeking damages on the account of
bodily injury or property damage even if the allegations of the suit are groundless, false, or
fraudulent”. Insurers maintain the position that they may be contractually bound to defend,
but may NOT be bound to pay, either because its insured is not factually or legally liable or
because the occurrence is later proven to be outside the policy's coverage.

Coverage disputes are likely to develop and do, when an insurance company attempts to
shield itself from any defense of an insured whatsoever, or when it withdraws from an action
after it determines there is no basis for recovery. Other conflicts center around whether an
insurer must defend only against an action that is a actual lawsuit seeking damages or be
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required to defend against all claims which may result in liability. In general, courts assume
a connection between the filing of a complaint and the triggering of a duty to defend by an
insurer. A PRP letter (Potentially Responsible Party), received by a client although not an
actual claim, has also been interpreted by the courts to be a serious event that could, in fact,
represent a new legal action against the insured. The duty to defend is typically established
here, but not in the case of a simple demand letter which only exposes one to a potential
threat of future litigation.

If there is any doubt as to whether the facts give rise to a duty to defend, it is usually
resolved in favor of the insured, but it is the insured's burden to show that the claims come
within the coverage. Claims related to acts of an insured in the area of crime, sexual
misconduct, wrongful termination, contractual obligation, loss of profits or goodwill etc., have
been ruled unacceptable ways to force an insurer's duty to defend.

Breach of Contract / Refusal of Coverage

Breach of contract claims typically allege that an insurance company failed to defend or
indemnify the policy holder under terms of the insurance contract. To a great extent, public
policy supports the policy holder in most breach of contract allegations in an effort to solidify
the "strict enforcement of insurance contracts”. This is why state insurance regulators will
typically be involved or called upon to rule on an insurer's potential or actual violation of
codes.

Many times, an insured is denied protection because the insurer knows facts which would
defeat coverage. A majority of different courts have ruled that under such conditions, an
insurance company is not bound to "defend" such claims simply because it cannot be bound
to indemnify -- in essence, the duty to defend can be disputed. Here, the insurer has the
burden to prove that the facts of the insured's claim fall squarely within a policy exclusion.

Bad Faith

There is increasing judicial recognition that the relationship between an insurer and its policy
holder is fiduciary in nature. Courts have compared the relationship of an insurance
company to its policy holder to that of a "trustee for the benefit of its insured”. Where an
insurance company allegedly has violated its fiduciary duties owed its policy holders a bad
faith claim could be appropriate in addition to any breach of contract action.

Choice of Law / Venue

Choice of law and venue, where to bring a suit, have become integrally tied together in
coverage cases. There is general agreement that insurance coverage issues are state law
guestions even though most insurance policies do not contain any choice of law provisions.
Courts, however, have also made venue decisions based on issues such as 1) the place
where policies were contracted; 2) the location of the damage and/or 3) the principal place of
business/residence of the policy holder.

Lost Policies

Some claims between insureds and insurance companies have developed over the inability
of the policy holder to prove coverage by producing an executed insurance policy. If a policy
has been lost or destroyed, the policy holder must satisfy two requirements to prove
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coverage. First, the policy holder must prove that the policy was, in fact, lost or otherwise
unavailable by showing that he made a diligent search for the policy in all places where it can
likely be found. Second, the policy holder must prove the existence and the contents of the
policy by identifying the parties to the contract, the policy period and the subject matter of the
policy. Secondary evidence includes any correspondence, certificates of insurance, claim
files, management reports, corporate records, ledger entries, receipts, licenses and agent
files and agent testimony.

Coverage disputes also evolve around the nature of damages or hidden exposures such as:

Environmental Litigation

There are numerous actions pending in state and federal court concerning the interpretation
of commercial liability policies and environmental claims. Much of the confusion was started
by the insurance companies themselves when they first marketed the 1966 standard form
Comprehensive General Liability (C.G.L.) policy which represented coverage for
environmental hazards. Some companies went so far as to refer to environmental problems,
in their sales literature and presentations, as a "hidden exposure" that policy holders should
consider. Agents were instructed to sell the new policy on the basis of its broadened
coverage in the area of pollution which was then only a growing, but minor exposure.

Since the 1960s, the Environmental Protection Agency (EPA) has contended with almost 300
million tons of hazardous industrial chemical waste leading to passage of the Superfund
legislation which has obtained almost $4 billion in settlements from waste generators,
disposers and transporters of hazardous materials. Similar pending litigation involves other
forms of mass tort liability, including asbestos, DES and other substances. The generators,
disposers and transporters of hazardous waste and product manufacturers, installers and
sellers faced with mass tort claims all turned to their insurance companies for coverage, and
insurance coverage litigation often followed.

In response to a flood of litigation, the insurance industry began making adjustments. In
1973, certain terms in the C.G.L. policy were revised. For example, the 1973 C.G.L. policy
defines "occurrence" as "an accident,, including continuous and repeated exposure to
conditions, which results in bodily injury or property damage neither expected or intended
from the standpoint of the insured.” Obviously, an occurrence under the 1973 definition
required exposure to conditions over a period of time. "Property damage" was also changed
to read "physical injury to or destruction of tangible property which occurs during the policy
period . . . or, the loss of use of tangible property which has not been physically injured or
destroyed, provided such loss of use is caused by an occurrence during the policy period."
Thus, compared to the pre-1973 contracts, "property damage" now requires physical injury to
tangible property. This distinction may be critical in certain hazardous waste cases and in
asbestos property damage cases. In fact, courts have held that some insurers are not
required to provide a defense in suits where the there was no covered "occurrence" or
"property damage" as defined in the C.G.L..

In the late 1970s and early 1980s, a number of carriers made even more dramatic moves by
changing the "pollution exclusion" clause in their policies from the "sudden and accidental”
variety to what is called the "absolute pollution exclusion". Although there are several
versions of this exclusion, the basic thrust of each is to exclude coverage if the omission or
discharge was accidental or sudden. Since most hazardous waste problems are sudden
and accidental, the absolute exclusion appears to exclude most pollution incidents. A
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growing number of courts are siding with insurers where the absolute exclusion is in place.
In these cases, most environmental exposure falls back to the insured and his own ability to
cure the problem. The results can be devastating to a company, its owners and their
respective estates.

In more recent years, new court cases are again changing interpretations of CGL. Past
court cases held that CGLs covered only those liabilities arising from torts. The new
precedents (Vandeberg v. Devonshire) now say that CGLs cover BOTH tort and contractual
liability. Experts say that this decision has far-reaching negative effects on insurers across
the country.

Excess Insurance Claims

With the increase in mass tort litigation, environmental litigation and substantial jury awards,
excess insurance policies and the role of excess insurance carriers have received increased
scrutiny. In general, the fact that a primary carrier owes duty to its insured is well known.
With respect to an excess insurer, the courts continue to struggle with the origin of duty.

In coverage disputes where the insured is bringing action against BOTH a primary and
excess insurer, the excess carriers sometimes moves to dismiss the lawsuit on the basis that
the actual exhaustion of the underlying primary liability limits is a prerequisite to a claim
under the excess policy. Policy holders, on the other hand, argue that the mere potential that
the underlying insurance will be exhausted is enough to justify a coverage dispute against
the excess carrier. The courts have sided with each.

Another area of dispute is the drop down -- where an excess insurer "drops down" to
provide insurance when the primary insurer has become insolvent. Courts are split on this
issue, although a majority currently feel that an excess insurer is NOT OBLIGATED to drop
down and provide coverage to an insured. The court's determination is usually based upon
the language of both the primary and excess insurance policies.

In yet another decision, the courts have determined that the "trigger" of excess coverage is
the amount "indemnified”, not the additional costs involved in defense nor punitive damages.
In Harnischfeger v. Harbor, for example, the fact that the insured paid $3 million in defense
and indemnity expenses could not yet trigger the $3 million excess policy limits because the
legal expenses incurred were not a factor.

Business Insurance Disputes

In recent years, the number and variety of claims brought against business has increased
significantly. In spite of this fact, many businesses have not given adequate consideration to
the potential insurance coverage for these claims. As an example, businesses which face
claims only against their directors and officers, might tend to ignore the possibility of
comprehensive general liability (C.G.L.) insurance coverage. Likewise, when companies
face claims of unfair business practices or statutory violations, they consider the bodily injury
and property damage portions of their C.G.L. policies only, failing to consider the advertising
injury and personal injury provisions, which may provide broader coverage.

In one advertising coverage dispute, the court held that the insured was NOT covered by its
C.G.L. policy because the insured failed to establish that its advertising activity caused the
alleged injuries. The insured was selling a product that "infringed" on a competitor
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suggesting that the relationship of selling and advertising were the same thing. Another
court’s rejection of coverage involved copyright infringement. Here, an insured distributed
brochures that merely advertised copyrighted material for sale.

Directors and officers liability coverage typically insures the directors and officers directly and
provides that the insurer will pay on behalf of or reimburse the directors and officers for "loss"
arising from claims alleging "wrongful acts". Coverage is NOT afforded under this insuring
agreement if the corporation is required or permitted to indemnify the directors and officers.
Coverage has also been denied for claims involving dishonest conduct, claims in connection
with the Employee Retirement Income Security Act (ERISA), claims involving bodily injury,
personal injury and property damage as well as claims involving seepage, pollution and
hazardous waste.

In a "wrongful entry" claim, the courts first rejected the insured's coverage under his C.G.L.
because the insured trespassed AND committed battery against a tenant. The courts ruled
that actual damages resulted from the battery only. Later, on appeal, the court reversed its
decision since it was determined that the battery could not have taken place if the insured
had not trespassed. The trespass made the battery possible.

Other, business insurance coverage exclusions occur under the following conditions:

Liability under contract, willful violation of a penal statute, offenses relating to employment,
libel and slander made prior to effective date of insurance or with knowledge that it is false.

Defenses of the Insurer

Much attention is devoted to the "rights" of policy holders. Insurance companies, however,
have their own safeguards, which help protect their interests, but add to the growing list of
things that can go wrong with insurance. Depending on the issue at hand, the result of
having these "built-in" protections can completely void a policy or greatly limit its scope of
coverage. Defenses consist of legal tools and techniques that help an insurer inititally
determine pertinent aspects of the insurance risk for purposes of decising whether to issue
the policy and at what premium. After a policy is committed, additional policy conditions help
the insurer "contain” the risk within the intended bounds of the contract. Over the years, a
series of standard defense devices have evolved. These can be categorized as
concealment, representations of the insured, conditions, warranties and limitations to
coverage.

Concealment

The insured has the duty to disclose to the insurer all material facts that might influence a
decision to issue a policy of insurance at all, or issue it at a particular level of premium. The
holding back of information can, in some cases, constitute fraud by the insured and can
render a policy void. In general, the rule on determining when a policy is voided lies in the
issue of bad faith. If the insured withholds information that he knows would be necessary to
the insurer in evaluating risk, the insurer has grounds to void the contract. Examples might
include an life insurance policy where an insured has agreed to an examination by the
insurer's physician but still fails to still to disclose a medical condition that is critical to the
insurer's risk decision.
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The burden of proof as to fraud in concealment falls on the insurance company. In some
cases, courts have sided with the insurer in establishing fraud by "inference”. An example
might be discovered evidence that the insured had made a previous attempt to destroy the
covered building. On occasion, the insured has won based on the argument that facts
uncovered by the insurer were not material because it was NOT made a subject by the
guestions asked on the application even though most applications include a provision
requiring the insured to represent that he or she has disclosed all material information.
Again, the issue of bad faith enters the picture. Only when the insured conceals a fact in
bad faith, knowing the fact to be material, will the policy be voidable. An example is a life
insurance application which contains a question as to how many times the insured has been
hospitalized and for what causes. If the insurer describes one hospitalization but fails to
mention a second, the incomplete answer is considered material and grounds for voidance
of the policy. However, if the insured had left the answer blank or merely given a date
without specifying the cause, the incompleteness would be obvious and NOT grounds for
voidance. The test is whether or not the reasonable insurer would be misled.

Once a contract of insurance becomes binding, the insured ceases to be obligated to
disclose any material information. In the case of life insurance, for example, where there is
an appreciable period of time between the submission of the completed application and the
issuance of the policy, the duty of the insured to disclose new or forgotten material
information continues. The duty to disclose applies only to facts, and not to mere fears or
concerns of the insured about his health or the subject matter of the policy. There is also no
requirement that the insured disclose facts that the insurance company already knows, or
which the insurer has waivered. Nor, is the insured required to communicate events that are
a matter of public record such as earthquakes, forest fires, etc.

Misrepresentations

A representation by the insured that is untrue or misleading, material to the risk, and is
relied upon by the insurer in issuing the policy at a specific premium is considered a
misrepresentation and grounds for voidance of the policy, unless the policy is beyond the
incontestable period. This is true even if the misrepresentation was made by the insured
innocently, with no intent to defraud. A minority of courts, however, take a somewhat less
severe position limiting or prohibiting voidance where the insured’'s misrepresentation was
NOT an intent to deceive the insurer.

Representations by an insured to an agent bind a contract because they are considered to
be made to the insurer itself. However, a policy refusal or voidance could occur when the
insured has reason to believe that the agent will not pass information on to the insurance
company.

The insurer cannot void a policy based on a representation by an insured regarding an
intention or future conduct unless it is made a condition of the contract. An example here
would be an oral statement by an insured that he will install a fire alarm at the premises. The
insurer relies on this representation and reduces the premium but does not include an
express term in the contract regarding the alarm. On the other hand, a written commitment
by an insured to install an alarm that is not followed can jeopardize the policy.

Many insurance conflicts center around materiality. A representation is considered material if
it served to induce an insurer to enter into a contract that would otherwise be refused or
issued at a different premium. The point where representations by an insured cause
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coverage problems is where such representations are made with the intent to deceive and
defraud. The burden of proving a representation to be material falls on the insurance
company. If a material representation is found to be substantially correct, or believed to be
correct by the insured, the courts have not permitted a voidance or limitation of coverage.
An example might be an insured indicating he has not seen a physician within the past five
years when he has been to a doctor for treatment of minor and passing ailments.

Warranties & Conditions

The terms warranty and condition are generally used to mean the same thing -- a
representation or promise by the insured incorporated into the contract. A warranty or
condition statement that is untrue and relied upon by the insurer at the inception of the policy
can void the contract. A possible exception to this rule occurs in life insurance where an
"incontestable clause" prohibits the insurer from voiding a policy after the insured has
survived a given period of time -- usually two years. Thus, a valid warranty/condition is a
powerful tool for insurers.

In recent years, the effectiveness of warranties and conditions have come under fire. In fact,
many statutes now place stiff definitions and limitations on warranties. One statute, for
example, provides that all statements made by the insured will be considered to be a
"representation” rather than a warranty unless fraudulently made. As previously discussed, it
is much harder to void a policy for misrepresentation than for a violation of a warranty or
condition. Another statute requires that the breach of warranty is a defense for the insurer
ONLY if it actually contributed to causing the loss, as opposed to simply increasing the risk.
This is the most severe type of statute for the insurer, since even is cases in which the
breach caused the loss, it is frequently impossible to prove the cause, e.g., a fire completely
destroys a portion of a building.

Limitations on Coverage

Insurers over the years have attempted to control their exposure by tightening terms of the
insurance contract. Adding personalized warranties and conditions is cumbersome and not
always useful as a defense for insurers (see warranties and conditions above). Some courts,
however, believe that insurers side-step warranties and conditions by creating numerous
clauses that serve, instead, to limit coverage. The reason insurers have do this is because
many of the statutes which commonly limit warranty defenses, such as incontestability,
"contribute to loss" statutes and "increase the risk" statutes, do not apply to limitations to
coverage.

There are several types of limitations that insurance companies can and do employ:

Limitations of Policy Subject Matter -- A homeowner's policy may cover most household
possessions in general, but specifically exclude from coverage particular items like cash or
coin collections. Likewise a health policy may exclude or waiver certain illnesses.

Limitations by Type of Peril -- A fire policy may except from coverage any loss caused by a
fire resulting from lightening or earthquake.

Limitations on Proceeds Paid -- Casualty insurance policies frequently specify an upper
limit of proceeds payable for any loss, as well as limiting the payment to the value of the
insured's interest in the property damaged. Automobile policies generally fix the upper limit
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of coverage both in terms of maximum proceeds per person and maximum proceeds per
accident.

Limitations on Period Covered -- Every policy will be specific as to the date of expiration,
and in some cases, as with life insurance, will also specify a grace period beyond the date of
expiration that insureds may make a premium payment. Also, the date of inception of a
policy can be specified on the policy or can be subject to the occurrence of some event such
as the payment of the first premium or delivery of the policy to the insured.

A limitation on coverage can cause considerable conflict between insurer and insured. One
reason is the fact that in some instances, it is nearly impossible to determine from the
wording of a clause whether it is a warranty or limitation. In response, the courts have
developed two tests to distinguish the two.

In one test, if the circumstance which is the subject of the clause is discoverable by the
insurer at the time of inception of the policy, the clause will be classified as a warranty rather
than a limitation. An example might be a policy condition that obligates the insurer when
the policy is delivered to the insured "in good health" when, in fact, the insured is suffering
from a discoverable disease.

Another test deals with risk. If a clause refers to a fact which potentially affects risk, but
necessarily causes the loss, it is considered to be a warranty not a limitation. An example is
a life insurance policy with a provision that excludes a death benefit WHILE the insured is
flying in a private plane. The insured can bring action to force payment of such a claim,
EVEN if the insured died of a heart attack while in a private plane. The flying merely
increased the risk, but need not be the actual cause of death. Such a clause is considered a
warranty. On the other hand, if flying in the plane was the cause of death, it could be
interpreted to be a limitation that is better defended by the insurance company.
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CHAPTER SIX

6 CONFLICT REDUCTION

PRACTICES

It is estimated that one in seven agents face an some kind of legal or
errors and omissions claim each year. Conflicts of this gravity
challenge your reputation, waste enormous time and could threaten your financial well-being.
Basic measures to limit exposure always begin by avoiding claims at the outset. Of
course, this is easier said than done, since there is NO foolproof method to sidetrack a
lawsuit from a client or an insurer. There are, however, some steps that agents can use to
help reduce the possibility of a claim developing and present a
reasonable defense if one does.

Following are some steps to consider in managing the risk of selling
insurance:

Step 1

Know your basic legal responsibilities as an agent and only exceed
them when you are absolutely sure what you're doing (see
Compliance Practices). Then, pull out your agency agreement and read it . . . right now!!!
And, when you decide that you want to be more than an agent, i.e., a specialist or expert,
understand that it comes with a high price tag -- added liability. Also, make sure you are
complying with basic license responsibilities to keep from becoming a commissioner’s target
for suspension or revocation.

Step 2

Learn from other agent mistakes. The best school in town is the one taught by agents who
have already had a problem. Study their errors, learn from them and make sure you don't
repeat them. Countless lawsuits, for instance, surface due to something an agent wrote
down in an application causing the policy to void or a claim denied. The insured typically
denies they responded in that manner. If applications were made out in an insured's own
handwriting, however, there is little they can say.

Step 3
Be aware of and avoid current industry conflicts that could develop into problems for your

agency. There are hundreds of professional industry publications and online sources that
will help you keep abreast. Once you are aware of a potential problem, take action to make
sure it doesn’t end up at your doorstep.

Step 4
Maintain a strong code of ethics. As you will see from our discussion of ethics, you don’t

need a list of degrees or designations to be ethical. Simply be as honest and responsible as
possible.

Step 5
Be consistent in your level of “due care”. Adopt a code of procedures and create an

operations manual that forces you to treat client situations the same way every time. Courts

Preferred Practices -- Copyright O 2004
200

Home / Search



and attorneys alike are quick to point out any inconsistency or lack of standard operating
procedures where the client with a problem was handled different than another client.

Step 6
Know every trade practice and consumer protection rule you can and act within standards of

other agents. The violation of “unfair practice rules” is a really big deal to lawyers. They will
portray you as something short of a “master criminal” for the smallest of violations, especially
if they are outside the standards of others working in your same profession.

Step 7

Use client disclosures whenever possible. There is nothing more convincing than a client’s
own signature witnessing his knowledge of the situation or a note in an application offering
an explanation. And while we're on the subject, spend more time with client applications.
The information provided in an application is serious business. Mistakes, whether intentional
or not, can void a policy or reduce benefits and lead to a lot of trouble for your client and you.
Use mini-disclosures to evidence a position and reasoning. For instance, assuming your
state regulator and company approve, the applicant could be asked to write "I have read
everything on this page. The answers are true".

Step 8
Get connected to the latest office protocol systems. The ability to access a note concerning

a client conversation or the way you “package” correspondence can make a big difference in
the outcome of a claim or avoiding one at the outset. You want a system that will produce
solid evidence not “hearsay”.

Step 9

Maintain and understand your errors and omission insurance. This policy is your “first line of
defense”, but know its limitations and gaps.

Now let's expand on some of these steps:

The Agent & Client Duties

The agent/broker generally assumes only those duties normally found in any agency
relationship. Your agency contract is a good source of basic duties. Overall, the basic duty
of agents is to select a company and a coverage and bind it (if you have binding authority --
casualty agents). Where clients have come to you and requested coverage, you need to
decide whether it is available and if the client qualifies.

Agents have a responsibility to know the differences in product he is selling, and while you
do not need to obtain “complete” coverage in every case, you have a duty to explain policy
options that are reasonably priced and widely available for the policy you are suggesting.

In some cases, agents have been responsible for “after sale” duties to see that a policy
continues to meet client needs. The more that your clients depend on you for their insurance
needs and the longer you do business with them, the higher your standard of care is in
selling and serving them.
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The Agent & Company Duties

In addition to agent/client duties, you have duties to your company. Again, your agency
contract is a good source to review. The problems occur in areas of fiduciary duties and
statutory duties.

When agents are sued by their insurer it is most likely for a violation of the law of agency.
Most agents are familiar with the term fiduciary duty. Between agent and principal (the
insurer), fiduciary duty of the agent prevents him from competing with the principal
concerning the subject matter of the agency or from making a "secret profit" other than what
is stipulated or agreed as commissions. Beyond this, however, agents are bound to his
insurer by other statutory duties. They include Duty of Care and Skill, using standard care
and skill; Duty of Good Conduct or acting so as not to bring disrepute to the principal; Duty
to Give Information by communicating with the principle and clients; Duty to Keep Accounts
by keeping track of money; Duty to Act as Authorized; Duty to be Practical and not attempt
the impossible; and Duty to Obey or comply with the principal's directions. A violation of
these duties can be considered grounds for termination or legal exposure to the principal or
insurance company.

Areas of additional concern include clerical mistakes, erroneous policy limits, omissions of
endorsement, misappropriating premiums, failure to disclose risk, failure to cancel or notify
cancellation, authority to bind, premium financing activities and unfair trade practices.

Agent Integrity

While many agents believe that "integrity” is a characteristic of choice, many state laws set
minimum agent responsibilities to follow, such as:

Qualifications: Insurance Commissioners have been known to suspend or revoke an
insurance agent if it is determined that he or she is not properly qualified to perform the
duties of a person holding the license. Qualification may be interpreted to be the meeting of
minimum licensing qualifications (age, exam scores, etc) or beyond.

Lack of Business Skills or Reputation: Licenses have been revoked where the agent is
NOT of good business reputation, has shown incompetency or untrustworthiness in the
conduct of any business, or has exposed the public or those dealing with him or her to
danger of loss. In Goldberg v Barger (1974), an application for an insurance license was
denied by one state on the basis of reports and allegations in other states involving the
applicant's violations of laws, misdealing, mismanagement and missing property concerning
"non-insurance” companies.

Activities Circumventing The Law: Agent licenses have been revoked or suspended for
activities where the licensee . . . (1) did not actively and in good faith carry on as a business
the transactions that are permitted by law; (2) avoids or prevents the operation or
enforcement of insurance laws; (3) knowingly misrepresents any terms or the effect of a
policy or contract; or (4) fails to perform a duty or act expressly required of him or her by the
insurance code. In Hohreiter v_Garrison (1947), the Commissioner revoked a license
because the agent misrepresented benefits of policies he was selling and had entered false
answers in applications as to the physical condition of the applicants. In Steadman v
McConnell (1957), a Commissioner found a licensee guilty of making false and fraudulent
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representations for the purpose of inducing persons to take out insurance by
misrepresenting the total cash that would be available from the policies.

Agent Dishonesty: Agents have lost their license because they have engaged in fraudulent
practices or conducted any business in a dishonest manner. A licensee is also subject to
disciplinary action if he or she has been convicted of a public offense involving a fraudulent
act or an act of dishonesty in acceptance of money or property. Furthermore, most
Insurance Commissioners will discipline any licensee who aids or abets any person in an act
or omission which would be grounds for disciplinary action against the persons he or she
aided or abetted.

In McConnell v Ehrlich (1963), a license was revoked after an agent made a concerted effort
to attract "bad risk business" from drivers who licenses had been suspended or revoked.
The Commissioner found that the agent had sent out deceptive and misleading solicitation
letters and advertising from which it could be inferred that the agents could place automobile
insurance at lower rates than could others because of their "volume plan”. Moreover, the
letters appeared to be official correspondence of the Department of Motor Vehicles. Clients
would be induced to sign contracts with the agents where the agent would advance the
premiums to the insurance company. The prospective insured would agree to repay the
agents for the amount of the premium plus "charges" amounting to an interest rate of 40
percent per annum. The interest rates charged were usurious and violated state law.

Catchall Category: In addition to the specific violations above, most states establish agent
responsibilities that MUST NOT violate "the public interest”. This is an obvious catchall
category that has been used where agents have perpetrated acts of mail fraud, securities
violations, RICO (criminal) violations, etc.

License Responsibilities

There are agent responsibilities necessary to maintain licensing in "good standing™:

License Authority: A person or employee shall not act in the capacity of an agent/broker
without holding a valid agent/broker license. This becomes the "age-old test" of what
activities constitute an insurance producer. It is generally assumed that anyone quoting
premiums or terms of an insurance contract should be licensed. However, insurance
departments across the country have pushed to constantly expand the definition of who in an
agency should be subjected to licensing as an insurance producer. To avoid unintentional
noncompliance, many agency principals have licensed almost all staff members, regardless
of how limited and passive the functions they perform. By contrast, the staff of insurance
companies are exempt from producer licensing for a wide variety of service functions such
as collecting premiums, mailing and delivering insurance policies and taking additional
information requested by the agent or the insurer concerning and applicant or other
transaction over the phone.

At the agency level, some insurance departments require agencies to be licensed both as
corporate entities and as individual agency owners and principals.

Temporary licensing can be requested when the agency principal or owner dies or to fill a
void in an insurer's marketing force. This allows the surviving family to conduct business
with existing clients. These licenses are usually limited to 30-days with two renewals for a
total of 90 days.
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Recent controversy has surfaced concerning the granting of producer licensing and special
privileges (exemption from licensing) to special interest groups like financial institutions and
self-insured group purchasers. Independent agents are protesting this treatment and have
requested new rules be established by the National Association of Insurance
Commissioners.

Notice of Appointment: In addition to license requirements, states generally require a
notice of appointment be filed with the insurance department. This document is executed
between the agent and insurer and authorizes the agent to transact one or more classes of
insurance business. An agent may be appointed with several insurers. Upon termination of
all appointments, an agent's license becomes inactive. While inactive it can be renewed and
reactivated by the filing of a new appointment.

License Domicile: Agent domicile is a rapidly changing area of law. Currently, many states
will grant non-residents a producer license. The rules are fairly straightforward: Agents and
brokers of insureds with exposures in several states must be licensed in those states before
they can collect a commission for the coverage they have written. However, since a non-
resident agent "exports" premiums and business outside a given state, many states are
beginning to erect barriers to prevent outside solicitation. One state (Texas) has strictly
prohibited agents and firms from entering to solicit property/casualty insurance business (life
and health sales are permitted) without forming a corporation or agency and physically
opening a Texas office. Soliciting is defined as direct mail, telephone or any other form of
communication, such as fax.

Other new rules and regulations enacted in some states require that insurance policies be
countersigned by licensed resident agents of the insurer, regardless of where the contracts
are made or the residency of the insureds. Many states require proof of continuing education
credits for non-resident agents in those lines of insurance they are licensed or physically go
to the state and pass a test before renewal or relicensing.

Display of License: Most states require that an issued license be prominently displayed in
the agent's office or available for inspection. Where the business entity is a "fictitious name”,
such name should be registered with the insurance department.

Records: Agents, should maintain a record-keeping system that will provide a sufficient
"paper-trail" to identify specific insurance transactions and dates. At a minimum, such record
systems should track the name of the insurer, the insured, the policy number and effective
date, date of cancellation, premium amounts and payment plans, dates premiums are paid
and forwarded or deposited to a the insurer or trust account, commissions (and who gets
them). Where an agent trust bank account is used, agents should maintain all bank
statements, deposit records and canceled checks. Most records should be kept for a total of
5 years after the expiration or cancellation of the policy. Some states require that records be
maintained "on-site" for one year after expiration or cancellation or stored off-premises but
available within two business days.

Agent Files: While agent files may not be law in certain states, every policy transaction
should be separately filed and include a copy of the original application for insurance or a
memo that the client requested coverage, all correspondence between agent/client and
agent/insurer, notes of client meetings and phone conversations, memorandums of binders
(oral or written) and termination/cancellation dates with proof of notification.
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Agent Business and Marketing Practices

Agents should pay particular attention to the responsibilities they have in the following areas:

Applications: Proper attention to the completion and submission of applications cannot be
stressed enough. Spend at least 50% more time than you do now on applications. Mistakes
by you or a client can void, decline or reduce coverage. Be accurate, timely and explain to
clients the serious nature of misrepresenting information they provide. Tip: Use mini-
disclosures in applications to note the source of suspicious information or to justify your
reasoning, e.g., if you are basing an exchange on an IRS code, include the code section in
the application.

Concealment: Concealment is neglecting to communicate what the agent knows or ought
to know to be true. Concealment can be intentional or unintentional: In either case the
injured party is entitled to rescind the contract or policy. Communication that is generally
considered exempt from concealment include: Matters which the client/insurer waives
(refuses or declines to discuss), matters which are not material and matters which, in the
determination of the "prudent man theory", the other party ought to know.

Presentations, lllustrations & Quotes: It is illegal to induce a client to purchase or replace
a policy by use of presentation materials, illustrations or quotes that are materially
inaccurate.

Misrepresentations: An agent, broker or solicitor shall not misrepresent any material fact
concerning the terms, benefits or future values of an insurance contract. This will include
misrepresenting the financial condition of an insurance company, making false statements on
an application, disclosure of State Guaranty Fund backing of insurance contracts (some
states), making false statements or deceptive advertising designed to discredit an insurer,
agent or other industry group, making agreements that will result in restraint of trade or a
monopolizing of insurance business, etc.

Twisting & Churning: The act of "twisting" or “churning” is defined as misrepresentation or
comparison of insurers or policies for the purpose of inducing a client to change, surrender,
lapse or forfeit an existing policy. Agent violators may be subject to fines, imprisonment
and/or license suspension/revocation.

Redlining: An agent/insurer may not refuse to accept an application for insurance or cancel
a policy based on a person's race, marital status, sex or religion. New proposals before
Congress are targeting redlining violators (insurers and agents) who are withholding
insurance protection in certain metropolitan areas.

False Claims: It is unlawful for an agent to submit a false or fraudulent claim to receive
insurance loss proceeds. This includes "staging" or conspiring to stage accidents, thefts,
destruction of property, damage or conversion of an automobile, etc.

Unfair Business Practices: It is a violation in most states for agent/brokers to fail to act
promptly and in good faith regarding an insurance claim, fail to confirm or deny coverage
applied for within a reasonable time, dissuade a claimant from filing a claim, persuading a
client to take less of a claim than he or she is entitled to, fail to inform and forward claim
payment to a client or a beneficiary, fail to promptly relay reasons why a claim was denied,
specifically advise a client NOT to seek an attorney when seeking claim relief, mislead clients
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concerning time limits or applicable statutes of limitation concerning their policy, advertising
insurance that the agent does NOT have or intend to sell, use any method of marketing
designed to induce a client to purchase through the use of force, threat or undue pressure,
use any marketing method that fails to disclose (in a conspicuous manner) that the agent is
soliciting insurance and/or that an agent will make contact.

Policy Replacement: (Certain states) Agents must clearly disclose in writing, signed by
the client, their intention to replace insurance with a new policy and that the existing
insurance will lapse, be forfeited, surrendered or terminated, converted to a paid-up or
reduced paid-up contract, etc. A copy of this "replacement notice" shall be sent to the
existing insurer (by the new insurer). Additional requirements typically include the
completion of specific sections of the insurance application where the agent must
acknowledge that he or she is aware of the replacement.

Privacy: Information gathered in connection with an insurance transaction should be
confidential and have specific purpose. Clients are entitled to know why information is
needed and have access to verifying its accuracy where a claim or application is denied.

Agent Ethics

It is difficult to discuss matters of agent responsibility and reducing liability without exploring
ethics. As it relates to insurance agents, ethics go beyond the maintenance of "moral
standards”. Insurance ethics involves the maintaining of honest standards and
judgments that place the client first. To keep it simple, just remember the old adage “the
customer is king”.

Someday, it may be real important for a court and jury to hear that you have a history of
serving the client without consideration for how much commission you made or how busy
you were, i.e., you are a person with good ethics. Take the case of Grace v Interstate Life
(1996). An agent sold his client a health insurance policy while in her 50's. After the client
reached 65 he continued to collect premiums despite the fact that Medicare would have
replaced most of the benefits of her policy. The court did not look favorably on the agent’s
lack of duty to notify his client.

Ethics exist to inspire us to do good. Having high ethical standards, can be more important
than being right because honesty reflects character while being right reflects a level of ability.
Unfortunately, the insurance industry, like many industries still rewards ability. There are, for
example, plenty of "million dollar" marketing winners and "sales achievement awards", few, if
any, "Ethics & Due Care" certificates.

The work of an insurance agent often impacts the entire financial well being and future of
businesses and families. Ethics place the interest of these clients above an agent's
commission. Being ethical is being professional but the gesture goes beyond the mere
compliance with law. It means being completely honest concerning ALL FACTS. It means
more than merely NOT telling lies because an incomplete answer can be more deceptive
than a lie.

Instilling ethics is a process that must start long before a person chooses insurance as a
career. It is probably part of the very fiber that is rooted in lessons parents teach their
children. So, preaching ethics in this book may not be incentive enough to sway agents to
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stay on track. It may be easier to explain that honesty and fair play could mean cleaner
sales and lessen the possibility of lawsuits.

Disclosure

Without a proper disclosure of facts and terms, it will be impossible for your clients to make
informed decisions. Not surprising, failure to disclose important policy or product information
is a major area of conflict leading to denied claims and lawsuits involving agents and insurers
alike. What can you do to minimize disclosure conflicts? First off, make sure you tell the
truth; the whole truth; and nothing but the truth when selling product. To make sure that you
clients have understood what you said, develop a standard procedure (backed up in writing)
of asking the 3 closing questions:

Have | given you all the information you need to make a decision?
Does the information or policy make sense?

Is there something else | can answer for you to assure you that this is the right solution
based on your needs and objectives?

Client Disclosure

Many agents have also resorted to limiting contracts and disclosures for clients to review and
sign prior to any purchase decision. It may be common, in years ahead, to attach such
statements to each and every policy or even require clients to sign one prior to any insurance
discussions, much like doctors have patients sign disclosures in advance of services. The
sample on the next page was composed by an agent's association and is provided for
educational purposes only. Before using any disclosure letter speak to an attorney for
approval. Also, know that specific products may require different wording.

Sample Agent / Client Disclosure
(Speak to an attorney before using ANY disclosure form)

Dear Client;

As you know, we are an insurance agency and not an insurance company. Our service to
you includes the pricing and presentation of various insurance programs which may fit your
needs, and the transmittal of your application to the insurance company. There are,
however, limitations to our service, including the following:

1) Premium quotation and coverage are controlled by the insurance company and may be
subject to change. We do not warrant or guarantee that a premium or coverage quoted by
an insurance company will be identical to the ultimate premiums or coverage of the policy as
issued by the company. There is no coverage promised or implied beyond the policy as
written and endorsed. Your acceptance of the policy replaces all other agreements, either
oral or written.

2) While we are pleased to provide to you and explain the industry ratings of a particular
company or alternate insurers, we do not make any independent investigation of a specific
company's solvency or financial stability. We do not warrant or guarantee that any insurance
company will remain solvent, and we will not be liable to any insurance applicant or insured
for the failure or inability of an insurance company to pay claims.
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3) Insurance companies rely on the truthfulness and accuracy of information provided in the
application. It is your sole responsibility to complete the application accurately, and if the
insurance company should deny a claim based on its contention that the application has not
been truthfully or accurately completed, we take no responsibility for such inaccuracy.

We ask that our client applicants signify their understanding of the foregoing points and their
agreement to defend, indemnify, and hold us harmless against any loss or liability which may
arise from the applicant's failure to truthfully and accurately complete the application, by
signing and dating this letter in the place provided below and returning the copy to us. Kindly
do so at your earliest convenience.

Accepted by

Additional attachments to this letter could disclose options the client chose to refuse, such
as: The opportunity to seek tax, legal or business advice prior to making any insurance
purchase or the availability and cost of various options or riders to a policy that were
available and suggested at time of purchase (waiver of premium, higher deductible options,
exclusions, etc).

Also, you should consider using mini-disclosures in your applications. For instance, if you
were basing the exchange of two policies on a specific IRS Private Letter Ruling, why not cite
it in the application?

Agents have successfully used disclosures to qualify a promise of coverage as in T.G.l. East
Coast Construction v Fireman’s Fund Insurance (1985). Here, an agent’s letter to a client
regarding future coverage commitments included a very important disclosure:

“You will be covered subject to our normal underwriting requirements.”

Of course, when the time came, the client automatically assumed he was covered. However,
on the strength of the disclosure, the courts disagreed.

Agents may also want to use disclosures to narrow the scope of their duties. For example,
agents have been held liable for NOT securing "complete” coverage. If an agent is unwilling
to assume responsibility and take the time necessary to provide "complete” coverage, it
might be wise to disclose that coverage is for a specific property, condition or a specific
insurance carrier. Further, it might be appropriate to say that the agent has NOT reviewed
client coverage needs concerning leases, contracts, directors, product liability, estate taxes,
etc.

In Eddy v Sharpe (1988) an agent proposal included the following disclosure:

“This proposal is prepared for your convenience only and is not intended to be a complete
explanation of policy coverage or terms. Actual policy language will govern the scope and
limits of protection afforded.”

While this seems to cover any omission the agent might make in his proposal, he was found
liable for client losses because his proposal also listed eight specific exclusions of the policy.
Unfortunately, the one he left out was the peril that damaged the client’s policy.
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While nothing will prevent legal action by a disgruntled client, an agent would be better
ahead to be able to demonstrate client knowledge in advance of the sale. Further, some
legal advisors recommend inserting a binding arbitration clause to hopefully circumvent the
long, expensive process of a judicial proceeding. Only a competent attorney should prepare
these types of disclosures and clauses.

Insurer Disclosures

As between agent and insurer, the obligations and duties of both should be fully disclosed in
the agency agreement, general agency agreement or explicitly detailed in other written
documents. Agents reading these documents should be clear on issues of authority (what
the agent/broker can and cannot do), advertising (what compliance is the agent subject to),
waivers, venue (governing law of state), materials and records, rules & regulations,
supervision, audits, commissions, special conditions, indemnification, termination conditions,
etc.

As accountability grows, some agent contracts are including aggressive hold-harmless
agreements that impose liability on agents for any claims, regardless of fault, while others
contain personal indemnification clauses that place an agent's home and personal assets at
risk. Here are just a couple of examples:

Loss of insurer indemnification if there is any wrongdoing by the agent.

Forfeit of all agent profit-sharing and override payments earned if the agent is
terminated.

Agent indemnification of the company even if the insurer was the significant contributor
to the liability.

Clearly, you would have a difficult time defending your position if you have signed documents
with this wording . . . read your agency agreements!

Agents and brokers have been sued by their insurers for failure to comply with terms of
agency agreements ranging from gross misappropriation of premiums to seemingly small
violations involving clerical errors. In many of these cases, the attorney for the defense had
to go beyond the written disclosure by defending the agent or broker on the following points
of law:

Agency Relationship: Without specific contractual ties, the agent's primary duty to the
insurer is to collect premiums and delivery the policy. The extent of any agency relationship
between the agent and insurer beyond collecting the premium and delivery the policy is
governed ONLY specific agency agreement or binding authority.

Proximate Cause & Reliance: In cases where the insurer sues a broker for failing to supply
correct or complete information on the risk or client, brokers have countered that the insurer
would have agreed to underwrite the risk even if he had not supplied correct or complete
information. As a practical matter, it is rare to encounter liability insurance litigation in which
the insurer can prove that it would not have provided coverage if better information has been
provided.

Estoppel: An insurer who has had a long course of dealing with a given broker/agent may
well have been willing, over the years, to overlook shortcomings in the information a broker
provided the insurer. In some cases, brokers are allowed to "bind" coverage and later
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provide additional information. If the same insurer brings an action against the broker after a
loss has occurred, the broker may be able to point to the insurer's past practices as the basis
for an estoppel argument.

Ratification: When an insurer can be shown to have a practice of issuing policies even
though the broker has supplied incomplete information, the broker may be able to establish
that the insurer has ratified the broker's actions and adopted them as the insurer's own.
Ratification of unauthorized acts of an agent can be sufficient in some cases to release the
broker/agent from liability to the principal.

Errors & Omissions Insurance

Like other professionals, insurance agents should carry their own errors and omissions
insurance. One author suggests that the highest level of agent ethics occurs when errors
and omissions insurance is purchased for the protection of clients. While this is indeed a
noble gesture, it is more likely that agents purchase these policies for more selfish motives.
After all, we have entered an era of high accountability and cannot hope to survive a major
claim without this protection. In some states, for example, the punitive awards can be as
high as three times the amount of compensatory awards (some policies do not cover punitive
damages).

Faced with these kinds of actions, insurers, who many times foot the bill for agent mistakes,
are less timid about suing their agents and brokers for any malfeasance. Of course, to some
extent, the very existence of errors and omissions insurance may be a factor in an agent
being named in litigation that he may otherwise have avoided. In a case involving several
security salesmen, for example, a pre-trial judge asked for a show of agents who did NOT
have errors and omissions insurance. They were excused from the case! This could happen
again, or not at all. Who wants to take the chance?

There is no standard errors and omissions policy. Most policies are written on a claims-
made basis rather than on an occurrence basis. Claims made means the insurer is ONLY
responsible for claims filed while the policy was in force. This could represent a problem
down the road a few years, if the agent moves or retires. Even death is not an excuse,
where a "hot shot" attorney can file his client's claim against the agent's estate!!

Policies today also have some very significant limitations, caps, gaps, consent clauses and
relatively high deductibles. So many loopholes, in fact, that an agent is likely to feel the
financial impact of any litigation almost immediately and under certain conditions may receive
NO protection whatsoever. Some older style policies even require the agent to pay the entire
claim before the errors and omissions insurer has any obligation at all. These are referred to
indemnification policies.

In many instances, the choice of a errors and omissions policy doesn’t center on the limits or
features an agent wants, rather it comes down, for many, to what the agent can afford.
Unless agents find a way to finance the huge premiums, through banks or association
groups, this often leads to the agent accepting many policy exclusions.

Exclusions

Aside from the primary limits of the policy ($1 Million seems to be the limit of choice for most
agents) the cost of defense is the most important exclusion to watch. Does your errors and
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omission policy include defense costs as part of the limit? If so, the amount of money
available to pay monetary or punitive awards will be significantly reduced. Defense costs
can also be limited to a percentage of policy limits. Here, when the number is reached,
you start paying for the balance of defense costs. Obviously, the best errors and omission
plan will pay for all defense costs in addition to policy limits.

The claims-made exclusion is the next consideration. If you have one, you will be covered
for only the claims that occur while the policy is in force. If so, how will you handle a claim
problem that occurs down the road, say at retirement, when you have dropped your policy?
Actually, you may have little choice in the matter since most policies today are written on a
claims made basis versus an occurrence basis. However, there are endorsements,
discussed later, that can help protect you in the “down the road” scenarios.

In addition to the claims made limitation, there are many other important coverage
exclusions an agent must consider, such as: insurer insolvency, receivership, bankruptcy,
liquidation or financial inability to pay; acts by the agent that are dishonest, fraudulent,
criminal, malicious or committed while knowing the conduct was wrong; promises or
guarantees as to interest rates or fluctuations of interest rates in policies sold, the market
value of any insurance or financial product or future premium payments; activities of the
agent related to any employee benefit plan as defined under ERISA; agent violations of the
rules and regulations of the Securities Exchange Commission, the National Association of
Security dealers or any similar federal or state security statute; violations of the provisions of
the Consolidated Omnibus Budget Reconciliation Act (COBRA); discrimination or unfair
competition charges, violations of the Racketeer Influenced Corrupt Organizations Act
(RICO), and structured settlement placements.

In most of the instances above, the standard agent's errors and omissions policy WILL NOT
PAY a claim. In the case of an insolvent company that retains client's money or refuses to
make good on a claim, the agent WILL NOT even be defended according to specific terms
that exist in most policies.

Also, be aware of specific limitations. You may not be covered errors and omissions in the
following areas: punitive damages, business outside the state or country; failure to give
notice if new employees or agents are added to your staff; fraudulent or dishonest acts of
employees or agent staff; negligence may be covered, but bodily injury and property damage
may not; judgements -- some policies only pay if a judgement is obtained against you; some
exclude contractual obligations in the form of “hold harmless” clauses (watch them); outside
services like the sale of securities, real estate or notary work.

Most errors and omissions policies are far from perfect. However, before losing interest in
buying this valuable coverage, you should consider the high costs, and lost production time,
associated in the defense of even one protected client claim and any subsequent judgement
requiring an agent to pay any deficiencies and possible attorney/court fees. The cost of the
average errors and omissions policy is cheap when compared to these costs.

If you want your errors and omissions to do more, you can pay more and upgrade your
coverage. Critical policy options that you might consider include first dollar defense
coverage, defense costs in addition to policy limits, adequate liability limits ($1 million
minimum), the availability of prior-acts coverage and coverage carrier solvency.
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Obviously, the concerned agent would do better to avoid malpractice claims at the outset by
doing everything possible to investigate safety and solvency of any proposed carrier, acting
professionally, keeping current, due care, etc. Further, there is no substitute for operating in
a prudent, ethical manner rather than rely only on an errors and omission policy. After all,
can there be any point to work and build a practice to lose everything to the dissatisfaction of
one client?

E&O Claims

If you feel you have a potential errors and omissions claim, you should first review your
policy to follow the reporting requirements that need to meet. Most E & O carriers want you
to report an incident right away. However, it is important to know what your company
determines to be an “incident”. Is it an actual claim? Is it a threat of a claim? If in doubt, you
might want to call the company anyway and discuss it with them.

Generally, it is in your best interest to cooperate fully with the company by assisting in any
evidence gathering and witness lists. However, this same spirit of cooperation does NOT
always extend to your client. Most errors and omissions insurers do NOT want you or any
staff member to make any voluntary admission of guilt to the client. Never blame the
insurance company in any way or make any statement that might lead them to believe that
the situation will be cured. While you can be cordial and calm in dealing with the client, be
careful NOT to give any advice, legal or otherwise. If you are absolutely positive the claim is
wrong, you can deny it, but never offer to settle.

If the situation involves a claim between the agent and a represented insurance company,
the same precautions must be taken. In essence, you can’t afford to “prejudice” your case in
any way. For example, in McDaniel v Sheperd - 1991, an agent approached an injured
insured, told her not to get an attorney, offered to get her an attorney, and offered her money
in exchange for a release of liability for all known and unknown personal injuries she incurred
in an accident. The court pursued him for constructive fraud. This type of activity is a clear
violation of an errors and omissions contractual promise and a sure way for coverage to be
canceled.

Also remember that cooperation extends to any settlement offer proposed by your errors and
omissions company. If your E&O insurer suggests a settlement offer that you publicly
disagree with, and the case ended with a higher judgement, you could be held liable for the
difference as well as any amounts that exceed policy limits.

Office Protocol

Properly used, an agent's office automation and procedures can help to avoid costly claims
or at least control E&O losses. For example, a sound basis for a defense can be established
if an agent produces documentation, records of phone conversations regarding binding and
specific coverages or records that show a clients decision to reject a recommended
coverage. The client would have a hard time proving otherwise. Some liability claims have
hinged on a hastily scribbled note confirming that a disputed conversation took place.

The legal purpose of documenting client transactions is to establish evidence. Evidence can
be parol evidence which is oral (difficult to prove in court), or it can be hearsay evidence
(behind the scenes notes) which are written but not generally admissible unless it is collected
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under ordinary business rules. You should develop standard operating procedures
which require the following evidence rules for the best protection possible:

Reduce oral agreements to writing as soon as possible and indicate that the written
document is the entire agreement.

Handle ordinary course of business using an operating manual that is followed
consistently, e.g., You offer a special endorsement coverage to everyone and log their
acceptance or denial in the client file.

Instead of “post-it” notes and scattered comments in client files make a point to transfer
the content of these notes to a formal log kept in every client file.

Following are some areas of office protocol that may make or break a claim against an
agent:

Automated Equipment

Computers and the diary capabilities they present provide up-to-date documentation that can
be used to verify an agent's defense. Electronic "date-stamping" can also be valuable as can
fax messages concerning any client/agent contact concerning the dispute. We use a
program called “Maximizer” which allows a quick location of a client file and fast entry of the
conversation. Retrieval is a snap.

Application For Insurance

Complete and legible copies of the original application for coverage are extremely important.
They presumably show the "intent" of the insured when he took out the policy, what he
communicated to the agent regarding his wishes, whether the agent followed his wishes as
to coverage requested and whether the insurance company followed the wishes of the agent
who requested a policy of insurance pursuant to the wishes of the insured. Also, a material
misrepresentation of fact by the insured in his application may cause the policy to be
declared void (American Family Mutual Insurance Co v Bowser - 1989)

The Agent's File

In a legal action involving an agent or his insurer, a client's attorney will always attempt to
secure a copy of the agent's file. It will show his knowledge of the insured's intent for specific
coverage, communications between the agent and the insured about securing these
coverages and the communications between agent and the underwriting department of the
insurer. In State Farm Fire & Casualty v_Gros (1991), lack of notation regarding a client
conversation three years before the loss was evidence upon which a jury concluded that the
agent misrepresented the terms of the policy to the insured.

By law, insurance companies generally have access to your files. So, it would be wise to
NEVER make a derogatory comment about a client in these files. Also, when a claim or
potential claim situation surfaces, it is always a good idea to check with your errors and
omissions insurer before turning over any documents.

As the industry edges closer to “paper less” filing it is important to understand that ALL files
(paper, electronic, fax, post-it notes, etc) are considered evidence and can be used on your
behalf or against you. Certain documents, such as applications with original signatures still
need to be kept in paper form.
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Effective Verbal Communication

Verbal communication is critical to effective loss control. Many claims can be avoided if the
agent will take the time to confirm all parties’ understanding in each transaction.

In order to do this the agent should always repeat his understanding to the client when
handling an instruction or request. The agent should never assume any detail about the
insured property.

When he is recommending certain coverage, he must thoroughly explain the options and the
consequences of each decision. He must be sure that the client understands his current
coverage.

Effective Written Communication

Documentation is written confirmation on all verbal instructions. It is also a written record of
all that that has been done, and what needs to be done in the future. Lawyers are always
instructing their clients to document.

Methods: Insurance agents should document all instructions and transactions. He should be
sure and obtain the client’s signature whenever necessary, even if it has to be on a piece of
scratch paper. The note should be specific with details, date and time, and then signed by
both the insured and the agent.

Normally standardized forms are the preferred method of documentation. These should all
have a section for remarks and the insured’s signature. Letters are another way of written
communication with the client. The letter reinforces or acknowledges what has already been
discussed verbally. Many times this can alert either the agent or the client to an error or
misunderstanding in their communication. A signed release from the insured should be used
for special requests or rejections of coverage.

Clients will often say they “never received” a letter or cancellation notice or “it was not in the
envelope you sent. Experts suggest that using window envelopes and various methods of
proven delivery, like Western Union, Certified Mail or United Parcel will provide you with a
tracking record. Additionally, if the insured acknowledges receipt of a window style
envelope he can'’t say there was nothing inside since the address was on the letter showing
through the envelope window.

Purpose: Ifan insurer refuses to provide coverage, the agent should communicate that
information in writing so that the client does not assume that he has coverage when he does
not. If a client rejects coverage by the insurer, that rejection should be confirmed in writing
from the insurance agency.

Coverage limits especially for bodily injury or property damage limits should be in writing on a
sign-off form. These forms are a communication device to indicate to the client that higher
limits are available. They should be signed at every renewal for every level of coverage. A
signed application is no longer sufficient proof that the limits are the insured’s intent.

The agent should discuss the limitations of the coverage in writing. This can be done with a
phrase such as “If there are any other exclusions or limitations in the policy that you would
like to have explained, please call me”.
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A quote is an estimate of the price for coverage the insured needs or wants. It is a statement
of options available and the decisions made by the insured. It describes in detail the offer of
coverage by a particular insurer. It is not evidence that coverage is in effect or a substitute for
a signed application. A quote, known also as a proposal or illustration, will communicate what
the insurer is recommending, and what the cost of the coverage will be.

The quote or proposal should be in standard format and language. It should communicate
specifically to the client what he should do to effect coverage. All options and limitations
should be listed clearly. There should be a disclaimer regarding the purpose of the quote
included.

Effective Fax Machine Communication

It is very important for the agent to understand the loss exposures involved with
communicating via a fax machine. These exposures depend upon how faxes are transmitted
and received.

Both the agent and the client should communicate about the confidentiality level of the
information being faxed. Both should approve the sending of the material, and be notified
ahead of time that confidential material is being faxed. The faxes should be delivered
immediately to the appropriate person, and responded to. Important documents require a
confirmation of receipt.

Fax signatures may be considered legal, but whenever possible all forms should have
original signatures. Fax confirmation of date and time can be critical; so they should always
be stapled to the document or the document should be stamped with the date. The sender
should be notified if a fax does not come through properly.

A faxed request for coverage that is received in the agent's office after hours does not
confirm coverage. However, even though the fax may communicate an offer of a risk, the
insurer has not accepted that offer. Because of this potential in miscommunication, it is wise
to leave the fax machine on even when the insurance agency is closed.

Effective Telephone Communication

Speaking over the telephone has become so common that it is easy to forget that it can be
the cause of serious errors in communication. One of the ways to avoid misunderstanding is
to document telephone conversations. Activity records of all telephone conversations can be
an effective tool in defending an agency against lawsuits. The agent should never depend
solely upon answering machines or voice mail for records of communication. There is too
much room for error. Pocket recorders are the most reliable means of verbal records.

Documentation is especially critical in conversations requiring action. No action should be
taken based merely on a telephone conversation. If a change in coverage has been
discussed, no action should be taken until a signed and dated confirmation is received from
the insured.

Another danger in telephone communication is incomplete information. The agent should
have a standard form that he follows in leaving telephone messages which includes all the
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necessary information such as date, time, name of caller and company, purpose of the call,
request for return call, etc. and a return phone number.

E-Mail

E-mail messages and correspondence is fast replacing written memos, faxes, phones calls
and more. The ease of use, however, may hide liabilities that you need to address. For
instance, confidential notes or information can be unintentionally sent without saving a copy,
or worse yet, sent to the wrong party. E-Mail users often hit the “enter” key before they think,
and just hitting “delete” doesn’'t automatically eliminate a message or derogatory remark.
The system may “back-up”.

E-Mail communications are just as binding, admissible and prohibitive in court as other
communications. Attorneys are finding damaging information in E-Mail files that they can'’t
find elsewhere. That is why it is imperative to have use guidelines for E-Mail.

For liability purposes, all parties who have access to E-Mail in your company should apply
good judgment. They should communicate with E-Mail as they would in a public meeting.
Sensitive information should be encrypted to protect it from being transmitted via the Internet.
For the best protection, use software that requires passwords.

Operations Manual

As you read above, standard operating procedures are steps that you follow consistently
in selling and serving clients. Standard procedures can be critical in establishing your notes
and records as usable evidence in a trial. Further, it can be suggested that an agent who is
careful to follow set procedures is usually found to be more credible in his own defense.
Both are important reasons to document procedures in an operations manual. Some errors
and omission insurers are requiring agents to have and see their operations manual before
coverage can commence. You should also be aware that in an insurance dispute, the
existence of such a manual may be uncovered. From a defense standpoint, the manual
and your adherence to it may prove that you are a diligent agent. From a plaintiff's vantage,
non-compliance of policy procedures that you establish may work against you.

Your operations manual should cover procedures for dealing with client applications, claims,
policies and certificates, insurance companies and any special services you plan to offer.
The following is a basic outline of information that could be included in your manual.
Because agencies and insurances differ widely, you will want to add issues that are specific
to your business before implementing any procedures.

Client needs and requests should always be noted in the file. Many agents routinely take
5 minutes after a client interview or phone call to document the needs and requests of
the client in the file. Even if you have to shut the door and set the answering machine,
this is important.

Always be consistent. If you ask one client to accept or deny a specific endorsement or
make sure that you ask the same question of others.

Note the date or nature of all correspondence that notifies a client that his application
has been accepted or denied. Equally important is logging notification of clients or
potential clients that coverage is NOT available.

Create a “hot list” or “follow-up” file for ALL transactions that require additional review. A
contact management or database system is excellent for noting the need to review the
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client file within 10 days, 20 days or on a specific date to check a renewal, ordered
endorsement, etc.

Your operations manual should also layout office procedures to be followed for handling
and logging phone messages, faxes (copy thermal paper before putting in file), e-mail,
photographs,, microfilm, proof of mailing receipts as well as how long and where storage
and “deep storage” of records will be kept. Standard procedures using window
envelopes (advisable) for all notifications should also be established.

As mentioned above, all oral agreements and binders should be reduced to writing and
dated in the file.

Policies received should be checked against “specimen policies” to be sure it is the
same contract and against the client application to be sure it meets client needs
Endorsements should be processed as soon as possible. Make notes that show the
policy has been endorsed and create a follow-up system that compares any
endorsement papers mailed with the endorsement received from the insurance
company.

Cancellation procedures should comply with state regulations and policy provisions.
Notices to client should be tracked and posted in the client file. Also, be sure that the
client does NOT continue receiving a bill after cancellation.

Renewals should be sent within a specified time before expiration of the policy (usually
60-90 days). Experts agree that if you can't reach the client you should order the
renewal anyway. Posting and tracking any notices to file is very important.

Expirations should comply with state and policy provisions. Always notify client of any
expiration.

Claims should receive immediate attention and all requests should be promptly sent to
the insurer. A follow-up note to the file should be prepared. Don't tell the client that the
claim will be paid unless you are absolutely sure. Don'’t offer any legal advice to the
client. Compare claim awards to policy limits for accuracy.
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CHAPTER SEVEN

CONSUMER PROTECTION
7 PRACTICES

Rules and regulations vary from state to state. There are, however,
widely accepted codes of behavior expected from licensed agents that fall under the
category of consumer protection. Some of these laws live and breathe outside the venue of
insurance codes. However, they are just as lethal and can't be ignored.

Conflicts that surface in the consumer protection area are usually the
result of violations in advertising and deceptive or unfair trade
practices. Agents in the real world find it near impossible to know each
and every consumer statute, yet a single mistake could jeopardize a
career and personal assets. Sometimes, it is the tiny indiscretions in
business that create the problem. For example, placing a small and
seemingly harmless “sub-title” on your letterhead that says
“Professional Services Guaranteed” could hold you accountable for
more than you bargained. Knowing what is expected of agents in the
consumer protection arena is the best place to reduce and avoid these problems.

Insurance Advertising

Insurance advertising is highly regulated with guidelines that differ from state to state. These
guidelines determine what is communicated in an advertising message, how it is
communicated, and how it looks. In fact, much of what agents communicate probably falls
under the legal definition of advertising. Failure to comply with state laws could require the
insurer and agent to cease doing business and incur penalties.

What is Advertising?

Advertising includes all materials designed to create public interest in an insurer, its
products, an agent or broker. This may include, but is not limited to: Product Brochures,
Prospect Letters, Sales Presentations, Agent Recruiting Materials, Newsletters, Business
Cards, Trade Publication Ads, Point-of-Sale lllustrations, Print/Radio/TV/Internet Advertising,
Stationary, Telemarketing, Telephone Conversations, Yellow Page Ads, Videos, etc. Most
insurance companies require agents submit these forms of advertising to compliance
departments for approval prior to publishing.

Blind ads which do not identify product features or rates are particularly vulnerable to
mistakes since they are typically not reviewed by compliance departments, although many
insurers will look them over as a courtesy. Due to violations in this area of advertising, many
states now require an agent’s license number be displayed in ALL forms of communication,
including blind ads.
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What Isn’t Advertising?

Communication used purely for internal purposes and not intended for public use is not
considered advertising, as well as policy holder communications that DO NOT encourage
policy modifications.

Advertising Compliance

The consequences of using nonapproved advertising are both severe and damaging.
Insurance regulators concerned about an advertisement's content may require that ALL
future advertising for the entire company be submitted for prior state approval. This would
be disruptive and time-consuming. Additionally, a violation in advertising may carry fines of
$1,000 or more per violation. As an example, 1,000 misleading flyers could be assessed a
fine of $1 million ($1,000 X 1,000). To avoid these kinds of conflicts advertising should
comply on several fronts:

Identity of Insurer or Product

If advertising focuses on a specific company it is advised that the FULL NAME of the
company be used along with the home office address (City and State). Initials or
abbreviations are not acceptable to most companies or insurance regulators.

For specific product ads, the policy or contract type should be clearly and accurately
identified.

Accuracy and Truthfulness

As a general rule, the advertising piece, when examined as a whole, cannot lead a person of
average intelligence to any false conclusions. These conclusions can be based on the literal
meanings of words in the ad and impressions from pictures or graphics as well as materials
and descriptions omitted from the advertising piece. In one case (McConnell v. Ehrlich -
1963) the agent lost his license for using prospecting letters that closely resembled official
correspondence from the Department of Motor Vehicles.

Specific words like “safety” should be supported using A.M. Best Ratings, etc., while terms
like “LEGAL RESERVE” should not be used at all. Absolute words like “all”, “never” and
“shall” should be avoided, while words such as “free”, “no cost” and “no extra cost” can be
included IF actually true and then ONLY if the one paying for the benefit is identified or if the
copy indicates that the charge is included in the premium.

Words that are not typically used in connection with a policy, like “investment”, “personal
pension plan”, “asset protector”, etc., should not be used in a context which leads a
purchaser to believe he is getting something other than an insurance product.

lllustrations and Quotes

There are many proposals by states, professional groups and organizations like the National
Association of Insurance Commissioners. Most require that agents disclose all assumptions
in the illustration or quote and explain and highlight any guaranteed portions as opposed to
anticipated results. Almost as important is whether nonguaranteed elements of the policy
are shown with equal prominence and close proximity to the guaranteed elements.
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Representations concerning withdrawals cannot be made unless reference is also made to
any prepayment or surrender charge. Where words like “tax free” or "exempt” are used, they
should be explained.

Comparisons, Ratings and Competition References

Comparisons made between policies and investment products, e.g., comparing an annuity to
a savings account or a split limit quote to a single limit estimate, must be complete, accurate
and not misleading. Agents have lost their license by using solicitations and letters that
inferred that insurance is available at lower rates than others because of a special “volume
plan”.  All statistical information should be recent, relevant and the source and date
identified. Any reference to a commercial rating should be clear in describing the scope and
extent of the rating. If an A.M. Best, S&P, Moody’s or other rating is advertised, the
appropriate disclosures should be given.

References to the competition should be factual and not disparaging. Comparisons to
competitor’s products ought to be fair and complete and there should never be a reference to
State Guaranty Associations as a means to induce the purchase of an insurance product.

Disclosures

If you display a rating from a commercial company you should use a disclosure similar to
this:

“A.M. Best has assigned (Company) an “A” (Excellent) rating, reflecting their current opinion
of the financial strength and operating performance of (Company) relative to norms of the
insurance industry. A.M. Best utilizes 15 rating classifications from A++ to F.

If your agency is located in a bank or other prominent corporate institution, the following
disclosure is appropriate:

Contracts are products of the insurance industry, and are not guaranteed by any bank or
company, or insured by the FDIC.

Also, if your product aligns with estate planning, financial planning, taxes or asset protection,
you might display the following caveat:

Neither (Company) nor any of its agents give legal, tax or investment advice. Consult a
qualified advisor.

Testimonials and Endorsements

Never use or imply an endorsement or testimonial by a person or organization without their
approval. Further, if a person or organization making an endorsement or analysis is an
employee of or has a financial interest in the Company or receives any benefit, it should be
prominently displayed.
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More Unfair Insurance Practices

While advertising is the most obvious trade practice violation, agents should be certain they
are not also participating in other unfair methods of competition or unfair or deceptive act or
practice in the course of their daily business, the subject our of next discussion.

Agents in question of unfair trade practice methods are typically subject to a hearing, usually
before the State Department of Insurance, to show cause why a cease and desist order
should not be made by the appropriate regulatory agency or board. After a hearing, if it is
determined that the agent's actions violate the rules of unfair competition and practices, a
formal cease and desist order may be served -- a warning. Violating such a cease and
desist order is typically subject to various dollar penalties and administrative penalties such
as injunctions, loss or suspension of license, and severe civil penalties such as high dollar
fines, damage awards, and court fees to the injured parties. In addition to advertising,
discussed above, areas of specific importance include:

Identification

Agents should clearly identify themselves as insurance agents promoting or selling an
insurance product.

Defamation

Defamation violations occur where an agent is involved in making, publishing, disseminating,
directly or indirectly, any oral or written statement, pamphlet, circular, article or literature
which is false or maliciously critical of or derogatory to the financial condition of any insurer
or which is designed to injure any person engaged in the business of insurance.

Boycott, Coercion & Intimidation

Most states consider it unlawful for licensed agents to enter into any agreement or commit
any act of boycott, coercion or intimidation resulting in or tending to result in unreasonable
restraint of, or monopoly in, the business of insurance.

False Financial Statements

Restrictions are very clear that an agent violates the law when filing with any supervisor,
public official or making, publishing, disseminating, circulating or delivering to any person,
directly, or indirectly, any false statement of financial condition of an insurer with intent to
deceive. This also includes making any false entry in any book, report or statement of any
insurer with intent to deceive any agent, examiner or public official lawfully appointed to
examine an insurer's condition or any of its affairs. Willfully omitting to make a true entry of
any material fact pertaining to the business of such an insurer in any book, report or
statement are similar violations.

Stock Operations

It is considered unlawful to issue, deliver or permit agents, officers or employees to issue or
deliver company stock, benefit certificates or shares in any corporation promising returns and
profits as an inducement to sell insurance. Participating insurance contracts, however, are
excluded from this category.
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Discrimination

An agent clearly violates insurance law in making or permitting any unfair discrimination
between individuals of the same class and equal expectation of life in the rates charged for
any contract of life insurance or life annuity or in the dividends or other benefits payable by
such contracts. Similarly, there shall be no discrimination between individuals of the same
class and of essentially the same casualty hazard in the amount of premium, policy fees, or
rates charged for any policy or contract of accident or health insurance or in the benefits
payable under such contracts. Discrimination can also occur where individuals of the same
class and of essentially the same hazards are refused renewability of a policy, subject to
reduced coverage or canceled because of geographic location.

Rebates

Rebates permitted by law are authorized. Otherwise, it is a violation in most states to offer,
pay or rebate premiums, provide bonuses or abatement of premiums or allow special favors
or advantages concerning dividends or benefits related to an insurance policy, annuity or
contracts connected with any stock, bond or securities of any insurance company. A rebate
may also be classified as any readjustment in the rate of premium for a group insurance
policy based on the loss or expense experience at the end of the first year, made
retroactively only for that year.

Deceptive Name or Symbol

Agents shall not use, display, publish, circulate, distribute or caused to be used or distributed
any letter, pamphlet, circular, contract, policy, evidence of coverage. article, poster or other
document, literature bearing a name, symbol, slogan or device that is the same or highly
similar to a name adopted and already in use. This includes ads designed to associate you
with or resemble government notices.

Deceptive or Unfair Business Practices

In addition to specified insurance codes, insurance agents must answer to generalized
consumer protection laws carrying titles such as "Deceptive Trade Practices" or "Unfair
Trade Practices". For the most part, these consumer laws apply to insurance and agents
because an insurance policy is deemed a service and the purchaser of a policy is deemed a
consumer. Therefore, insurance services fall within the meaning of widely adopted
consumer protection acts. Agents are also pursued under consumer protection laws
because some insurance codes do not specifically address certain questionable acts by
agents where the misrepresentation or fraud occurs outside the limits of insurance business.
In such cases, the damaged insureds or policy owners were not considered to be
"consumers”. By including the purchase of insurance services as a consumer transaction,
the additional protection of deceptive or unfair trade practices acts can be invoked.

The Uniform Consumer Sales Practices Act

The UCSPA was enacted by the federal government and adopted by many states to protect
consumers from deceptive marketing practices and establish a uniform policy. The essence
of this legislation, as well as local and state laws, is that "buyer beware" is an old attitude
now replaced by real laws and enforceable legal limits. The courts frown on oppressive and
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unconscionable acts and consider it the duty of any sales person and agent to disclose
information available to him which gives him an unfair advantage in a sale. False statements
constitute fraud, and the fine print in contracts may be construed, under certain conditions,
as an intent to conceal.

Unlawful Trade Practices

False, misleading or deceptive acts or practices in the conduct of any trade or commerce are
unlawful and subject to action by the appropriate codes of consumer protection. Such acts,
which may apply to insurance agents and brokers, include, but are not limited to the
following:

Passing off services as those of another.

Causing confusion or misunderstanding as to the source, sponsorship, approval or
certification of services offered.

Causing confusion or misunderstanding as to affiliation, connection or association with
another.
Using deceptive representations or designations of geographic origin in connection with
services.
Representing that services have sponsorship, approval, characteristics or benefits which
they do not have.
Disparaging services or the business of another by a false or misleading representation
of facts.
Advertising services with intent not to sell them as advertised.
Advertising services with intent not to supply a reasonable expectable public demand,
unless the advertisements disclose a limitation on quantity.
Representing that an agreement confers or involves rights, remedies or obligations which
it does not have or involve, or which are prohibited by law.
Misrepresenting the authority of a salesman or agent to negotiate the final terms or
execution of a consumer transaction.
Failure to disclose information concerning services which was known at the time of the
transaction if such failure was intended to induce the consumer into a transaction which
the consumer would not have entered had the information been disclosed.
Advertising under the guise of obtaining sales personnel when in fact the purpose is to
first sell a service to the sales personnel applicant.
Making false or misleading statements of fact concerning the price or rate of services.
Employing "bait and switch" advertising in an effort to sell services other than those
advertised on different terms or rates.
Requiring tie-in sales or other undisclosed conditions to be met prior to selling the
advertised services.
Refusing to take orders for the advertised services within reasonable time.
Showing defective services which are unusable or impractical for the purposes set forth
in the advertisement.
Failure to make deliveries of the services advertised within a reasonable time or make a
refund.
Soliciting by telephone or door-to-door as a seller, unless, within thirty seconds after
beginning the conversation the agent identifies himself, whom he represents and the
purpose of the call.
Contriving, setting up or promoting any pyramid promotional scheme.
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Advertising services that are guaranteed without clearly and conspicuously disclosing the
nature and extent of the guarantee, any material conditions or limitations in the
guarantee, the manner in which the guarantor will perform and the identification of the
guarantor.

Burden of Proof

To recover under deceptive or unfair trade practice acts, it is the claimant's burden to prove
all elements of his cause of action and that he is a "consumer" within meaning of the act.

Legal Remedies

Whenever the courts or consumer protection division of an insurance department have
reason to believe that any person is engaging in, has engaged in, or is about to engage in
any act or practice that may violate a trade or practices act, and that proceedings would be in
the public interest, the division may bring action in the name of the state against the person
to restrain by temporary restraining order, temporary injunction, or permanent injunction the
use of such method, act or practice. In addition, there may be a request by the consumer
protection division, requesting a civil penalty for each violation, possibly $2,000, with a
maximum total not exceed an established amount (typically $10,000). These procedures
may be taken without notification to such person that court action is or may be under
consideration. Usually, however, there is a small waiting period, seven days or more, prior
to instituting court actions.

Actions which allege a claim of relief may be commenced in the district court -- usually where
the person resides or conducts business. The Court may make such additional orders or
judgments as are necessary to compensate those damaged by the unlawful practice or act.
Usually, there is a statute of limitations, typically two years, to bring such action.

The United States Post Office

The Postal Service has jurisdiction over situations where the mail is used to transfer money
for products or services. It administers a powerful law but has insufficient resources to deal
with the vast number of frauds it encounters.

Most mail-order schemes attempt to exploit people's fears. Their promoters are usually "hit-
and-run" artists who hope to make a profit before the Postal Service stops their false ads.
When a scheme is detected, postal inspectors can file a complaint or seek an agreement
with the perpetrator. When a complaint is contested, a hearing is held by an administrative
law judge. If the evidence is sufficient, this judge will issue a False Representation Order
(FRO) enabling the Postal Service to block and return money sent through the mail in
response to the misleading ads. Although the order can be appealed to the courts, very few
companies do this. Each voluntary agreement and FRO is accompanied by a cease-and-
desist order that forbids both the challenged acts and similar acts. Under the Mail Order
Consumer Protection Amendments of 1983, if this order is violated, the agency can seek a
civil penalty in federal court of up to $11,000 per day for each violation.

Unfair Competition and Business Practices By Insurers

Agents should know that the insurance companies they represent are also subject to the
insurance and practice rules above, as well as to specific deceptive or misleading acts in the
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